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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
Rll national electrotechnical committees (IEC National Committees). The object of IEC is to prombte internati
Co-operation on all questions concerning standardization in the electrical and electronic fieldss.To this end
n addition to other activities, IEC publishes International Standards, Technical Specificatiops, Technical Rep

preparation is entrusted to technical committees; any IEC National Committee interested.in’ the subject dealt
may participate in this preparatory work. International, governmental and non-governmental organizations liai
ith the IEC also participate in this preparation. IEC collaborates closely with thellnternational Organizatior

The formal decisions or agreements of IEC on technical matters express, as-nearly as possible, an internati
consensus of opinion on the relevant subjects since each technical eommittee has representation from
nterested IEC National Committees.

EC Publications have the form of recommendations for international”"use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts are madg\to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
Mmisinterpretation by any end user.

n order to promote international uniformity, IEC National Committees undertake to apply IEC Publicat
ransparently to the maximum extent possible in their national and regional publications. Any divergence betw
pny |[EC Publication and the corresponding national ot regional publication shall be clearly indicated in the la

EC itself does not provide any attestation of conformity. Independent certification bodies provide confor
pssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
services carried out by independent certification bodies.

All users should ensure that they have the\atest edition of this publication.

No liability shall attach to IEC or its.directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
bther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
Expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publicat

ndispensable for the correct application of this publication.

rights. IEC shall net.be held responsible for identifying any or all such patent rights.

de to'the previous edition. A vertical bar appears in the margin wherever a change

Standardization (ISO) in accordance with conditions determined by agreementetween the two organizations.

5ing
pnal
and

rts,

Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IECH)Publication(s)”). Their

ith
5ing
for

bnal
all

bnal
IEC
any

ons
een
ter.

ity
any

and
e or
and
ons.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publicationls is

Attention is drawn to'the possibility that some of the elements of this IEC Publication may be the subject of pajtent

s redline)version of the official IEC Standard allows the user to identify the changes

as
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International Standard IEC 61000-4-36 has been prepared by subcommittee 77C: High power
transient phenomena, of IEC technical committee 77: Electromagnetic compatibility.

It forms part 4-36 of IEC 61000. It has the status of a basic EMC publication in accordance with
IEC Guide 107.

This second edition cancels and replaces the first edition published in 2014. This edition

C

onstitutes a technical revision.

a) |addition of a hyperband and mesoband radiated transients immunity test method
Annex H;

b) |addition of a calibration method of sensors for radiated hyperband and mesaoband transi

fields and measurement uncertainty in Annex I.

The text of this International Standard is based on the following documents:

FDIS Report on voting
77C/295/FDIS 77C/299/RVD

Full information on the voting for the approval of this standard can be found in the report
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Al

compatibility (EMC), can be found on the {EC website.

The¢ committee has decided that the contents of this publication will remain unchanged until
tapility date indicated on the IEC~website under "http://webstore.iec.ch" in the data relateqd to
thel specific publication. At this date, the publication will be

S

reconfirmed,
withdrawn,
replaced by a revised edition, or

amended.

on

st of all parts in the IEC 61000 series, published under the general title Electromagnétic

the

PORTANT — The 'colour inside’ logo on the cover page of this publication indicat

t
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1: General
General considerations (introduction, fundamental principles)

Definitions, terminology

Part 2: Environment
Degcription of the environment

C

dssification of the environment
Compatibility levels
Part 3: Limits

Emlission limits

Immunity limits (in so far as they do not fall under the £esponsibility of the product committegs)

Part 4: Testing and measurement techniques
Megsurement techniques

Testing techniques

Part 5: Installation and mitigation guidelines

Installation guidelines

Mitjgation methods and*devices
Part 6: Generic\standards

Part 9: Miscellaneous

Eaghpart is further subdivided into several parts, published either as international standafds
or . e et vhicht I ; II'Iled

as sections. Others will be published with the part number followed by a dash and a second

number identifying the subdivision (example: IEC 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

Scope

Thils part of IEC 61000 provides methods to determine test levels for the assessment of the

imrmunity of equipment and systems to intentional electromagnetic interference (IEMIl).sour
ntroduces the general IEMI problem, IEMI source parameters, derivation of test limits g@nd

It i

summarises practical test methods.

S.

2 | Normative references
h d ollowing-documents—in holeo A-part—are-Rorma a eferepncked inth document and
ard-indispensablefo application—For dated references—on he“edition ed-applies—For
undlated referencesthe late ed on-o he referenced documen a ud .e_.'-..-.gn.
aphlie
IEA 681000-4-4 _Electromaanetic compatibilitv (EMC) DPaort 4 .4- Toasting and measyremibnt
=90+ oo-4-4—=re ctromaghRe e CompatiotHty—(EmMS) =aHt—4—4~ eStihg—aha easte H
. £/ . L £ . / . ,
IEAQ-61000-4-12 Electromaanetic-compatibility L{EMC) DPart 4.12- Tasting and-measuremint
5 gReHc—CompatoHity/( o) a4 —eSthgana-meastHemnpeht
IEAQ 681000-4-18 Elactromaanetic comnpatibilitv (EMC) Dart 4.18- Tactina and measuremint
=GO o9 U-a—1o, = e CHOMAgheHc CoOmpPativhity{(=iro; —aHt—4a4—To—eStHhgana easStHerneht

y.

The¢re are no normative references’in this document.

3 | Terms, definitions and abbreviated terms

For the purposes of this document, the following terms, definitions and abbreviated terms app
ISP and IEC~maintain terminological databases for use in standardization at the followfing
addiresses:

e |IEC\Electropedia: available at http://www.electropedia.org/

e USO Qnline hrnweing pln’rfnrm' available at th'//\A/\A/\A/ iso nrg/nhp

3.1 Terms and definitions

3.11

attenuation
reduction in magnitude (as a result of absorption and/or scattering) of an electric or magnetic
field or a current or voltage, usually expressed in decibels

[SOURCE: IEC 61000-2-13:2005 [3]1, 3.1]

1

Numbers in square brackets refer to the Bibliography.


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 RLV © |IEC 2020 -1 -

3.1.2

bandratio

br

ratio of the high and low frequencies between which there is 90 % of the energy

Note 1 to entry: If the spectrum has a large DC content, the lower limit is nominally defined as 1 Hz
(see IEC 61000-2-13 [3] for further details).

[SOURCE: IEC 61000-2-13:2005 [3], 3.2, modified — The second part of the definition has been
made into a note.]

3.1.3

l;:{dratio decades
bandratio expressed in decades as: bandratio decades = log10(bandratio)
[SQURCE: IEC 61000-2-13:2005 [3], 3.3]

3.1.4
burst

sequence of a limited number of distinct pulses or oscillations of\limited duration
Notg 1 to entry: When multiple bursts occur, the time between bursts¢js*usually defined.

SOURCE: [IEC 60050-161:1990 [19], 161-02-07, modified — The note has been added.]

3.15

conducted HPEM environment
high-power electromagnetic currents and voltages that are either coupled or directly injected to
cables and wires with voltage levels that typically exceed 1 kV

[SOURCE: IEC 61000-2-13:2005 [3]3875]

3.1.6

c?litinuous wave
C
time waveform that has.a fixed frequency and is continuous

[SQURCE: IEC 61000-2-13:2005 [3], 3.6]

3.1.7
electromagnetic compatibility

[SOURCE: IEC 60050-161:2018, 161-01-07.]

3.1.8

electromagnetic disturbance

any electromagnetic phenomenon which—may can degrade the performance of a device,
equipment or system

[SOURCE: IEC 60050-161:2018, [19] 161-01-05, modified — The last part of the definition, "or
adversely affect living or inert matter", has been removed.]
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.9
ctromagnetic interference

EMI
degradation of the performance of a device, transmission channel or system caused by an

ele

ctromagnetic disturbance

Note 1 to entry: Disturbance and interference are respectively cause and effect.

[SOURCE: IEC 60050-161:2018 [19], 161-01-06, modified — Notes 1 and 2 have been removed
and a new Note 1 has been added.]

3.1

att

3.1

shield
<eiectromagnetic> electrically continuous housing for a facility, area, or component used

(eltctromagnetic) susceptibility

.10

nuate incident electric and magnetic fields by both absorption and reflection

.11

ility possibility of degradation to the performance of a device, equipment or system
form-without-degradation in the presence of an electromagnetic-disturbance field

e 1 to entry: Susceptibility is a lack of immunity.

3.1,

hig
ele
Not

[Sq

3.1
hig

12
h-altitude electromagnetic pulse
HEMP

ctromagnetic pulse produced by a nug¢lear explosion outside the earth’s atmosphere

e 1 to entry: Typically above an altitude of 30 km.

URCE: IEC 61000-2-13:2095 [3], 3.12]

.13
h-power microwave

HP

Not
doc

[Sq

narrxl)wband signals, nominally with peak power in a pulse, in excess of 100 MW at the sour

e 1 to entryy\ This is a historical definition that depended on the strength of the source. The interest in
Lment js‘mainly on the EM field incident on an electronic system.

URCE: IEC 61000-2-13:2005 [3], 3.13]

to

o

ce

this

3.1

.14

hyperband signal
signal or waveform with a pbw (see 3.1.19) value between 163,4 % and 200 % or a
bandratio > 10

[SOURCE: IEC 61000-2-13:2005 [3], 3.14]

3.1

15

hypoband signal
narrowband signal or waveform with a pbw (see 3.1.19) of < 1 % or a bandratio < 1,01
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[SOURCE: IEC 61000-2-13:2005 [3], 3.15, modified — The second term "narrowband signal"
has been removed.]

3.1.16

intentional electromagnetic interference
IEMI

intentional malicious generation of electromagnetic energy introducing noise or signals into
electric and electronic systems, thus disrupting, confusing or damaging these systems for
terrorist or criminal purposes

[S

3.1.17
L hand
radar frequency band between 1 GHz and 2 GHz

[SQURCE: IEC 61000-2-13:2005 [3], 3.17]

3.1.18

mejsoband signal
nal or waveform with a pbw (see 3.1.19) value between 1'% and 100 % or a bandratio
between 1,01 and 3

sig

[SQURCE: IEC 61000-2-13:2005 [3], 3.18]

3.11.19

pe
pb
ba

Notge 1 to entry: The pbw has a maximum value.of 200 % when the centre frequency is the mean of the high
frequencies. The pbw does not apply toysignals with a large DC content (e.g., HEMP) for which the bandnatio
decpdes is used.

low

[SOQURCE: IEC 61000-2-13:2005 [3], 3.19]

3.11.20

po

PoE
physical location (point) on an electromagnetic barrier, where EM energy may enter or ex
toplological volume, unless an adequate PoE protective device is provided

Notg 1 to entry:”” A PoE is not limited to a geometrical point.

Notg 2'toentry: PoEs are classified as aperture PoEs or conductive PoEs according to the type of penetrat
Thely are also classified as architectural, mechanical, structural or electrical POEs according to the functions

ser

URCE: [EC 61000-2-13:2005 [3], 3.16]

centage bandwidth

x’dwidth of a waveform expressed as a pefcentage of the centre frequency of that wavefqg

't-of-entry

rm

and

ion.

hey

ve.

[SOURCE: IEC 61000-2-13:2005 [3], 3.20, modified — The second term "point-of-entry" has

be

en removed.]

3.1.21

pu

Ise

transient waveform that usually rises to a peak value and then decays, or a similar waveform
that is an envelope of an oscillating waveform

[SOURCE: IEC 61000-2-13:2005 [3], 3.21]
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3.1.22

pulse repetition frequency

prf

number of pulses per unit time, measured in Hz{persecond)

3.1.23
radiated HPEM environment
high-power electromagnetic fields with peak electric field levels that typically exceed 100 V/m

[SOURCE: IEC 61000-2-13:2005 [3], 3.22]

sured or known electric field multiplied by the distance at which it was meastred to give|an
equiivalent voltage at a distance of 1 m from the antenna

3.1.25

sub-hyperband signal
sighal or a waveform with a pbw value between 100 % and 163{4y% or a bandratio betweep 3
ang 10

[SQURCE: IEC 61000-2-13:2005 [3], 3.23]

3.1.26

trahsient
peftaining to or designating a phenomenon of<gquantity which varies between two consecufive
stepdy states during a time interval which is@hort compared with the time-scale of interest

Notg 1 to entry: A transient can be a unidirectional impulse of either polarity or a damped oscillatory wave with|the
firsfl peak occurring in either polarity.

[SQURCE: IEC 60050-702:2019<§20], 702-07-781, modified — The words "pertaining to| or
degignating a" and the note have been added.]

3.1).27

ultfawideband
uUwB
sighal that has a percent bandwidth greater than 25 %

[SOURCE:(IEE 61000-2-13:2005 [3], 3.25]

3.2 /Abbreviated terms

AC Anechotcchamber

BCI Bulk current injection

CWiI Complex waveform injection
DEW Directed energy weapon

DS Damped sinusoid

DSI Damped sinusoid injection
EFT Electrically fast transient

EM Electromagnetic

EME Electromagnetic environment

EMI Electromagnetic interference
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15—

EMP Electromagnetic pulse

ERTMS European rail traffic management system
ESD Electrostatic discharge

EUT Equipment under test

FO Fibre optic

FOL Fibre optic link

FT Fourier transform

GNSS Glaobal navigation satellite system
GPS Global positioning system

GPpM-R Global system for mobile — railways
G[FEM Gigahertz transverse electromagfegtic
HEMP High-altitude electromagnetic pulse
H|RA Half impulse radiating antenha

H|RF High-intensity radiated-field

HPD Horizontally polarized-dipole

HPEM High-power electromagnetic

HPM High-power/microwave

1d Integratedicircuit

IgMI Intenfional electromagnetic interference
IF[T In{,erse Fourier transform

IHA impulse radiating antenna

LEMP Lightning electromagnetic pulse
LISN Line impedance stabilization network
LUSC Low level swept current

LUSF Low level swept field

LINA Low noise amplifier

MPA Minimum phase algorithm

NEMP Nuclear electromagnetic pulse

NLTL Non linear transmission line

OATS Open area test site

prf Pulse repetition frequency

SAC Semi-anechoic chamber

SE Shielding effectiveness

TEM TTansverse electromagnetic mode
TMR Triple modular redundancy

UAV Unmanned aerial vehicle

UFA Uniform field area

URSI International radio scientific union
uwB Ultra wideband

VPD Vertically polarized dipole
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4 General

The use of electromagnetic sources to generate intentional electromagnetic interference (IEMI)
is of increasing concern as the reliance of society on technology increases significantly. Many
technical papers have been published that show the effects of IEMI are cause for concern; they
are summarised in [1]. A summary of failure mechanisms at equipment level is provided in
Annex A.

IENIl can be included within the set of HPEM environments, which also include high-intengity
radiated fields (HIRFs) generated by radio and radar systems, lightning €léctromagnetic pylse
(LHMP) and electrostatic discharge (ESD).

ThI IEC defines IEMI (see 3.1.16) as "intentional malicious generation of electromagnttic
engrgy introducing noise or signals into electric and electronic systems, thus disrupti
confusing or damaging these systems for terrorist or criminal’purposes”.

Within this definition it is possible to also include jathmers, which are designed to overlgad
anfenna receiver circuits (front doors) by operating.at)or close to the victim receiver frequepcy
of pperation. Jammers typically require low power'to operate due to the fact that receivers pre
degigned to operate at very low power levels (RW or less). More information on the issug of
jampmers can be found in Annex G.

This document complements IEC.61000-4-25 [2], which deals with high-altitdde
electromagnetic pulse (HEMP) immunity test methods for equipment and systems.

5 | IEMI environments and.interaction

5.1 General

There are many types of sources—that-—can—generate which are capable of generafing
electromagnetic_ environments—that—ean potentially—be—used—to—eause causing intentignal

electromagnetieliniterference (IEMI). IEC 61000-2-13 [3] discusses the various environmelnts

A keylrequirement of developing IEMI test methods and test levels is to achieve a ggod
un i i i i icti i i i to
operate. Within this document specific focus is provided for victim equipment that is integrated
within a site or other fixed installation and it is generally assumed that such equipment is housed
within a building.

IEMI phenomena are unlike other EMC standardised phenomena where assumptions can be
made about the general or average disturbance level arriving at victim equipment ports.
Important parameters related to the IEMI interaction with victim systems which will affect the
test level include:

a) |IEMI source parameters
1) frequency range of the source,
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b)

2) amplitude-of the-sourcevs-distance-to-thevictim-system peak and average power of the

source,

w

pulse width, pulse repetition frequency, burst length of the source,

N

source mobility,

technical-capability complexity of the source-user/designer,

antenna characteristics and/or conducted injection method characteristics

a

)
)
)
)

)

the protection level of the equipment, system or-fixed installation
1) the range or distance between the IEMI source and the victim electronics,

On

appropriate test methods and test levels for ports on the victim equipment can be‘determing

On
sud

2) the propagation channel loss including the properties of the intervening barrilers

(attenuation and absorption).

ce these characteristics of the IEMI source and environment are well understood, then

d.

e approach would be to take all of the IEMI source parameters of interest’and combine them

h that one set of test levels is derived. The disadvantage of this approach is that, sho

eff
ad
ext

cts be observed, it would be difficult to assign them to any single JEMI parameter set
ition the combination of widely varying waveform characteristics would likely result in
Feme set of test levels.

uld
In
an

So
(E

) environments, for example electrostatic discharges(ESD) or lightning electromagn

me IEMI sources generate waveforms/environments that\ate similar to other electromagnitic

pulse (LEMP). Analytical methods can be used to detérniine the amount of similarity betw

IE
(s

| environments and other EM environments, in particular through the use of waveform non
IEC 61000-4-33 [4]). Any deficiencies in the{test evidence could be made up throt

increasing the distance between the IEMI source*and the electronic systems of interest or

un

5.2

5.2,

ertaking testing focussed on specific frequencies.

IEMI environments

1 Technical capability groups

tic
en
ms
gh
by

IEN1I sources vary in complexityllt is therefore important to understand the relationship betwgen

thig
lev

a)
b)

c)

Wh

complexity and the technical capability of the perpetrator. This document defines th
P|S:
Novice — Individuals or small groups with minimal technical or financial support.

Skilled — Moderately well-funded adversaries with training and expertise in relev
technologys

Specialists— Well-funded adversaries with post-graduate level training and access
substantial research capabilities, resources and funding.

en{considering the IEMI sources of interest it is important to consider the deploym

[ee

Aant

to

ent

SC

5.2

nariv.

.2 IEMI deployment scenarios

IEMI sources can be packaged and deployed in different ways, although this generally depends
on the technical capability of the designer and the available resources. A set of potential
scenarios for deployment of IEMI generators is given in Table 1.
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Table 1 — Possible IEMI deployment scenarios

Deployment Example use Victim interaction Technical
scenarios capability group
Man portable Carried to the victim and used while in Direct Novice
possession of the adversary. Could be ) .
assembled in place. Radiated Skilled
Conducted
Hand delivered Carried to the victim and concealed, Direct Novice
perhaps remotely activated. Could be ) .
assembled in place. Radiated Skilled
Conducted
Fixed installation | Set-up in a space adjacent to the victim, i.e. Radiated Novice
djoini building.
an adjoining room or building Conducted SRiley
Specialist
Adtomotive / Mounted inside a pick-up truck or on the Radiated Skilled
marine delivered | after deck of a marine vessel. -
Conducted Specialist
Aif delivered Installed inside an aircraft bay, carried as a Radiated Specialist
pod, or dropped (i.e., E-bomb).
5.2.3 Radiated IEMI environment summary
Table 2 provides a summary of threat source environménts defined by capability group.—fhe
dedivedfrom—an ield measurement at a givenddistance in the far-field. is—eguivalentl-to
ecHvalentisotropicradiated powe RP hich derived-from-the power-den at-a-giyen
Table 2 — Summary of high power radiated IEMI source output (rE¢,,) by capability grqup
Category IEMI source IEMI source name or technology type rEg, (V) Near/far
type distance
Far field
boundary
(approx.)
Hyperband ESD gun 5000 1m
Novice
Hypoband Microwave oven magnetron 2 000 1m
Hyperband Commercially available solid state pulser 60 000 Tm
(e.g. pockels cell driver)
Skilled Mesoband Commercially available pulser 120 000 2m
Hypoband Fypical Radar 450 000 5m
Hyperband Military demonstrator (e.g. jolt) 5 300 000 50 m
Specialist Mesoband Military mesoband demonstrator 500 000 5m
Hypoband Military hypoband demonstrator 30 000 000 50 m

NOTE Table 2 does not include jammers. These are discussed in Annex G.

5.2

4 Published conducted IEMI environments

Unlike the situation with radiated IEMI sources, examples of conducted IEMI sources are less
common. However, it has been shown that many conducted EMC tests exist within published
civilian EMC documents such as IEC 61000-4-18 [5], IEC 61000-4-4 [6] and IEC 61000-4-25 [2]
and that the sources that generate these test waveforms can be uprated or applied to equipment
ports in a different way or otherwise used for malicious effect. There are also various military
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standards that contain relevant conducted tests-such-as-Mil-Std-461-[8} and-Defence-Standard
59-411-19].

5.3 Interaction with victim equipment, systems and-fixed installations

5.3.1 General

The magnitude of the IEMI environment impinging on a victim system is primarily dependent
upon two factors:

1) the range or distance between the IEMI source and the victim electronics;

2) [the propagation-channel loss, including the attenuation properties of intervening barriers

It i$ important to note that radiated IEMI interacts not only with apertures and structures, put
alsp cables. The total EM disturbance presented to the victim electronics insideis thereforg a
funiction of the direct radiated IEMI and the coupling of this IEMI to EM cahdlctors such|as
cables, pipe-work and ducting. When determining an appropriate test level for a particylar
radiated IEMI environment of concern, an assessment of the transfer of the IEMI to the vicgtim
eleptronics inside the building is required and this should include any:attenuation afforded| by
the| building material, propagation loss and any other aspects thatcan affect the resulfing
currents or voltages presented to the equipment.

Figure 1 shows a typical radiated and conducted IEMI scenario with a vehicle-mounted IEMI
soyrce illuminating a building and separately injecting inte;a power cable. The fields generafed
by the radiating source penetrate through apertures and separately couple to conductors (bpth
oufside and inside the building), generating induced currents and voltages that can affect the
vicfim electronic equipment. The current/voltage generated by the conducted source is coup|ed
to the conductor, allowing it to propagate inside\the building and potentially affect electrgnic
eqliipment.

Victim system

IEMI generator

Antenna

Power source
amplifier
modulator

Power and/or communications cable |
Common mode or
differential mode coupling
IEC

Figure 1 — Example of radiated and conducted
IEMI interaction with a building

It should be noted that cable attenuation and attenuation afforded by lumped components (such
as transformers) should be considered when determining the currents and voltages presented
at the electronic equipment. It should also be noted that different coupling modes (i.e. common
mode or differential mode)-may can result in very different path losses during the propagation.
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5.3.2 Protection level

Given the discussion above it can be implied that victim—electronic—egquipment electronics
located inside—afixed-installation equipment, systems or installations will have an "inherent
protection level" which is a function of the physical distance between the IEMI source and the
victim electronics and the loss in the propagation channel. A discussion on the radiated and
conducted interaction of IEMI sources within buildings is provided in Annex C.

Examples of protection levels are indicated in Table 3. These levels have been identified using
the information in Annex C. However, it is highly important that the actual protection level is

qu nhf.nrl an-nnnln mr\r\ollrnmr\n+o nocsaiblhac nnv-{— n-F a8 o.{—n SHE-E Tno+ mn{-hnrlo \ulnnr\h can be
oGt oot TeTTto P oOoSoSToTy oot Y

used to assess the barrier attenuation/propagation loss are discussed in Clause 6.

Table 3 — Examples of protection levels

Example of Assumed range to Path loss Assumed barrier Total EPL
protection level victim attenuation

(EPL) rating (m) (dB) (dB) (dB)
EPLO 2 6 0 6
EPL1 10 20 0 20
EPL2 12 22 4 26
EPL3 18 25 7 32
EPL4 30 28 29,5 11 39 40,5
EPL5 30 28 29,5 18 48 47,5
EPL6 35 31 29 60

NQPTE Path-loss—equals—the-assumed rangeto—victimIRndBreferenceto4-m- The path loss equates to the

aspumed threat to the victim range expressed in dB relative to 1 m.

The¢ EPL should be considered whensderiving the applicable IEMI immunity test parameters
dispussed in Clause 7. In the absence' of actual data the generic EPLs in Table 3 can be usgd.

6 | Test methods

6.1 Derivation of applicable test methods

A detailed discussion’on test methods is included in IEC TS 61000-5-9 [7]. The test meth¢ds
summarised below encompass the evaluation of the "example protection level" and the
immunity test’level for potential victim equipment.

As|IEM}Halls into two main categories, namely radiated and conducted, the methods for testing
agTinst IEMI fall broadly into the same categories.

Testing against radiated IEMI can be undertaken with the IEMI source of interest, a simulated
environment such as that shown in IEC TR 61000-4-35 [8], or by injecting the signal expected
to be induced into conductors by exposure to the IEMI radiated environment. The latter relies
on knowledge of the transfer function2 of each conductor of concern (typically these conductors
are cable bundles that carry power and/or data that is vital to the continuing function of the
equipment or system).

2 A measure of internally induced current or electromagnetic field as a result of an externally illuminating
electromagnetic environment.
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Testing against conducted IEMI is typically undertaken with either the IEMI source directly or
with a conducted simulator. Although it is possible to use a radiated method to assess against
the effects of conducted IEMI, it is not commonplace.

Once the preferred test methodology has been agreed, it is possible to determine the required
test levels.

Figure 2 shows the options available when undertaking an assessment of the effects of IEMI
on equipment or systems.

[ Understand IEMI environment J

Radiated Conducted
! ] v v 1 v
e N N aYd ~
IEMI source |[IEMI simulator Transfer Transfer IEMI sotce ||IEMI simulator
illumination (radiated) functions functions injection (conducted)
A S A AN AN S
Y A 4 A 4 A
- Y (" Predict < N\ N ~
Predict . Antenna port Cable
. ; induced L LT
internal fields injection injection
\ ) \_ cuments ) U )
h 4 /_ A 4
rllluminate ) Inject
internal predlcted
equipment induced
at predicted currents
fielddevels
AN M IEC

Figure 2 — Assessment options

It is essential that testing”is conducted in a representative configuration and that cargful
cornsideration is given.to.those aspects of the test set-up that can have a significant impact|on
tesk results, for example cable layout. If the requirement is for equipment to be immune to IEMI
when in a power-off configuration, then testing with the equipment powered off is applicable.
For all other cases, testing with the equipment powered and functioning is essential. ReseziTch
has shown that transient effects can be significantly enhanced when the equipment is beling
opé¢rated functionally, for example with computer equipment that is constantly conducting hard
driye operations or memory intensive functions.

N 5 41 [l 41 5 1 £ ) ' £ - 4 4
A SUMTATy O1 1EST TITETTOUS tiTat TdlT D& USTEU 10T UTE dSSESSITTETTU O EQUIPTITETIU OT SYSTETITS to

the effects of IEMI is provided below.

6.2 Derivation of transfer functions

Transfer functions are essential for any equipment or system that is to be tested against the
effects of a radiated IEMI source using conducted methods and can also be used to evaluate
the protection level of a victim installation.

Transfer functions can either be measured (using techniques such as those discussed in
IEC TS 61000-5-9 [7]) or generated analytically using some understanding of relevant geometry.

Transfer functions provide the means of estimating induced currents or voltages on conductors
as aresult of an EM field illuminating the conductor or from an EM source injected onto external
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cabling. Transfer functions are generally measured over a broad frequency range
(e.g. ~1 MHz to ~1 GHz) and enable predictions to be computed for any IEMI environment with
similar frequency content. Transfer functions can be extended to tens of GHz by measuring
internally induced EM fields and reflecting the change in dominance of the interaction
mechanism from cable coupling to aperture coupling.

For applicable test methods and test set-up see IEC TS 61000-5-9 [7].

6.3 Radiated tests using IEMI simulator

mulator dare pecoming Incr Ngly avallable d ne threat O Y understood 4
acgepted to pose real risk to the continuing operation of electronic equipmgnt.
IECG TR 61000-4-35 [8] contains details on IEMI simulators and their respective parametgrs.
The equipment under test (EUT) shall be set-up in a representative condition of_its, intended
useg for the results to be indicative of the EUT response when fielded. The use of IEM)simulatprs
:atssess the protection level of-a-fixed an operational installation is not recomimended sinck it

can present a significant interference risk.
For applicable test methods and test set-up of IEMI sources see IEC TR’61000-4-35 [8].

6.4 Radiated tests using a reverberation chamber

IECG TR 61000-4-35 [8] also provides some examples of reverberation chambers. Reverberation
chambers can be used to produce the high field levels for equipment level testing and are usgful
fortesting of a material’s shielding effectiveness in accofdance with IEC 61000-4-21 [9].

Cafre should be taken to understand how the{sreSults of measurements made within a
revierberation chamber compare with the realistic\case of IEMI interaction which is closer tp a
plane wave phenomenon. This difference is discussed in Annex D.

For applicable test methods and test setsup see IEC 61000-4-21 [9].

6.5 Complex waveform injection*(CWI)

This method takes the predicted currents from transfer functions and injects them opto
conductors one-by-one whilst-monitoring for effects. The injected waveforms are a function of
thel resonances measured by the transfer function and the environment itself and are compllex
in mature, i.e. they cantain many frequencies. Further details on this method can be found in
Annpex E.

6.60 Damped:sinusoidal injection (DSI)

This method uses single frequency damped sinusoidal waveforms and is generally required to
be repeated across many frequencies to give an indication of how an EUT-may can respond to
an |EMIenvironment. For applicable test methods and test set-up see IEC 61000-4-12 [10] Tnd
IEC_64000-4-18 [5]

6.7 Electrostatic discharge (ESD)

Testing to IEC 61000-4-2 [11] provides confidence of the continuing operation of the EUT as a
result of ESD. ESD is a complex event generally characterised by a fast transient with a rise-
time of the order of hundreds of picoseconds and a pulse-width of tens of nanoseconds. This
information may be used to-irferm infer likely susceptibility to certain IEMI environments via the
generation of radiated fields.

For applicable test methods and test set-up see IEC 61000-4-2 [11].
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6.8 Electrically fast transient (EFT)

The EFT test has parameters that compare favourably with certain IEMI conducted
environments, and data from the test defined in IEC 61000-4-4 [6] may be used to indicate the
response of an EUT to I[EMI.

For applicable test methods and test set-up see IEC 61000-4-4 [6].

6.9 Antenna port injection

(through the use of transfer functions) those signals that would exist at the cassociated
eleptronics. Figure 3 shows a typical EUT with various ports including an antenna port.

EUT .
AC mains power port

Optical fibre port

Enclosure port

RF modulator output

port DC network.power port

Broadcast receiver
tuner port

Wired network port

Antenna \

Antenna port

/ Signal/control port

IEC

Figure 3 — Examples of ports

In general, antenna ports are commonly subjected to an ESD test. Also covered under 6.7, this
is |ikely to provide useful jnformation concerning the response of antenna ports to IEMI
enyironments.

7 | Test parameters

7.1 Derivation of immunity test parameters

The key to deriving immunity fest levels Ties in understanding the TEMT source of interesti, the
immunity requirement of the equipment or system that is to be assessed and the protection
level for a given scenario.

For example, if the equipment or system is to be located within a secure facility (assuming
20 dB of attenuation for physical barriers) and such that an IEMI source cannot be any closer
than 50 m (distance) away, this provides a useful bound on the test level. It-may can be prudent
to consider some margin to deal with issues such as measurement uncertainty or measurement
limitation to ensure that the test results carry a high level of confidence. This gives a solid
foundation for developing the required test level. Once this is understood, the test levels can
be derived using a radiated IEMI source or simulator or with the use of transfer functions as
discussed in 6.2.
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Subclause 7.2 indicates generic test parameters based on the skilled category using the
environment levels derived in Table 2 and the examples of protection levels indicated
in Table 3.

7.2 Radiated test parameters
7.2.1 Generic hyperband test parameters (skilled capability group)

Table 4 defines the immunity test levels for hyperband IEMI environments (i.e. those with a
bandratio = 10).

Table 4 — Generic hyperband test parameters (skilled capability group)

EPL Amplitude Rise time Pulse width prf Pulse
tength/Burs}t
duration
(V/m) (ps) (ns) (Hz) (s)

EPLO 30 000

EPLA1 6 000

EPL2 3000

EPL3 1500 100 to 500 0,2to 5 1to 1 000 1to 10

EPL4 675 565

EPL5 300 252

EPL6 60

NQPTE Any combination of waveform parameters in Table*4/will result in a different frequency spectrum of the
wgveform applied during the test. In some cases, this willesult in a test that is less severe when considering the
overall content or the associated maximum derivative of\the applied waveform.

Alllcombinations of the parameter ranges given in Table 4 are not simultaneously achievaple
with existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.

Talple 5 shows a description\of the radiated hyperband test waveform and other important fest
pafjameters.

Table 5 — Radiated hyperband test waveform and other pulse parameters

Bandratio > 102
Pulsg(to)pulse amplitude reproducibility amplitude (E-field) 10 %°
Rise time 100 ps to 500 ps + 20 %
Pulse width 0,2nsto5ns+20 %
Pulse repetition frequency 1 Hz to 1000 Hz + 10 % P
Burst duration 1sto10s+10 %P
Minimum number of bursts 1
Minimum burst interval (period) 2s+20%
Radiated E-field exposure test level selectable according to Table 4 + 20 %
Field polarization selectable, horizontal or vertical, or both
@ '1I'8e 3 dB bandratio of the hyperband waveform is measured and confirmed that it is greater than or equal to
b The mean amplitude of the pulses in a burst is used. The reproducibility of the pulse amplitude (the flatness
of the burst envelope) is important to control in order to accurately describe the test level used during exposure.



https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 RLV © |IEC 2020

— 25—

An example of a hyperband waveform is given in Figure 4.
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Figure 4 — Typical Example of hyperband waveform

Generic mesoband test parameters (skilled-capability group)

20

IEC

These types of IEMI environment are characterised{by a damped sinusoidal waveform. Table 6
contains the test levels and associated parameters. It should be noted that any combination of
wayeform parameters in Table 6 will result in a different frequency spectrum of the wavefgrm
applied during the test. In some cases, this“will result in a test that is less strenuous when
considering the overall content or the_associated maximum time derivative of the applied

wayeform.

Table 6 — Generic mesoband test parameters (skilled capability group)

EPL Amplitude;Eg Dominant Damping Pulse Pulse
frequency, . factor, repetition st
By 1, fre?:::;\cy Burst duratign
NIm) (MHz) 0 (Hz) (s)
EPLO 60 000
EPLA1 12 000
EPL2 6000
ERL3 3000 80 to 500 5 to 20 1to 1000 1to 10
EPL4 1350 1130
EPL5S 600 504
EPL6 120
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It should be noted that not all combinations of the parameter ranges given in Table 6 are
simultaneously achievable with existing IEMI sources. Once a test level is selected, some
parameter variation is recommended within the stated parameter ranges if possible.

The waveform shape is well described by damped sine waves as shown in Formula (1).

,,,/;V .
E(t)=kEy e /sin(2z fy) (1)

where, k is a normalising factor, fy is the dominant frequency of the oscillatign jand ¢ is tife.
Theé mesoband bandratio values of 1,01 to 3 can be shown by Formula (1) ¢g{éorrespond to| O-
factor values of ~5 to 100, as shown in Table 7, however Q-factor values of’between ~5 to|20
more typically observed from IEMI generators and through IEMl~and HEMP couplind to

areg
cal

les. Further information can be found in IEC 61000 2-13 [3].

Table 7 — Comparison of quality factor (Q)with bandratio

Quality factor Normalising Bandratio
factor
0 k
4,8 1,174 3,00
5,0 1,64 2,87
10,0 1,080 1,81
15,0 1,053 1,51
20,0 1,040 1,36
100,0 1,008 1,01

Table 8 shows a descrijption of the radiated mesoband test waveform and other important fest

patlameters. For moreigetail information, see Annex B.

Tablé\8 - Radiated mesoband waveform and other pulse parameters

Domijnant oscillation frequencies?

80 MHz to 500 MHz + 10 %"

Bandratio

shall be within the range 1,01 to 3¢

Pulse to pulse amplitude reproducibility

amplitude (E-field) + 10 %

Pulse repetition frequency

1 Hz to 1 000 Hz ®

Burst duration

1s to 10s + 20 % °

Minimum number of bursts

1

Minimum burst interval (period)

2s+20%

Radiated E-field exposure test level

selectable according to Table 6 + 20 %

Field polarization

selectable, horizontal and vertical or circular

Dominant oscillation frequency is defined as the dominant frequency (the frequency with the highest spectral
magnitude contribution) identified from a Fourier transformation of the measured time domain waveform.

These are ranges of recommended values. The user selects values appropriate to the situation. A minimum
number of three frequencies is recommended to cover the frequency range of mesoband sources.



https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 RLV © |IEC 2020 - 27 -

The 3 dB bandratio of the mesoband waveform is measured and it is confirmed that it lies within the range
1,01 to 3.

The mean amplitude of the pulses in a burst is used. The reproducibility of the pulse amplitude (the flatness
of the burst envelope) is important to control in order to accurately describe the test level used during exposure.

An example of a mesoband waveform is given in Figure 5.
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=15 000

0 10 20 30 40 20 &0 70 80
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Figure 5 —TFypical Example of mesoband waveform

7.2.3 Generic hypobandfharrowband test parameters (skilled capability group)

Table 9 gives the test'levels for hypoband/narrowband IEMI which are characterised by |ow
relative bandwidth, centre frequencies of 2 1 GHz and an associated pulse repetition frequency
of £4066 1000 Hz.
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Table 9 — Generic hypoband/narrowband
test parameters (skilled capability group)

IEC 61000-4-36:2020 RLV © IEC 2020

EPL Amplitude Pulse width Pulse repetition
frequency Burst duration
(V/m) (us) (Hz) (s)
EPLO 225 500
EPLA1 45 000
EPL2 22 550
EPL3 11 300 0,07 to 10 STgreonerto Tto 10
EPL4 5050 4 240
EPL5 22501890
EPL6 450

NOTE Any combination of waveform parameters in Table 9 will result in a different frequéncy spectrum of the
wgveform applied during the test. In some cases, this will result in a test that is less severe‘when considering the
ovierall content or the associated maximum derivative of the applied waveform.

All[combinations of the parameter ranges given in Table 9 are simultaneously achievable with
exipting IEMI test sources. Once a test level is selected, jsome parameter variation| is
recommended within the stated parameter ranges, if possibl€,

An|example of a hypoband/narrowband waveform is shown in Figure 6.
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NOTE The y-axis is amplitude (scale intentionally removed).

Figure 6 — Typical hypoband/narrowband waveform
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Generic conducted IEMI test parameters

7.3.1 General

This document defines conducted IEMI test levels in Table 10. The user shall define specific
test levels relevant to a specific IEMI environment by following the process in Clause 6.

Table 10 — Conducted IEMI test levels

Voe I Waveform Basic document

\% A

100 2 Damped sinusoids? IEC 61000-4-18 [5]
250 5 Damped sinusoids? IEC 61000=4-18 [5]
500 10 Damped sinusoids? IEC_61000-4-18 [5]
1000 20 Damped sinusoids? IEC,61000-4-18 [5]
2 000 40 Damped sinusoids? IEC 61000-4-18 [5]
4 000 80 Damped sinusoids? IEC 61000-4-18 [5]
4 000 80 5/50 ns IEC 61000-4-4 [6]
8 000 160 5/50 ns IEC 61000-4-4 [6]
16 000 320 5/50 "s IEC 61000-4-4 [6]

TE 1 Voltage and current levels shown in the table are for common mode values.

TE 2 For the two highest immunity test levels, it is sufficient\to test with a single pulse.

IEC 61000-4-18 [5] defines the following test frequencies: 3 MHz, 10 MHz and 30 MHz. Depending on {
characteristics of the incident IEMI electric field, testssmay can be recommended for damped sinusoids w|

frequencies of 100 MHz or 300 MHz using the waveshape defined in IEC 61000-4-18 [5].

he
th

7.3,

Subclause 7.3.2 details the characCieristics and performance requirements of the fast damy
illatory wave generator required to undertake the testing referred to in Table 10, footnote

08(

2 Characteristics and performance of the fast damped oscillatory wave generafor

The¢ waveform of the fast damped oscillatory wave is given in Figure 7.
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Figure 7 — Waveform of the damped oscillatory wave (open circuit voltage)
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Open circuit specifications associated with Figure 7 are given in Table 11:

Table 11 — Open circuit specifications

Voltage rise time (7, in Figure 7) 5ns +30 %

Voltage oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 10 %
Repetition—rate Pulse repetition frequency 5000/s HZz £ 10 %

Decaying (see Figure 7) Pk shall be > 50 % of the Pk, value

dlitd rK10 >lTdil OT JU 7o UI'UIT FK1 vdliuc

Byrst duration 3 MHz: 50 ms + 20 %

Byrst period 300 ms + 20 %

Oytput impedance 500 +£20 %

Open circuit voltage Pk, value, 100 V to 4 kV + 10 % (se¢ ,Figure 7)
PHase relationship with the power frequency No requirement

Pqlarity of the first half-period Positive and negative

a | Oscillation frequency is defined as the reciprocal of the period between the first)and third zero crossings af
the initial peak. This period is shown as T in Figure 7.

Short circuit specifications associated with Figure 7 are given in Table 12:

Table 12 — Short circuit'specifications

Cyrrent rise time (7, in Figure 7): 8'MHz: < 330 ns
10 MHz: < 100 ns
30 MHz: <33 ns

Cyrrent oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 30 %

Dgcaying (see Figure 7) Pkg shall be > 25 % of the Pk, value and Pk,, shall b
< 25 % of the Pk, value

()

SHort circuit current (Pk, value) 5At080A+20 %

a | Oscillation frequency isidefined as the reciprocal of the period between the first and third zero crossings af
the initial peak. This-period is shown as T in Figure-4 7.

7. Tailored-test level derivation

The testtevels defined within 7.2 and 7.3 are provided to allow the reader to apply generic IEMI

test leyvels to equipment and systems where prior knowledge of a particular IEMI environm
is not.available.

Fnt

For situations where one or more specific IEMI environments are the subjects of the assessm

ent,

tailored test levels shall be derived by considering the source-to-victim path using the following

steps:

a) understand the IEMI threat environment of particular interest
b) measure the protection level by obtaining transfer function (coupling) data
1) develop analytically
2) measure
c) predict induced currents/voltages/fields/power at the location of the equipment/systems
d) create an envelope predictions
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e) assess immunity of equipment/systems
1) inject predicted induced waveforms into equipment/systems
2) compare injected results with existing immunity data (if available)

7.5 Relevance of EMC immunity data

Immunity data from general EMC testing-may can be useful in determining whether testing to
the levels presented within this document is necessary to declare immunity to [EMI
environments. A rigorous mathematical approach utilising waveform norms should be used as
the basis for such assessments. Further information on the application of waveform norms can
be found in TEC 61000-4-33 [4].

Mejasurement uncertainties, whose quantitative calculations are possible, for example,intensity
of projected electric field, discharge voltage of static electric test facilities, current.induced in
calyles, etc., shall be included in any test report. It-may can be necessary to consider the lise
of additional test margins to take account of limitations in test methods; furtherldetails on this
subjject can be found in Annex F. Additionally, any test reports shall includéthe statement that
tesf results are dependent on the test conditions and configuration of the tested equipment, @nd
the| note that the test results are, therefore, only valid for the cases spécifically under identjcal
tesf conditions, test methods and equipment configuration.

Information and determination of measurement uncertainty for, EMC testing can be found in
CI$PR TR 16-4-1 [12], CISPR 16-4-2 [13] , CISPR 16 4-3 [14], CISPR16-4-4 [15] and IEC[TR
61000-1-6 [16] and are equally applicable to the determination of measurement uncertainty|for
IENII test results.
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Annex A
(informative)

Failure mechanisms and performance criteria

A.1 General

Electronic components and subsystems are essential parts of modern systems like airplan

grdwing over the vulnerability of electronic systems. Therefore the susceptibility of\crit

sydtems is of vital interest since an upset or failure in these systems could cause m3j

acgidents or economic disasters. As a consequence, the investigation of the susceptibility
eleptronic systems as well as their protection and hardening against IEMI threats” is of gr
intgrest [A.1]3, [A.2], [A.3], [A.4] and [A.5].

There have been several documented cases, where high-power electromagnetic (HPH
enyironments caused unwanted action or failure. In addition the last.decade has witness

es,

M)
ed

wofldwide numerous IEMI susceptibility investigations. Published reports of such investigatipns

dog¢ument a variety of observed effects such as:

— |disturbed screens (flickering of screens, distorted displays,black screens),

— |display of wrong data,

— |corruption of signals and data (signal drifts, corruption of signals, lost data),

— |false response of sensors and systems,

— |unintentional response or action of systems.(movement of actuator, change of course),
— |decreased performance (reduction of computational performance, data transfer),

— |hang up of software,

— |reboot of digital devices (computer;’controller, processor),

— |destruction of components.

Dug to the large range of observed effects, the systematic assessment (fail/pass) as well

thel development of sufficient protection measures require a classification of the effects and
failure mechanisms, which summarise the essential information.

A. Failure mechanisms

A.2.1 General

as
the

If the observed effects are analysed with regard to the underlying failure mechanism, five mlain

categories can be extracted:

1) noise

2) parameter offset and drifts
3) corruption of information

4) system upset or breakdown

5) component destruction

3 Numbers in square brackets refer to the references in Clause A.5.
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Any of these mechanisms can occur on a system as a result of an incident EM environment,
sometimes with disastrous consequences. Further details are given for each of the categories
below.

A.2.2 Noise

Ele

ctromagnetic disturbances can raise the noise level on signal and power lines, which results

in flashing of displays or reduced data rates.

In a particular case of jamming the IEMI source (jammer) operates at or close to the frequency

of pperation an € induced noise level overloads the receiver circuits. Due to the tact that
recgeivers are designed to operate at very low signal levels, jamming typically requires-lg¢ss

radiated power.

A.2
Pa
sig
sig
is d

[So

.3 Parameter offset and drifts

ameters of analogue circuits are subject to changes (e.g. offset, drift).caused by indu¢ed
nals. According to the application, these parameter changes can result in distortions of
hals and/or false control signals and affect control circuits as well as-the system status. This
hown in Figure A.1:

nopmal, operation

IEMI e posure

IEC

irce: Bundeswehr Research Institute for Protective Technologies and NBC-Protection, WIS.]

Figure A.1 — IEMI induced offset of sensor output —
Corruption of information

jécted signdls are capable of changing bits of a data stream and of corrupting transferfed
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Figure A.2 — Collision of an induced disturbance with data bits [A.1]

A.2.4 System upset or breakdown

A qystem upset or breakdown is the inability of a physically undamaged.,system to perform|its
degired function. Upsets and breakdowns are caused by electromagnetic disturbances that pre
capable of affecting the logic state of an electronic system (e.g. by)riggering digital devices|by
changing counters or altering the state of logic circuits). After a‘reset (self, external, or poyer
reset), the system will return to its usual capabilities.

A.3.5 Component destruction

Insulating layers of printed circuit boards or comjponents (e.g. integrated circuits) can|be
sernsitive to interfering disturbances. If the dielectric insulation is too thin, induced voltage
sighals can cause an electrical breakdown. The resulting component destructions range frlom
flaghover effects over melted lines to bond wire destruction (see Figure A.3).

IEC

Figure A.3 — Examples of destruction on a chip [A.2]

The identification of which destruction mechanism occurs requires additional detailed
examinations of the system (e.g. opening of integrated circuits (ICs) and detailed on-chip
investigation). As the destructive effects are of a permanent nature, usually the time
consumption of such additional examination is not a problem. In contrast, the temporary nature
of interferences requires a real-time measurement of signals and additional measurements,

which enable observation, storage and analysis of the internal stages of the system under
investigation.
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A.3 Effect of pulse width

Electronic equipment generally responds to either the peak power or the average power of the
incident IEMI environment. Much data has been collected to determine the relationship between
peak and average effects [A.6], [A.7], [A.8], [A.9], [A.10], [A.11], and the trend from this data is
summarised in Figure A.4.
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Figure A.4 — Generic failure trend as a function of pulse width

Figure A.4 shows how the peak power for<dailure for a typical circuit will decrease as the pulse
width increases, corresponding to the a@verage power failure mode. At the transition point fhe
cirguit no longer reacts to the increasing average power and appears to depend only on the
peak power corresponding to the peak power mode.

A domparison between the failure modes of typical older analogue equipment and newer digjital
eqdiipment is given in several of the references. Most modern equipment cannot be defined| as
whplly analogue or wholly digital in nature, and the assumption that a single mechanism} is
responsible for the ,equipment susceptibility is a simplification. However, it is clear from the
references that for many systems there is a dependency on pulse width and the peak poyer
required. Additionally, as indicated by the arrow in Figure A.4, faster circuits are generally mpre
sugceptible teyshorter pulse widths.

A. Performance criteria

Determination of a system under test either passing or failing a test requires classification of
the test results in terms of the loss of function or the degradation of performance of the system
under test, relative to a performance level defined by its manufacturer or specified in the test
plan.

Recommended performance criteria are shown in Table A.1.
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Table A.1 — Recommended performance criteria

Performance Description

Normal Normal performance within specified limits.

Tolerable interference Appearing disturbances can be tolerated or do not influence the main
function.

Performance degradation The appearing disturbance reduces the efficiency and capability of the
system.

Temporary loss of function Temporary loss of function or degradation of performance which ceases
after the disturbance ceases, and from which the equipment under test
recovers its normal performance, without operator intervention.

Pgrsistent loss of function Temporary loss of function or degradation of performance, the correctior
of which requires operator intervention.

Pgrmanent loss of main function Loss of function or degradation of performance which is not recoverable,
owing to damage to hardware or software, or loss of data-

The¢ manufacturer shall define the performance criteria of the system under test in accordafce

with Table A.1.
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Annex B
(informative)

Developments in IEMI source environments

B.1 General

The use of eIectromagnet|c sources [B.1]4 to generate mtentlonal electromagnet|c mterference
(IEM
sighificantly. Many techmcal papers have been publlshed that show the effects of IEMI pre
cayse for concern [B.2], [B.3].

The¢ effects of IEMI on equipment can be similar to the effects caused by |high-poywer
electromagnetic (HPEM) environments. HPEM environments include high-intensity radiafed
fields (HIRFs) generated by radio and radar systems, lightning electromagnétic pulse (LENIP)
fields and electrostatic discharge (ESD). Some of these HPEM environments have simflar
characteristics to those sources used to cause IEMI but are unintentional EMI sources, i.e. they
arg not used for malicious use. However, it is possible to use informationregarding qualification
of ¢quipment and systems to these environments to inform the likely Yesponse to IEMI.

nti 3l
HHORaH

i ity has
deg¢ided to accept the more generic term [EMI [B.4], which includes EM terrorism [B. S]I In
February 1999 at a workshop held at the Zurich EMC Symposium, a widely accepted definifion
for| IEMI was suggested: “Intentional malicious| generation of electromagnetic enefgy
intnoducing noise or signals into electric and electronic systems, thus disrupting, confusing or
damaging these systems for terrorist or criminakpurposes”.

Figure B.1 qualitatively presents several of'these electromagnetic environments, along with the
nafrowband and wideband IEMI threats that are the subject of this document [B.6].
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Figure B.1 — A comparison of HPEM and IEMI spectra [B.6]

4 Numbers in square brackets refer to the references in Clause B.6.
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In August 1999 the problem of IEMI was recognized by the International Radio Scientific Union
(URSI) during a special session that resulted in an URSI resolution. The URSI “Resolution of
Criminal Activities using Electromagnetic Tools” [B.7] was intended to make people aware of
the following:

e The existence of criminal activities using electromagnetic tools and associated phenomena.

e The fact that criminal activities using electromagnetic tools can be undertaken covertly and
anonymously and that physical boundaries such as fences and walls can be penetrated by
electromagnetic fields.

e The potentially serious nature of the effects of criminal activities using electromagnetic tools
on the infrastructure and important functions in society such as transportatipn,
communication, security, and medicine.

e |That the possible disruptions of the health and economic activities of nations (could have
major consequences.

Th¢ URSI Council recommended to the scientific community in generak -and the EMC
corhmunity in particular, to take account of this threat and to undertake the,following actions:

— Perform additional research pertaining to criminal activities using electromagnetic tgols
in order to establish appropriate levels of vulnerability.

— Investigate techniques for appropriate protection agaifist criminal activities usfing
electromagnetic tools and to provide methods that can belused to protect the public from
the damage that can be done to the infrastructure by terrorists.

— Develop high-quality testing and assessment methods to evaluate system performance
in these special electromagnetic environments.

— Provide data regarding the formulation®™of standards of protection and suppgort
standardization work.

It dhould be noted that the International Electrotechnical Commission (IEC) added the IEMI
threat to its previous standardization work*dealing with HEMP in 1999.

B.2 IEMI environment

In prder to understand the qature of IEMI threats it is necessary to understand the different
types of electromagnetic ‘environments that can be produced and that can affect expoged
equiipment. This document focuses mainly on radiated threats, although injected threats will|be
summarised.

In ferms of systenr vulnerabilities, the narrowband threat is usually one of very high power Ind
high energy,ince the electrical energy is delivered in a narrow frequency band. It is fairly e@sy
to deliver fields in the order of many kV/m at a single frequency. Of course each system unfler
tesf-may €an have a vulnerable frequency that is different from others. Often the malfuncti¢ns
oberved in testmg equment with narrowband waveforms are those of permanent damap

by Sabath et al. in [B.8].

The wideband threat is somewhat different. Since a time domain pulse produces energy over
many frequencies at the same time, the energy density at any single frequency is considerably
less. Therefore damage is not as likely as in the narrowband case; however, it is easier to find
a system’s vulnerability since many frequencies are applied to the system simultaneously.
Sources that have been built in the past typically produce repetitive pulses that can continue
for many seconds, thereby increasing the probability of producing a system upset. Test facilities
producing these types of waveforms are described in an article by Prather, et al. [B.9].
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While the waveform characteristics are defined above, there are two primary ways that they
may can be delivered to a system. One is through the application of radiated fields, and the
other is through injection along cables and wires. These two methods of delivery are consistent
with the general treatment of electromagnetic disturbances in the field of electromagnetic
compatibility (EMC) where nearly all environments and tests are defined in terms of radiated or
injected environments [B.10].

For radiated fields, it seems clear that frequencies above 100 MHz are of primary concern in
that they are able to penetrate unshielded or poorly protected buildings very well and yet couple
efficiently to the equipment inside of the building. In addition, they have the advantage that

litative view of how radiated fields—may can illuminate and couplé to systém electrarjics
thrpugh apertures (e.g., windows) and through building wiring [B.3].

Communication W g

e e e

and data lines M

ndow
Network

Commercial =
power <& /

Figure B.2 — Representation of typical IEMI
radiation and coupling onto systems [B.3]

Mobile EM
transmitter

IEC

For injected voltage's and currents, there are some differences in terms of the frequency range
of Interest. It is well established that if common-mode conducted signals are injected into the
power supply.eritelecom cables outside of a building, frequencies below 10 MHz (and pulse
widths wider:tiian 50 ns) propagate more efficiently than higher frequencies. Experiments| by
Parfenov_‘et“al. have shown that these “lower” frequencies can disrupt the operation| of
equlipment inside a building [B.11].

B.3 IEMI sources

The nature of IEMI sources [B.1] varies from very sophisticated sources being developed in
research laboratories and industry to threats hastily assembled by novices. The sophisticated
sources, termed directed energy weapons (DEWSs), occupy a parameter space that is illustrated
in Figure B.3 [B.1]. Note that the-U\WB wideband (hyperband) sources tend to be at lower
frequencies and contain much less energy per pulse than the HPM (hypoband or narrowband)
sources (see Figure-B-3 B.4). The sophisticated IEMI sources are increasingly higher power,
increasingly more compact, and can be operated repetitively. Recent advances at the Institute
of High Current Electronics, Siberian Branch of the Russian Academy of Sciences have taken
advantage of phase coherence to demonstrate a roughly N2 scaling in output power when N-
separate HPM sources are operated with phase coherence within 25 %. An example is shown
in Figure B.7 [B.12].
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Figure B.3 — Parameter space in power/frequency occupied-by sophisticated IEMI
(i.e. DEW) sources in comparison to common-RF-systems [B.1]
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Figure B.4 — Peak power and energy from continuous and pulsed
(durations shown) microwave sources, narrowband and wideband
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have been conducted, see Figure B.4 [B.17]. Figure B.5 and Figure B.6 demonstrate the
achieved power levels.
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pulsed-HPM hypoband/narrowband sources [B.1]
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[E The values of the quality factor Pf scaling (where P is the output powertand fis the frequency) vary
eral orders of magnitude.

Figure B.6 — Peak versus average power for microwave
sources with duty factors indicated
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The duty factor for IEMI sources is the product of the pulse length and the pulse repetition rate,
and is of the order of 1076 (10-5 at most).


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 RLV © |IEC 2020 - 43 -

A prominent example of a mesoband-type-of U\WB source is the Diehl-Rheinmetall5 briefcase
sources, shown in Figure B.8 [B.3].

project
Generation frequency 10 GHz
Microwave pulse duration 0,8 ns
Peak puise power X T,5GW
HVG type - Tesla transformer
FL impedance 250
Max FL charging voltage 700 kV
HV pulse length 10 ns
Pulse repetition rate up to 200)p-p.s.
Time of continuous operation up to(l-s

Solenoids power supply stored energy 3,5 MJ

- controllable tuning of the RF phase in each channel by NLTLs with
biased ferrites;
- enhancement of power density and number of chanpéls) N2
- what about longer pulse phase synchronization?
IEC

NOTE The system depicted is capable of radiating 6,0 GW atX<band [B.12].

Figure B.7 — Phase coherence‘leading to a compact HPM
source with N2 sgaling of output power
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bursts
inx8inand62lb
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Figure B.8 — Briefcase mesoband-UWB DS source sold by Diehl-Rheinmetall [B.3]

The narrowband and UWB HPM sources just described are examples of sophisticated sources
that took considerable resources to design and develop. At the other extreme are sources that
can be constructed by novices using microwave ovens and other readily available components
(such as from radar systems). An example is shown in Figure B.9. Although such devices
radiated considerably lower powers than the sophisticated devices, at close range they can
have effects on exposed electronic systems.

5 The mesoband interference source briefcase is an example of a suitable product available commercially. This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of this product.
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An example of a Russian industrial scale electromagnetic weapon is the RANETS-ES, which
was advertised at an Asian air show during the last decade. RANETS-E has goals of achieving
operating parameters of 0,5 GW, 10 ns to 20 ns, 500 Hz in X-band, with 45 dB to 50 dB gain
antenna [B.1].

Figure B.9 — A do-it-yourself electromagnetic
weapon made from an oven magnhetron [B.13]

B.4 Published radiated IEMI environments

B.4.1 IEC 61000-2-13 [B.14]

IEQ 61000-2-13 [B.14] presents several sources which could be considered as applicablg to
thel IEMI threat. These are summarised in Table B.1.

Table B.1-~1EMI environments from IEC 61000-2-13

Name Band Typical operating Electric field Source type
frequency
PHaser Hypoband or 1,1 GHz 2,3kV/mat3 m Magnetron
narrowband

Dippatcher Mesoband 500 MHz 100 kV/mat1m Marx generator

Digrupter Hyperband 200 MHz to 2 GHz 500 kV/m at 1 m Impulse radiating
(instantaneous antenna-based
bandwidth) system

B.4.2 Mil-Std-464C
Mil-Std-464C [16] . i ‘ . LpM7 " | ot ‘
threats-

6 RANETS-E is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of this product.
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Mil-Std-464C [B.17] produced by the Department of Defense (DoD) discusses a wide range of
electromagnetic environments (EMEs) and provides detailed descriptions and characteristics of
the EME that military platforms/equipment could experience. It provides minimum performance

and test requirements for equipment. In addition to standard electromagnetic compatibility

- VT U UUCT c U UUVWCT UwWwdvVv~iT V a Uvwid U nd

v,

J 7
deband electromagnetic environment.

Talple B.2 and Table B.3 are taken from Mil-Std-464C [B.17]. Table B.2 provides fieldystrengfths
thaft exist at 1 km for the hypoband/narrowband threat HPM environment. HPM is@military tgrm
usgd to describe a class of IEMI systems which can be used in military scenafios. Table B.3
and Figure B.10 provide a spectral magnitude description for wideband HRM® at a distancg of
100 m. Of specific relevance here, it provides a table displaying the glectric field specjral
disfribution for wideband threats. It should be pointed out that the levels.given in Table B.2 and
Table B.3 do not represent the verification requirements for a given s§stem. For a given system
a unique HPM worst-case environment has to be defined based on“:he operational scenarijos,
tactics and/or mission profiles of that system in combination withG@he types of HPM-weaponjs it
carn encounter.

Table B.2 — Hypoband/narrowband HPM environment from [B.17]

Frequency range Electric field

(MHz) (kV/m at 1 km)
2 000 to 2 700 18,0
3 600 to 4 000 22,0
4 000 to 5 400 35,0
8 500 to 11 000 69,0
14 000 to_18'000 12,0
28 000.to-40 000 7,5

Taple B.3 — Hyperband/ Wideband (mesoband/hyperband) HPM environment from [B.17]

m\VmiMHEz-at-100-m)

e 33000

150-t0-225 7.000

e 7000

40010700 1330

e 1440
lehnn 1050
1-000-te-2-000 840
Lol 240
2-700-te-3-000 80

Frequency range Electric field
at 100 m engagement range
(MHz) (V/Im/MHz)
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70 to 100 (mesoband) 33
100 to 150 (mesoband) 33
150 to 200 (mesoband) 7
200 to 225 (mesoband) 7
225 to 400 (mesoband) 7
400 to 700 (hyperband) 1,33
700 to 790 (hyperband) 1,14
790 to 1 000 (hyperband) 1,05
1 000 to 2 000 (hyperband) 0,84 A
2 000 to 2 700 (hyperband) 0,24 Q}/
2 700 to 3 000 (hyperband) 0,08 pQ

‘b@
Th¢ table as published in the standard is very easy to misinterpret, how,Ner detailed scrufiny

and information from other sources [B.18] identify that the data pre d in Table A-5 of Mil-
Std-464C:2010 [B.17] is a composite of the maxima of four Widebi@ reat waveforms.

Mil-Std-464C:2010, Table A-5. External EME for Wide@d HPM
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F@'e B.10 — Wideband (mesoband and hyperband) EME derived from [B.17]

Wilwwwmmm&u - rs—drefimed the

frequency domain's "electric field distribution" or "spectral magnitude". This information on its
own is not sufficient to provide an adequate reconstruction of the equivalent time domain
waveforms which are summarised by the distribution.

B.4.3 Selection of parameters for mesoband immunity test
B.4.3.1 General

Mesoband sources are typically used to produce radiated (rather than conducted) waveforms
and typically employ a dipole (or a derivative thereof) as the radiating element. The dipole
design strongly influences the dominant radiating frequency of the source. The dominant
radiating frequency is herein defined as the frequency with the highest spectral magnitude
contribution identified from a Fourier transformation of the measured time domain waveform.
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Mesoband sources are tuneable, such that the dominant frequency f4 of the source waveform
can be altered. However, alteration of the dominant frequency is done by changing either

e the pulsed power supply;

e the gas pressure, gas type, or gap spacing of the primary switch, if a Marx or Tesla or
derivative is employed;

e the dipole antenna length/geometry; or
e any combination of the above.

Thgrefore tuning of mesoband SOUrces cannot typically ynamically (during,u
requires the user to adjust key parameters in order to tune the source to a |
inant frequency. This is important in terms of the practicalities of testing with r%s band
wayeforms. In order to make the test practical a limited number of dominant frequ (gLQ}e sh

be |selected.

The¢ O-factor for the mesoband pulse can be derived from Formula (1). Asﬂ'@g as the percent
bamdwidth of the pulse corresponds to the 1 % to 100 % requirement to ssify the wavefgrm
as [mesoband, then a wide range of Q-factor values is acceptable. Va@és between 4,8 to 100
arg considered acceptable. Q
N

Mepsoband sources are pulse repetition frequency (prf) and bur, garation limited. The maximjum
prflof the sources indicated above is 1 kHz but 100 Hz ma more typical of spark gap type

switching type systems. Os\

Mesoband sources are often burst duration I|m|t %s they are typically battery powerpd,
whereas a mesoband immunity test simulation can\pe mains powered and capable of delivering
mepoband pulses continuously. It is therefore &ortant to set a burst duration limit and byrst
intgrval to be representative of the threat Whé s being simulated.

B.4.3.2 Dominant frequency (fy) s&fe\étlon

by |the user within the range 8 Hz to 500 MHz as identified above. A minimum of thfee
freqjuencies shall be selecte cover the required range. The dominant frequency selecfion
coyld correspond to a knowinthreat source or to a known susceptibility of the equipment unfier
tesf. However, in terms of practicality the following can be used for guidance.

\)
The¢ selection of the number of do ‘i;ant frequencies to use during testing shall be selectat}ble

Immunity testing fg@esoband sources is most likely to take place in semi-anechoic chambgrs
where the test tahce is limited to 3 m to 5 m. These chambers are generally compliant With
field uniformi wn to 80 MHz. Using 80 MHz as a reasonable lower bound for f; i$ a

cornpromis@ terms of field uniformity, dipole dimensions and near/far field boundpry
corditioné

It segfs reasonable and practical to use the Mil-Std-464C [B.17] frequency ranges to guide the
selection of fy.

To qualify the source as mesoband, the bandratio shall be between 1,01 and 3 (percent
bandwidth between 1 % and 100 %). Assuming a bandratio of 2 for the two mesoband sources
indicated in Figure B.10 and selecting the smallest number of frequencies that both cover the
required frequency range, whilst also using known dominant frequencies of sources in the
published literature, it is recommended that a minimum of three dominant frequencies be
selected for mesoband immunity testing.

B.4.3.3 Q-factor

The Q-factor is not a parameter that is simple to select and is generally a consequence of the
pulse radiating equipment configuration. The Q-factor by itself is not known to be correlated
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with susceptibility, though a larger O will result in a marginally longer pulse width. It is therefore
considered that the Q-factor may lie anywhere within the range 4,8 to 100 as long as the
bandratio remains within the range 1,01 to 3.

B.4.3.4 Pulse repetition frequency selection

The selection of the pulse repetition frequency to use during testing shall be selectable by the
user within the range 1 Hz to 1 kHz as identified above. The pulse repetition frequency selection
could correspond to a known threat source or to a known susceptibility of the equipment under
test.

Geperally speaking it is known that there is a relationship between the number of puls 341 an
exposure and an effect in the equipment [B.19] [B.20]. It has been observed that aé/some
minimum number of pulses the susceptibility level, in terms of E-field, can decrea oweyer,
thel number of pulses is highly dependent on the function (clock period, data ra@l,cycle time,
etcl) of the EUT and parameters of the test waveform. ('Qq/
Therefore it is recommended that the user selects the pulse repetition freWency appropriatg to
the| test up to a maximum pulse repetition frequency of 1 kHz. Q’
QQ

B.4.3.5 Burst duration and interval selection Q)'\

Th¢ selection of the burst duration to use during testing sh%q?{e selectable by the user within
thelrange 1 s to 10 s as identified above. The burst durati m¥election could correspond with a
kngwn threat source or to a known susceptibility of the eqUipment under test. Whilst a maximum
burlst duration of 10 s is possible, for practical purp s and considering the equipment unfer
teslt's response time a burst duration limit of 2 s is@sidered adequate.

N\

A dingle burst at each test level is considereé\h\\@equate if the pulse repetition frequency ig at
thel maximum. However, for guidance a migikaum burst to burst interval (burst duty cycle) of ¢ne
bunst every 2 s with a 2-s rest period is idered practicable if it is identified that a particylar
threat source is capable of burst repg@%m

4\
B.4.3.6 E-field polarizationxO

.

Meksoband threat sources\éé‘typically deployed with a horizontally polarised antenpa.
Hofizontal polarization is (B.brefore the preferred polarization for mesoband immunity tesfing
antL it is considered acceptable to use this polarization only. However, vertical or circylar
polarizations could ed to correspond with a known threat source if necessary.

B.4.3.7 Te@environment

Frge field r@| ted tests with the mesoband waveforms described previously can be difficulf to
cojduct-Sin> an outdoor open air environment due to spectrum management and other
rfs§d
ity

int ce and safety related concerns. It is considered practical to conduct mesobdnd
im testing within a semi-anechoic, fully anechoic room or within a transvefse
electromagnetic mode (TEM) waveguide. The primary constraint for testing within a room or cell
is achieving an appropriate field uniformity over the equipment under test volume at the
available test distance.

The minimum suggested dominant frequency is 80 MHz, at a typical test distance of 3 m within
a semi-anechoic chamber (SAC) test chamber. At this distance it can be difficult to maintain far
field conditions if the largest antenna aperture dimension is not kept to a minimum, hence field
uniformity should be satisfied in accordance with Annex H.

B.4.4 International Telecommunication Union (ITU)

The International Telecommunication Union (ITU) has published a "High-power electromagnetic
immunity guide for telecommunication systems" [B.21] that also contains published levels of
I[EMI environments.
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etitivelys/in‘a burst. Figure B.11 presents the typical range of mass (in kg) and power

hese twotypes of sources.

IENII sources are incrgasingly pervasive. They range from small do

be |built from direetions found on the Internet to highly sophisticated narrowband (hypobapd)

soyrces that are,only found in national laboratories and universities. Regarding the latter, they

can also be broken up into sources that fire a single shot at a time and those that can

of {
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Weight as a function of output microwave power from
representative land-mobile and land-transportable HPM
sources
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[E 1 The black line (lower line) is a trend line for single shot sources\and the red line (upper line) is a trend
ystems that are repetitively pulsed (tens to hundreds of hertz).

[E 2 This is representative data relevant for sample land-mobile or land-transportable systems and includes
hht of the entire hypoband system, from prime power to @ntenna. This was generated by combining data f
e 2.1 in [B.14] for the HPM sources, and models from HEIMDALL [B.16] for the weight of the hypoband sys
ponents.
Figure B.11 — Plot of entire narrowband system weight as a function of output
microwave power for land-mobile and land-transportable systems

ether or not the more massive sources can find their way to be used as part of the IH
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ser in range to the victim®
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Annex C
(informative)

Interaction with buildings

C.1 Building attenuation

Bqumgs and structures provide a Ievel of attenuatlon agalnst IEMI enwronments (and other
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NOTE A re-bapstructure in general gives very little attenuation above 500 MHz [C.8].

Figure C.1 — Typical unprotected low-rise building
plane wave E-field attenuation collected from references

The trend lines in Figure C.1 are based upon measurements made on a typical office building
(building types 3, 3a and 3b relate to office buildings in suburban areas) and are supported by
the data from other sources made at varying distances into the building. The general trend is
that attenuation decreases linearly for frequencies from 10 kHz to 100 MHz and then increases
at a much-reduced rate to 10 GHz.

In [C.7] further data derived from measurements of rooms within buildings of varying
construction averaged over frequencies between 1 MHz and 3 GHz is provided. This is shown
in Table C.1.

8 Numbers in square brackets refer to the references in Clause C.4.
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Table C.1 — Shielding effectiveness measurements for
various power system buildings and rooms

Fig

Description Shielding
(dB)
Wood building 2
Room under wood roof 4
Wood building, room 1 4
Concrete, no re-bar 5
Wood building, room 2 6
Concrete and re-bar, room 1 7
Concrete and re-bar, room 2 11
Concrete and re-bar, room 3 11
Concrete and re-bar, room 4 18
Metal building 26
Concrete and re-bar, well protected room 29
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Figure C.2 — Cable coupling and resonance region

Figure C.2 shows coupling efficiency as a function of frequency where 1 is the frequency of
intIrest,fL is the lowest frequency in the incident IEMI environment, f,, is the highest frequepcy

in the incident IEMI environment and L is the cable length;  is angular frequency, 2xnf. In this
exgmple, band 2 shows the "resonance region", thewregion in which the maximum amount of
engrgy is coupled to the cable from the incident. IEMI environment. Coupling either below| or
abgve this region tends to follow a reductionief approximately 20 dB per decade. There pre
some minor adjustments to this trend for frequencies above the resonance region where “ehd-
fird” conditions (special angles of incidenee.and polarization) can create a less rapid decrease
in ¢oupling.

C. Low voltage cable attenuation

The ability of a cable to conduct current efficiently is determined by a number of factors. Qne
of {he main factors is the material that the cable core is made of and the quality of any braid
(shlielding). A graph of-attenuation per metre for a standard twin and earth low voltage cabl¢ is
shgwn in Figure C.3.JC.10].



https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 RLV © |IEC 2020 - 55 -

Standard mains cable attenuation

Attenuatipn  (dB/m)

\h

0,001 0,01 0,1 1 10 100 1000

Frequency (MHz)
IEC

Figure C.3 — Mains cable attenuation profile

At 150 kHz the common-mode attenuation for a_standard twin and earth low voltage cablg is

approximately 0,7 dB/m.

At frequencies around 200 MHz the commoh*mode attenuation of the cable approaches 2 dBfm

Given a 10-m cable length the attenuatian would be 20 dB at this frequency, i.e. the injecfed

sighal would be an order of magnitude lower by the time it reached the EUT. At frequengies

abgve 200 MHz the attenuation rises*logarithmically.

C4

[C.11]
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Annex D
(informative)

Relation between plane wave immunity testing
and immunity testing in a reverberation chamber

D.1 General

Thg
sp4
fiel
fro

the
Th

eng

EU
enyironment the ensemble average of the receiving cross-section, <Up> ~is, for all antennas 3
irrgspective of their directivity properties, given by [D.3], [D.4], [D.5]:
22 22
==_.(D).-p. g =N 0.
(op) 47[()77(19)11 a5 17 (
where A is the wavelength, D is the directivity (sometimes denoted the directive gain), 7 is

anfenna radiation efficiency, p is the polarization-matching factor, and ¢ is the impedan

migmatch factor. It holds that <D>=1 and <p>=1/2 in an isotropic environment. Formula (0.

illuptrates the loss of information regarding polarization and directional properties in
revierberation chamber test.

The fact that the variations in directivity and polarization are averaged out in a reverberann

chamber - illustrated by Formula’ (D.1) — indicates that an immunity test carried out i
revierberation chamber might/be less severe than a test carried out in an anechoic cham
(ACQ), at least if the anechoic-chamber test comprises the worst angle of incidence 4
polarization. This also .holds for measurements of shielding effectiveness (SE), i.e

mejasurement in a reverberation chamber-may can yield a higher, i.e. a more favourable, va’I:ue

of fhe SE than a measurement in an anechoic chamber comprising the worst angle of incide
and polarization. Oficourse, the opposite-may can also be true, i.e. that the immunity test in

a
ber
nd
a

ce
an

angchoic chamber might be less severe than a test in a reverberation chamber. This happé¢ns

if alll the test'eases carried out in the anechoic chamber correspond to small values of D p |
if the anglerof incidence and/or the polarization corresponds to a weak coupling to the EUT

The¢ ‘exact relation between the stresses an EUT will face in the two environments depends

.e.

on

the definition of the electric field used for immunity testing in a reverberation chamber (see |

6]).

Usually, in a measurement of shielding effectiveness (see below), the most natural choice is to
use the scalar power density. This yields a value of SE measured in the reverberation chamber
that is equal to the average value, with respect to all aspect angles and polarizations, of the

shielding effectiveness measured in the anechoic chamber.

9 Numbers in square brackets refer to the references in Clause D.5.

10 |t has been shown [D.17] that good isotropy also prevails at each position of the stirrer.


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

- 58 - IEC 61000-4-36:2020 RLV © IEC 2020

In an immunity test in a reverberation chamber the relation between the two environments
becomes more complicated. One reason is that the immunity test parameter is given by, with
respect to all stirrer positions used in the test, the maximum field strength and not by an average
value of some more convenient parameter like the power received by the calibration antenna.
Another reason is that different definitions on the test field strength, the total and a rectangular
component of the electric field respectively, are used in different standards.

D.2 Relation between measurements of shielding effectiveness in the two
environments

its

Int measurement of the shielding effectiveness (SE) of an EUT, the EUT is regarded with
internal field sensor as an antenna. The receiving cross-section, <O’p> , of an antennacis giyen
by [D.7]:

2 2

2 A
op =——G(0.9) p-g=——-D(0.9) 1 p-q (0.2)
4z 4r

where (see Formula (D.1) above) A is the wavelength, G is the"antenna gain and D(6,¢] is
thel directivity, and where 6 and ¢ denote the angle of incidence of the plane wave. The
palameter n denotes the antenna radiation efficiency, i:e{it represents the losses of the
antenna (7 =1 for the lossless case), p is the polarization-matching factor, and ¢ is fhe

impedance-mismatch factor. In the present case, since the "antenna" consists of a shielded
striicture with a field sensor mounted inside, the “antenna" has a very low efficiency. In other
wofds, the losses, represented by the parametery; ,*are very high, i.e. 7« 1.

In @ reverberation chamber, the scalar power-density, Sg. , is defined by-{8} [D.3]:

(Bf) o

ZO 12

(R) (0.3)

Ssc =

where Et is the total electric field strength, Z; is the free space wave impedance and £ is the

power received by any(lossless and impedance-matched) antenna in a reverberation chamber.
The brackets indicate the average taken over all (statistically independent) stirrer positions
used in the test.

In B measurement of shielding effectiveness made in a reverberation chamber the average
power received by a sensor located inside the EUT, <Pr,sensor,RC_test>, is given by (see the

distussSion below Formula (D.1)):

22

<R‘,sensor,R07test> = 81 179 Ssc (D.4)

In a corresponding measurement of SE in an anechoic chamber, i.e. using the same sensor at
the same location inside the EUT, one gets:

2

A
Pr,sensor,AC—test = E'D(e’ ®) pPn-q-Spc (D.5)
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where Sac =Ein02/Zo is the power density of the incident plane wave, with the field strength

inc

If the power densities in the two facilities are equated, i.e. S = Sac, the result is:

P _
r.sensor, AC—test _ 2D(0,¢)- p (D.6)
<Pr,sensor,RCfteSt>

The received power can thus differ up to 2D,,,, between the two environments, assuming-that

thel power density in the anechoic chamber is equal to the scalar power density in fhe
revierberation chamber. Dy, denotes the maximum directivity taken over all*-angles| of

incldence.

Usually, shielding effectiveness is expressed as the ratio between field _strength (electrid or
magnetic) or the ratio of the power densities, outside and inside the EUT. In a reverberafion
chgmber test this can be achieved by defining an equivalent scalar power density inside fthe
EU[T in analogy with the definition in Formula (D.3) (see [D.8]). The-term equivalent indicajtes
thaft the field conditions inside the EUT do not necessarily fulfil\the requirements for the field
stafistics in a reverberation chamber. The introduction of anlequivalent scalar power density
resjults in a shielding effectiveness equal to:

Sting - )
RC = (@.7)
<Pr,sensor,Rcftest>

Fotmula (D.7) represents a simple and.fruitful way to define shielding effectiveness ip a
revierberation chamber (see [D.24]). By using the power received by the sensor (compensated
for|lantenna efficiency and impedance@ismatch) one does not explicitly have to derive a value
of an internal field strength, which might turn out to be very difficult for narrow and complex
enyironments. Also, it seems reasohable that the power received by a sensor is representafive
of fhe power that would be picked up by an internal cable or wire. It shall also be noted that any

anfenna used for the calibration of the field external to the EUT gives the same value of R)

(aglsuming that compensation has been made for differences in impedance mismatch and
anfenna efficiency). Thus, a measurement of SE will not depend on the type of antenna tha is
used for the calibration of the chamber.

Fo a measufement in an anechoic chamber the definition of SE is not applicable sinc¢ a
mepsurement of the power received in the calibration antenna depends on the gain of the
anfenna.<TFherefore, it is evidently a more natural choice to use the power density (or the elecfric
or magnetic field strength) to characterise the field external to the EUT. If Formula (D.3) is uged
to define an equivalent scalar power density inside the EUT the result is:

SAC '/1

SEpc =—AC_
sceq  ITsensor,AC—test -87

(D.8)

Combining Formulae (D.3), (D.7) and (D.8) and assuming Sg; =Sac, for the relation between
SEs measured in the two chambers the following result is obtained:

SE, P _
RC _ r,sensor,AC—test =2D(9,(p)~p (D.9)
SEpC <Pr,sensor, RC—test >
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i.e. the same relation as given by Formula (D.6).

An alternative way, in both these environments, to avoid the difficulties associated with the
concept of shielding effectiveness, for example the problem to determine field strengths or use
an equivalent scalar power density in complex and narrow compartments, is to use the receiving
cross-section of the sensor mounted inside the EUT, i.e.:

<Pr,sensor, RC-test >

(opre )= 5 (D.10)
SC
P
OpAC = r,sens;r,Acftest (D. 1 1)
AC

Again, compensation shall be made for the non-ideal properties of the sensor:~An advantage of
usiphg the receiving cross-section instead of the shielding effectiveness is.that the results qf a
mzfsurement in a direct way can be related to the susceptibility of comiponents inside the EUT
that are, in one sense or the other, considered to be critical, see [D:9].

The relation between the cross-section measured in the reverberation chamber and that
mejsured in the anechoic chamber is the same as the one given in Formulae (D.6) and (D|9).
Thils means that the average of the receiving cross-sectién‘taken over all angles of incidernl\ce
and the polarizations for a measurement in an anechaoic ‘chamber is equal to the cross-secfion
mefpsured in a reverberation chamber. This has been‘supported by measurement on sevgral
redl and complex objects (see [D.10] and reference® in Clause D.5). These measurements have
alsp shown a maximum directivity of the order;of 10 dB to 15 dB. Useful estimates of the
makimum directivity, based on the spherical wave theory and assuming that the spherical mgde
coefficients are independent random variablés, can be found in [D.11], [D.20].

The¢ dominant factor in the uncertainty-related to a shielding effectiveness measurement is fhe
number of stirrer positions used. The confidence interval in dB is given by [D.12]:

1+ k/Jzn
1—k/[zn

d[dB]=10-logqq (D.f12)

where k determinés the confidence level (k=196 for 95 %), z is the number of dimensiong of
the| field data (d.'or 3), and 7 is the number of independent stirrer positions. Assuming that the
power pickedup by the field probe and by the cables follows a chi-squared distribution with {wo
degrees of\freedom, it holds that z = 1 (see the discussion below on the choice between usfing
the| totat-electric field or a rectangular component of the electric field).

Ifl' 1 L4 0\ ¢ ! ol £ PR A [
UlTidlia (U. T2) 15 SUIVEU TUT 7, UTT TTOUTU TS,

4
k2] 1010 41
n=——/\——7—

(D.13)

z

1010 —1

For example, if d =2 dB and the desired confidence level is 95% (k=1,96) then n=75. Thus
75 stirrer positions yield a confidence interval equal to 2 dB, i.e. an uncertainty of roughly £1 dB
(the confidence interval is not entirely symmetric). For » =100 an uncertainty of roughly +0,9 dB
is obtained.
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D.3 Relation between immunity testing in the two environments

Ini

mmunity testing in a reverberation chamber the electric field test level is expressed in terms

of the maximum electric field, with respect to the (assumed statistical independent) stirrer
position used in the test. Depending on the exact definition of the test level, the relation between
a test in a reverberation and an anechoic chamber becomes more complicated than what was
shown above for the average-based measurements of shielding effectiveness. This becomes

clear when studying the expressions in [D.6] for the maximum of the total field, |ET‘MaX| and the

maximum of a rectangular component of the field, |ER‘MaX| . Since the relation between those

twd
val

All

wo
shi
a K

SSC

Fo

be¢n to use either the maximum of the total field, |ET,MaX|: or the maximum of a rectangt

cor
the)

parameters depends on the number of stirrer positions there is no simple way to derive the
e of one of these from the value of the other.

generalization" of the scalar power density (see Formula (D.3)), i.e. SgcMax =87r//12 “ B Max

LId give the same relation between the two environments as for the measurements of the
elding effectiveness and receiving cross-section shown above. Howeventhis would lead to
ind of ad-hoc definition of the maximum scalar power density leading to the relation

=3-|Er x| (see [D.13]).

different reasons the choice of the electric field test level-in ‘a reverberation chamber has
ar

hponent of the field, |ER,Max|- Different choices hayve(been made in different standards| In
DO-160F [D.14] standard for civil aircraft the fomer has been chosen while the latter has

beg¢n chosen for the IEC 61000-4-21 [D.15] standard and for MIL-Std-461 [D.16]. An argument

for
foll

the)

choosing |ER,Max| is that the power absorbéd by an antenna in a reverberation champer

pws the same statistical function (a chi-squared distribution with two degrees of freedom) as
2
magnitude of the square of a rectangular component of the electric field, i.e. |ER,MaX| , and

that the same holds for the power delivered to the load, for example an electronic compongnt,

colj

ele
of

As
beq

In

an}cables picking up the energy“are expected to behave as antennas [D.17], [D.18]. The to¢tal

nected to a wire or a cable inside an EUT. This is of course not surprising since the wifres

tric field, on the other hand;*may can be of interest, for example in direct heating of the bulk
component (see the discussion in [D.6]).

was indicated above‘the relations between the maximum responses in the two environmejnts
ome somewhat complicated when |ET,Max| or |ER,Max| are chosen as the test field strength.

poth cases.the relations, which in the case of determination of the shielding effectiveng¢ss

eqlial 2- DyzyS Will now depend on the number of stirrer positions. The relations, which can|be
found in {£.19], show that the expected ratio between the maximum responses in the anechpic

an

pogitions, N .

revefberation chambers, respectively, varies for different choices of the number of stifrer

If |ET,|\/|ax| is used to define the test field strength it follows that:

B Ac,Max

=2-Dyax - for N=1

F rRc,MAX

Pr,AC,Max

=1,3-Dyax » for N = 20, and

Pr,RC,Max
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P
“TACMEX _1.1. Dypay » for N = 200

Pr,RC,Max

If |ER,|v|ax| is used to define the test field strength (see the discussion in connection to Formula
(D.8) in [D.13]), it follows that:

B
Mzzﬂ,\ﬂax , for all choices of N.
RRCMax 3

Obyiously, the strong dependency of N when choosing |ET,Max| as the test field strength-npay
carn pose problems since the relation between the two environments becomes quite intricgte,
whlle this difficulty essentially does not hold for |Eg wax| -

As|noted above estimates of the maximum directivity, Dy, , based oh.the spherical wave
thejory can be found in [D.11], [D.20].

The relations above point out the risk for under-testing in a revérberation chamber, compafed
to @ test in an anechoic chamber. However, apart from in-band radiated-susceptibility testing of
anfenna systems, it should be noted that the maximum stress level in the anechoic chambey is
in practice never attained. The reason is that it would either require knowledge beforehand of
thel worst angle of incidence and polarization, or that, ahuge number of aspect angles gnd
polarizations have to be used in the test [D.10]. 4ny[D.22] a comparison was made, usjng
mejasurements of coupling from an external field to an internal probe depicting a critical
component, between a typical anechoic-chamber test — using four aspect angles and {wo
polarizations — and a reverberation-chamber™test using 12 stirrer positions. The result was
exgressed in terms of an error bias for each-tf€st chamber, defined as the ratio of the measufed
marimum response to the true maximum plane-wave response. It was shown that if the fiteld
str¢ngth in the anechoic chamber was-equated to the maximum of a rectangular component in
the| reverberation chamber, the expected error biases became similar in the two chambgrs.
Thiis, in this case, the under-testing in each of the two chambers, with respect to the ideal
wofst-case plane wave test, was the same.

If alworst case test really is-required, for example for safety-critical equipment, it might be begter
to make the test in a_reverberation chamber including a margin corresponding to the relatjion
given above, than te spend the extensive time needed to find the worst angle of incidence and
polarization in an anechoic chamber. Alternatively, one can make use of the fact that the
statistical distribution for the power received by a critical component inside an EUT is the same
when varyingthe angle of incidence and polarization in an anechoic chamber as when the stifrer
is notated.in a reverberation chamber, see [D.25]. By equating the average stress in the {wo
enyironnients and by making an appropriate choice of the number of independent stifrer
posgitions; the maximum stress induced in the reverberation chamber test will be the same| as
thel maximum stress that possibly can be achieved in an anechoic chamber test.

In the aforementioned standards, |ET,MaX| and |ER,MaX| are determined by use of a calibration

procedure (see [D.14], [D.15], [D.16]). The field strengths can also be estimated from a
measurement of the average (see [D.14]), or maximum (see [D.15], [D.16]) power measured by
a receive antenna.
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The uncertainty of an immunity test is not described by the same statistics as the one for an
average measurement of for example shielding effectiveness. The test field strength is defined
by the maximum field, with respect to a given number of independent stirrer positions, measured
by a reference antenna. The measured value is assumed to be the maximum field seen by the
EUT (however probably not at the same stirrer position). An investigation made on the
uncertainty in immunity testing, based on the power received by the reference antenna, is
presented in [D.17]. Figure 8 in [D.17] shows that the uncertainty in the maximum power
stressing of the EUT, with respect to the maximum power measured by(T) e reference antenna,

rMax - at a confidence level of 95 % is approximately +3 dB for =1 (as for the average

case above, the probability d ity function is not symmetric). The result can also be stated
(seE [D-T77) that one, Tor , has to subftract a security margin of 2,3 dB from the poywer
mepsured by the reference antenna to ensure that the stress on the EUT, within 9% %

conjfidence, is equal to or larger than what is given by the reference value.

D.4 Additional aspects

The following additional aspects should be considered:

e |If the EUT is to be located in an electromagnetic environment similar to that of a
reverberation chamber, for example a large avionics bay, the proeblem of relating free field
conditions to those in a reverberation chamber does have to be considered.

e |The discussion above relates to the stress picked up by aleritical component inside the EUT.
Things become more complicated if there are several critical components and if the
interference of a system is determined by a simultaneous malfunction of several critical
components. The latter may be the case if the./EUT employs for example triple modylar
redundancy (TMR) to reduce the risk of failuredor critical functions.

e |The term statistical isotropy is often used to ‘point out that true isotropic conditions are gnly
achieved in a statistical sense, for example if one in an average measurement uses a large,
or infinite number of independent stirrer positions or independent spatial positions.| In
practice, however, it seems that, from\a practical viewpoint, a sufficient isotropy is achieyed
also at one and the same stirrer position. This would imply that the assumption of isotrgpic
conditions is in practice valid not only for average type measurements, for example fdr a
measurements of shielding«'effectiveness, but also at radiated susceptibility tesfing
(see [D.17]).

o |If the EUT is subjected*to pulse modulated waveforms, which is usually the case| in
susceptibility testing at microwave frequencies, it is necessary that the time constant of the
chamber be shorterithan the pulse length of the modulated waveform. To achieve that, the
0 value of the chamber may have to be decreased, which means that the test field strength
will be reduced-for a given level of input power. A criterion used in several standards is that
the chambértime constant shall not be greater than 0,4 times the pulse length.

e |As shown above the test field strength depends on the number of independent stifrer
posjtiens. In practice this statistical independence is evaluated by checking that the stifrer
positions are uncorrelated (see [D.15] and the discussion in [D.21]).
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Annex E
(informative)

Complex waveform injection — Test method

E.1 General

High-power electromagnetic (HPEM) environments, including high-altitude electromagnetic
pulse (HEMP) environmen intera nith em ausing en 0 be induced. The
frequency content and magnitude of this current is primarily a function of the geometry_of the
syqtem and the impedance of the system conductors. Traditional methods assess the impac} of
these induced currents at equipment level with testing, using—metheds—such—-asDCS054ne
PgS08—defined—in—Defence—Standard-59-4 orthe Mil-Std-46 equivalept(CS146)-
The¢se various test methods-use such as the injection of single frequency damped sinusoidal
wayeforms at various frequencies "in-band" to the threat environment.” Alternatively,
asgessment is conducted at the system level using simulators to approximate the threat
enyironment. The latter option is expensive with considerable time and funds being spent|on
planning, conducting and supporting a large-scale system test.

Equipment level testing is intended to reduce the risk of system devel issues but at the present
time does not consider the synergistic nature of the induced cdrrent caused by the illuminafing
threat environment. The synergistic nature of the induced .current in this context refers to the
fact that the actual induced currents from actual transient environments will be complex,
consisting of many different frequencies. The determination of equipment level limits is baged
on fistorical information and one particular issue is that of the upper frequency limit. In the UK
deflence standard this upper limit is 50 MHz whereas’the US military standard uses 100 MHz.
Neer systems are adopting shielded cabling tovassist in mitigating the risk when exposed to
HPEM environments. These shielded cables ‘are typically de-coupled at bay or compartmgent
intgrfaces and can result in significant coupled content at frequencies greater than the present
upper limit. The traditional methods rely on\the defined test amplitudes, frequencies and bounds
on fthe energy (damping factor, Q), whichdo not consider the synergistic nature of the transient
exgitation.

Gi¥en the constraints with respect to high-power transient simulators discussed abojve,
alternative options are being.sought that rely on the injection of waveforms that approximpte
thel induced transient.

Anpex E discusses(ajnovel method for the prediction, construction and injection of complex
trapsients that occur as a result of the exposure of a system or equipment to HPEM and HEMP
enyironments.

E.2 Prediction

E. 24— General

Cable bundle transfer functions can be measured using the low level swept current (LLSC)
technique. This technique was developed in the 1980s by those seeking to remove the need for
high-power illumination of aircraft during the process of providing aircraft clearance evidence
against high-intensity radiated field (HIRF) environments [E.3]11. LLSC involves illuminating a
system with a uniform low power, swept frequency, and electromagnetic field. The system under
test is illuminated from four orientations in turn and completed for two polarizations of the
transmit antenna. The technique is generally conducted between 500 kHz and 400 MHz and
measurements are split into three bands to maximise transmit antenna efficiency and to ensure
sufficient resolution in the final transfer function. The technique can be used up to 1 GHz but

11 Numbers in square brackets refer to the references in Clause E.6.
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the validity of the transfer function at these higher frequencies is dependent on the length of
the cable bundle being measured, and the position of the current probe on the bundle affects
the final result. For frequencies above 200 MHz (to allow an overlap between the cable and
aperture coupling regimes) the transfer function of the platform shielding is measured with the
low level swept field (LLSF) technique as it has been observed that aperture coupling is the
main driver for equipment susceptibilities at these frequencies. Transfer functions obtained
using the LLSC method are the focus of Annex E.

The first stage of LLSC is to measure the incident (reference) field. The second stage is to
measure the induced current in the cable bundle of interest whilst the reference field is
illuprirating-the-system—Thefins f ; at
a transfer function is generated. T ble

equipment susceptibility assessment. This susceptibility assessment, known as bulk current
injection (BCl) is not addressed in Annex E. Polarization dependént but orientation independent
trapsfer functions can also be obtained if required.

The resulting transfer function is expressed in terms.of current per incident field (dBuA/(V/m)).

A typical LLSC reference field measurement set-up is shown in Figure E.1 and an indug¢ed
curfrent set-up is shown in Figure E.2.
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Figure E.1 — LLSC reference field measurement set-up
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Figure E.2 — LLSC induced current measurement set-up

Eagh antenna is connected to the instrumentation (spectrum analyser, tracking source and
amplifier) in turn such that the EUT can be iffluminated from four consecutive orientations. The
induced current is monitored by the specttum analyser via a fibre optic link (FOL) to enspure
eletrical isolation.

A typical LLSC transfer function is_shown in Figure E.3.
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Figure E.3 — Typical LLSC magnitude-only transfer function


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 RLV © |IEC 2020 - 69 -

The measured transfer function can be used to predict an induced current as a result of an
incident HPEM environment. In the case of frequency domain HPEM environments, the transfer
function can simply be extrapolated to the frequency domain environment as it is expressed in
terms of induced current normalised to the incident electric field across the relevant frequency
range. However, for time domain HPEM environments, the prediction is complicated by the lack
of phase information and convolution is required instead of simple extrapolation. Phase is not
measured during the LLSC technique due to difficulties concerning the accuracy of phase
measurements at frequencies above the dominant frequency, the effect of current probe
location on the cable bundle being measured and the time burden required to carry out phase
measurements. The lack of phase information is mitigated by the use of the minimum phase
algarithm (MPA) This algaorithm generates phase for the measured transfer function by
imposing minimum phase constraints with a Hilbert Transform (Formula (E.1)):

@ w—d'”|H(j“;)| o (8.1)

o(jap)=

"2 ) e

where |H(jo)| is the magnitude component and ¢(jo) is the phase component of the same
trapsfer function.

The¢ constraints are that the resulting prediction is stable, causal and has a stable inverse [E}4].
Although the minimum phase response will not be the trug response of the system [E.5], it
pravides an order of magnitude response based on the total'energy content of the incident wave
being concentrated towards ¢ = 0. However, specific information such as the peak value,|its
locption and maximum rise time-may-neot cannot be adequately predicted.

Figure E.4 gives a flow chart of the prediction process.

LLSC coupling data <=
{magnitude (7 (e))}

MPA

Magnitude (f.(w)) + phase (¢4,) Magnitude (f(w)) + phase (¢)

IFT -

Threat (f(¢))

=
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Figure E.4 — Prediction of induced current using minimum phase constraints

The first stage of the prediction process is to generate the phase to be associated with the
measured magnitude-only LLSC transfer function resulting in a complex transfer function,
Jo(w) + @.. In parallel to this, the HPEM environment or threat, f(¢), is converted into a complex

function via the Fourier Transform (FT), fi(w) + @,. At this stage a complex function (magnitude
and phase) exists for both the measured transfer function and the incident threat. An inverse
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Fourier transform (IFT) is performed on the convolution output resulting in the cable bundle
response, f.(1).

The process can be repeated with all measured transfer functions and can be used with any
HPEM environment including ultrawideband (UWB), high-power microwave (HPM), damped
sinusoid (DS) and electromagnetic pulse waveforms such as nuclear EMP (NEMP), HEMP or
lightning EMP (LEMP), as long as the main frequency content of the threat environment falls

with

E.2.

Th}
of fhe minimum phase algorithm, been convolved with the IEC 61000-2-9 [E.6] early-time E

way
arg overlaid in the frequency domain in Figure E.6. Finally, the predicted currentlis showr
Figlure E.7.
Exo-atmospheric EMP from |IEC 61000-2-9
60 000
50 000

in the frequency range of the transfer function data.

2 Example

magnitude-only transfer function shown in Figure E.3 has, after deriving the phase by IIASE‘

MP

eform shown in Figure E.5. The transfer function and the frequency domain EMP wavefgrm
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Figure/E.5 — IEC 61000-2-9 early-time (E1) HEMP environment
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Figure E.6 — Overlay of transfer function and threat (frequency domain)
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Figure E.7 — Predicted current

As part of the prediction process, the waveform norms of interest are calculated. The norms
used, their mathematical definition and their physical description are given in Table E.1.
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Table E.1 — Time waveform norms

Name Type Definition Effect
Peak Amplitude Circuit upset
/O] ax
Peak derivative Variation df (t) Component arcing; circuit upset
dt max
Peak impulse Content ¢ | Dielectric puncture
_{fv)u't
0 max
Rqctified impulse Content 0 Equipment damage
j £ ()| dr
0
Rqot action integral Content - Component burnout
2
j| O
0
The¢ waveform norms are used to uniquely characterise afransient and are used during fhe

asgessment of an injected waveform-during at the final analysis stage of this method.

Construction

palameters. The algorithm used to conduct the de-convolution allows the user to select
number of damped sinusoids-\ié resolve (order of fit).

Typically, complex transients can be well approximated with the use of 4 to 6 damped sinusoi
components. The levelrof agreement between the approximation and the predicted transien
defermined through)an initial visual inspection followed by a mathematical analysis, w

calgulates the standard deviation error and the maximum error as a percentage of the peak

Figure E.8. shows the result of de-convolving a complex transient into 10 damped sinusoi
The¢ graph in the top-left corner shows each of the damped sinusoidal components with th

prder to understand the contributions from_each of the frequencies in the complex tranlent

3 necessary to de-convolve it into its constituent damped sinusoid components such that the

ion
bn-

ant
the

dal
is
ich

eir
of

respéctive parameters given in the table in the top-right. The graph at the bottom-left
Figd S-give v Hratie d i tef he
the bottom-right shows the pole-zero plot of the approximation.

\ in
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BN oo el e it S Mocel parameters
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Figure E.8 — Example of de-cé{n\%Iution result

Figure E.9 shows the 10 individual damped sinusoidal components and Figure E.10 shows|an
ovégrlay of the approximated and predicted trao\ nt.
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Figure E.9 — Damped sinusoidal waveforms — Ten-component fit
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Approximated and predicted transient
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Figure E.10 — Approximated and predicted transient

Figure E.11 shows the same overlay but expanded‘ever the 0 ns to 100 ns range to more closely
illuptrate the degree of correlation between the approximation and the prediction.

Approximated and predicted transient (0 ns to 100 ns)
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Figure E.11 — Approximated and predicted transient (0 ns to 100 ns)

Figure E.12 shows the comparison in the frequency domain.
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Frequency domain comparison
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Figure E.12 — Approximation and prediction transient —\Frequency domain comparis¢n
As|can be seen, the approximation is an excellent representation of the predicted transient,

Eag¢h individual damped sinusoid is expressed as a function of amplitude (4), time (¢), frequency
(f) pnd phase (¢) as shown in Formula (E.2),

e ~eneos(27 fi)+p (4.2)
where 0=——.

The¢ waveform approximation is the sum of each component with the phase paramdter
regresenting the relative phase between each component as shown in Formula (E.3).

A1e(fa1t)cos(27rf1t)+(p1 n A2e(fa2t)cos(27rf2t)+¢>2 - Ane(—ant)COS(Zﬂfnt)+(pn (H.3)

The¢ ,summation of each component and therefore the approximation is thus giyen
mathematically by Formula (E.4).

ZAne(—anf)COS(zﬁfnl)W’n (E.4)

n

Figure E.13 shows the relationship between increasing the number of damped sinusoids and
the associated error of fit between the approximation and the prediction.
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Variation in error for increasing number of damped sinusoids
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Figure E.13 — Variation in error for an increasingiqnumber of damped sinusoids

the number of damped sinusoidal components-is

roximately 6 components are fitted, the reduction’in error decreases significantly with
ition of each further component. As the number. of damped sinusoids is increased the energy
tent of each additional component is ‘decreasing, resulting in diminishing margi

rovements in the accuracy of the approximation.

Injection

brder to assess the response“of equipment to the predicted transient, it is necessary
struct and inject the complex transient. Once the parameters of the approximating wavefd
derived using the method explained in Clause E.3,
rogrammed into a waveform synthesiser (arbitrary waveform generator). The output fr
thel waveform synthesiser is passed through an amplifier and injected into a cable bundle us
a spitable injection-prabe. A broadband matching transformer can be used between the ampli
oufput and the dinjection probe to improve the impedance match and maximise the injec
curnrent. This_process is shown schematically in Figure E.14.

ter
the

increased, the error decreases. A

nal

to
rm
a formula in the form of Formula (§.4)
ing
fier
fed
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Figure E.15 shows the results of simple calculations to estimate the amplifier po

Injection s
probe
o

ATbirary waverorm Broadband Broadband

generator amplifier transformer

Test loom
JEC

Figure E.14 — Complex injection set-up

ver

requirements needed to drive various current levels into a conductorfor different impedandes,

asguming a broadband matching transformer is used to matCh the injection probe in

im

To
Fo

intg ‘a‘eable of 100 Q loop impedance typically requires a 10 kW amplifier. Considerably m

pedance to the amplifier output impedance.

Peak-to-peak injected current
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Figure E.15 — Amplifier requirements for various current levels

achievesuseful current levels (10 A to 100 A) a pulsed amplifier in excess of 10 kW is requi
example, Figure E.15 shows that the injection of current levels in the range 10 A to 10

put

red.

D A

pre

power would be required for situations where there is a poor maich between the amplifier and

its

load.

One final analysis is required to assess the agreement between the predicted and injected
transient as applied to a real system. An example is given in Figure E.16.
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Figure E.16 — Comparison of predicted (green) and injected (red) current

form differs-shightly from the prediction. The most“dominant factor affecting this variatio
the complex injected transient is injected on.top of any power or data signal that the cap

nal and the normal operational signal.

)  Summary

ieved and calculated where the system transfer function data is available.

credible alternative method to the traditional approach of assessing the response

eqiiipment to induced current as a result of an HPEM or HEMP environment has been presen
and discussed.-The new method exploits the synergistic nature of complex transients by vir
of fhe fact that they excite several frequencies simultaneously.

The¢ nerms of each prediction can be compared against the norms of each injected wavefq

to

—

etermine the level of HPEM or HEMP clearance that can be neeignnd

E.6 References

[E.1] Defence Standard 59-411, Electromagnetic Compatibility, Incorporating Amendment

31 January 2008
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Annex F
(informative)

Significance of test methodology margins

General

Understandmg how a system responds to high- aIt|tude electromagnehc pulse (HEMP) or high-

eit
[F.
the)
to

Te

ung
tes|
takl
min

Examples of contributions to the test methodology margin include [F.2]:

An
lim

F.2

er through calibration or by referring to the manufacturer’s data, and by combining th
]12. An example of a contributor to measurement uncertainty is the uncertainty in convert
measured voltage from a current probe to induced current. Typically, individual contributig
pverall measurement uncertainty are between 1 dB and 3 dB.

5t methodology margins are another important element for, ‘understanding the ove
ertainty associated with testing and arise from limitations inthe test methods. Any typg

es time out of any development programme and is oftentan unwelcome expense, theref
imising test time is generally an overarching requirement.

Testing a single test object and applying the results to the entire production — modern qu
assurance processes employed on production lines provide a high degree of confide
that all articles are built to the same-désign standard. However, this does not take i

Configuration/mode of system duriflg test — due to the need to keep testing to a minim
because of the associated expense, it is common to test a number, but not all,
representative configurations."Specifically, when testing using radiated fields, gend

distributions with respect\o the "real" environment (hence IEMI "simulators").

Equipment set-up —«limitations such as access to cable bundles to connect probes/sensd
or limited ability te,excite all ports simultaneously can generate significant uncertainty in
overall result.

nex F includes examples of contributions to the test methodology margins based upon
tations above.

Examples

m
ing
DNS

rall
of

-is—inrevitably requires a balance of time and cost against'the need for evidence. Tesfing

pre

lity
ce
hto

account any degradation of EM protection that-may can occur as a result of use or over tife.

um
of
ral

constraints include a limitéd number of illumination angles, polarizations and field

rs,
the

the

F.2.1 General

Contributions to the test methodology margin can be either negative or positive, and Clause F.2
provides some example datasets for both types [F.2].

12 Numbers in square brackets refer to the references in Clause F.3.
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F.2.2 Negative contributions
F.2.2.1 Configuration

EMP testing was conducted on two aircrafts with different stores configurations, firstly
"baseline" with no stores or tanks fitted and secondly "heavy" with a variety of stores and tanks
fitted. Induced currents were measured across 112 test points for both horizontal and vertical
polarizations. All measurements of induced current were normalised to the measured incident
field to provide a direct comparison. Figure F.1 shows the induced current plotted against each
configuration; the data has a range of -16,6 dB to 20,73 dB, a mean of 4,99 dB and a standard
deviation of 6,38 dB.

Comparison of baseline and heavy configurations

10

tay;

-
|

o
i
I

el : — 2
muuccu CutrTerit ricdvy

0.01 i1 F 1 iiiil A B N R R
0,01 0,1 1 1P
Induced current ‘baseline’ (A)

Figure F.1 — Variation in induced currents as a result of configuration

F.2.2.2 Polarization

Airgraft tests were.conducted in two EMP simulators, a horizontally polarized dipole (HPD) and
a vertically polarized dipole (VPD), allowing data to be obtained for both across 208 test points.
In this case, the:configuration was the same for all measurements. Figure F.2 shows the induged
curfrent plotted against each polarization; the data has a range of -4,4 dB to 20,96 dB, a mg¢an
of 6,46 dB\and a standard deviation of 4,1 dB.
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Comparison of VPD and HPD induced currents
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Figure F.2 — Comparison of HPD and VPD{induced currents
F.2.2.3 Equipment variability
Trgnsfer functions were measured for 12 test poifhts“across 8 aircrafts of a similar type. 1

vatly

a standard deviation of 6 dB. This is a limited*dataset and includes other areas of uncertai
h as the use of worst-case transfer functions and differences in configuration, but i

sud
inc

DO

[he

iation in predicted peak current is shown in Figure F.3 with a mean difference of 18,7 dB and

nty
is

uded to demonstrate the variation that ‘can arise across systems that are nominally "similar".

Induced current for the same test point across different aircraft
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Figure F.3 — System variability
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F.2.2.4 Synergistic effects

The majority of systems contain numerous cable bundles and testing them all simultaneously
is not possible. It is feasible to identify those cable bundles that are associated with a particular
function or sub-system but even then significant numbers of cable bundles are likely to require
testing at the same time. In reality, the IEMI environment will illuminate the system of interest
at the same time such that synergistic excitation of all ports occurs. If single-port injection
(excitation) is used as a test method, a test methodology margin can be assigned to the result
to allow for differences between single- and multi-port excitation. Figure F.4 shows a
comparison of the susceptibility threshold for single- and multi-port injection of a piece of
electronics equipment with multiple cable bundles. Each measured frequency point has a
sugceptibility range of between -1,5 dB13 and 6,5 dB; the mean is 3,7 dB with a standprd
deyiation of 2,4 dB.
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FiguretF.4 — Comparison of single- and multi-port injection

F.2.3 Positive contributions
F.2.3.1 Worst-case (enveloped) transfer functions

Trgnsfersfunctions are typically measured at 4 illumination positions (orientations) and 2
polarizations, meaning that each cable bundle has 8 transfer functions associated with it. Wofst-
casﬁe transfer functions are computed by taking the maximum coupling at each frequency,
effectively providing an envelope of all of the transfer functions associated with one cable
bundle. Using a single transfer function as opposed to 8 reduces testing time by a factor of 8,
however there is an uncertainty associated with this method that should be considered.

Figure F.5 shows transfer functions from a typical cable bundle and the associated worst-case
envelope (referred to as a "generic").

13 The negative value indicates that less current was required for the single injection case although this only
occurred over a narrow frequency range.
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Typical transfer functions
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Figure F.5 — Example of transfer functions and worst-case envelope

Data similar to that shown in Figure F.5 has been convolved, with a damped sinusoidal IEMI
enyironment and the resulting predicted currents from each* polarization and orientation have
bee¢n compared with their associated worst-case prediction (see Figure F.6). A total of 496
trapsfer functions were used and the data has a mean‘of -9,24 dB and a standard deviation of
4,77 dB.
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Figure F.6 — Comparison of individual and worst-case transfer function prediction5|

F.2.3.2 Phase reconstruction methods

Magnitude-only transfer functions require some phase reconstruction method to allow them to
be used for the prediction of induced currents as a result of illumination by an IEMI environment
[F.3]. A common method used here is that of the "minimum phase algorithm" which uses a
Hilbert Transform to generate phase and results in the energy of the resulting prediction being
concentrated towards ¢ = 0; in many cases this results in an overestimation of the predicted
current [F.4].
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Figure F.7 shows a comparison of predicted induced currents using the minimum p

hase

algorithm and measurements made using an HPD EMP simulator. The data has a mean of

~7 dB and a standard deviation of ~2,5 dB. This means that, on average, the minimum p

hase

algorithm results in predicted currents that are, on average, ~7 dB higher than expected in

reality [F.5].

05 Difference between measurements and minimum phase predictions — HPD
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Figure F.7 — Comparison between predicted@and measured induced currents

F.2.4 Summary

for['uncertainty” in the process. Some datafelevant to the determination of the test methodol

mafgin to account for limitations in test methods has been given within Annex F, however,
important to note that a system-spécific assessment should be made to understand
ungertainty associated with the specific measurement methods applied.

Ad

and margins should be combined through analytical treatment, numerical analyses or empi
mefsurements.

F.3 References

The total uncertainty associated with measurements is complex as there are many opportuni}%es

gy
is
the

ood understanding of the individual contributions is essential and all identified uncertainfies

rical

[F.1] The.Expression of Uncertainty in EMC Testing, United Kingdom Accreditation Service,

LAB34 Edition 1, August 2002

[F.2] A. Wraight et al, The Method Uncertainty — Is the Compromise Acceptable? AMEREM,

July 2010

[F.3] A. Wraight et al, Phase Processing Techniques for the Prediction of Induced Current,
IEEE Transactions on Electromagnetic Compatibility, August 2008

[F.4] F. M. Tesche, On the Use of the Hilbert Transform for Processing Measured CW Data,

IEEE Transactions on Electromagnetic Compatibility, Vol. 34, No. 3, August 1992

[F.5] A. Wraight, Improving Electromagnetic Assessment Methodologies: Bounding
Errors in Prediction, University of Cranfield, PhD thesis, January 2007

the


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

- 86 — IEC 61000-4-36:2020 RLV © IEC 2020

Annex G
(informative)

Intentional EMI — The issue of jammers

G.1 General

Problems with intentional jamming of global positioning systems (GPS)/global navigation
satelli i ' i

E|| te systems (GNSS) ground-based receivers, mobile phone base stations and handsets,
aufomobile locking systems, and wireless WIFI/WLAN receivers which-may can be used |for

caij

To

buy
buy
ran

Th
kin
av4

cheap and easy to use jammers from the Internet. For a price of around 100\Euros one
a man-portable battery-operated or automobile 12-V powered jammer (typically havin
ge of some tens of meters. [G.3]

d of system like WiFi or GPS, operate at low power levels, of the~order of 1 W. Some of
ilable devices are alleged to cover several bands at once. 'More powerful and advan

jamming devices can also be acquired or built.

A
dis

owerful HPEM narrowband source will enable the perpetrator to operate at a much lar

peimanent damage to the receiver.

Th

G.]

Sty
Ccof
rec

e technologies and modalities described above seem to fit within the broad definition of IE

P Effects

dies of permanent damage (show that pulse energies typically of the order of
responding to a field strength”of the order of 1 kV/m or less, are sufficient to destro

da

eiver [G.4], [G.5], [G.6]..For an experimental SiGe-LNA-{low noise amplifier (LNA) devi

neras, alarm systems and other applications are now being widely reported [G.1], [G.2] .

it

a certain extent the problem can be traced back to the fact that it is very easy to find and

an
J a

pse kinds of narrowband deliberate jamming sources, tailored to.be-used against a cerfain

the
ed

per

ance, and can also be used in situations where the\purpose is to, at a close distance, calise

MI.

IJJ1
y a
ce,

age level as low as 20(nd*has been reported [G.6]. Alternatively, a wideband HPEM sour

i.e|a radiation source that transmits pulses having a wide spectral content, can be of inter
The advantage of wideband jamming is that no information is needed beforehand about

op
caf

Du

st.
Lhe
rating frequeney-of the victims, and it also means that different types of radio equipmgnt

be interfered with simultaneously.

e to their)extremely high sensitivity GNSS/GPS receivers are particularly vulnerable

ce,

to

jamming=Fhe extreme sensitivity of GPS receivers is due to the fact that satellite sign

beg

sig

nalMhat exceeds the normal signal level of the receiver by 20 dB to 30 dB is sufficien

Is,
ause-of the limited supply of energy, are very weak. As a rule of thumb, an interfere%oe

to

block the communication of a GPS receiver. This means that a very modest output power of a
jammer can be enough to block the communication, even from a fairly long distance.

In [G.8] it is claimed that the Russian GPS jammer Aviaconversija MAKS 1999 has a radius of
action for interference of 45 km. This jammer has an output power of 8 W, is powered by a 12 V
battery and has a weight of about 3 kg. From those data one can estimate that a field strength
of the order of only a few tenths of 1 mV/m is sufficient to block a GPS receiver. This result is
consistent with other findings (see [G.5], [G.7], [G.9]). As a comparison, levels of in-band
interference of WLAN have been reported to be around 1 V/m [G.5].

14 Numbers in square brackets refer to the references in Clause G.6.
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G.3 Published accounts of jamming

In June 2012, it was reported [G.10] that jamming of GPS signals by North Korea may have
contributed to the fatal crash of a unmanned aerial vehicle (UAV) in South Korea. The small
helicopter crashed into its own ground control vehicle which led to the death of an engineer and
injured the two remote pilots. The jamming reportedly started on April 28 2012 and disrupted
passenger flights into Seoul’s two main airports.

In recent years, numerous cases of inadvertent interference with GPS have been reported [G.9],
[G.13]. Reportedly [G.11] the introduction of a new telecommunications system, consisting of
401000 high-power transmitters, was stopped in the United States because it was shown to
intgrfere with the GPS system.

In |G.12] results from a study of the vulnerability of telecommunication networks to“intentignal
EMI are presented. The study deals mainly with attacks leading to permanend damage|on
receivers (and to some extent interference on electronics through back-door-caoupling) but it is
nofled that it is easy to jam communication links.

G.4 Risk assessment

The introduction of a wireless system for critical functions in railway applications, for examlple
in the European Rail Traffic Management System (ERTMS); has brought the question offits
resllience against electromagnetic interference, intentional as well as unintentional, into fog¢us
(sge [G.14], [G.15]). In ERTMS the light signals along the tracks are essentially replaced|by
radio communication via Global System for Mobile --Railways (GSM-R) to the driver. In [G.[14]
it ig concluded that a 1 MW source might cause pefmanent damage to the GSM-R receiver at a
disfance of up to 200 m and, of course, induceyinterference at a much larger distance. The
threat from IEMI against modern railway systems’is the topic of an EU project, SECRET, starfed
in Mid-2012 [G.16], [G.17], [G.18]. EMI issu€s in railway systems, for example regarding G§M-
R, |are also addressed in another EU project, TREND [G.19]. There are other EU proje¢ts,
HIFOW [G.20] and STRUCTURES [G;2?], which carried out the analysis of the risk against
intg¢ntional electromagnetic interference (IEMI) posed to electronics infrastructure assets|on
which civilized society depends.

In fecent years, several cases of interference with wireless commercial electronics such|as
mobpile phones, GPS receivers, car locks and anti-theft alarms in shops have been reported| In
the| case of car locks, an «interfering signal can be used to block the communication betwgen
thel car key and the ear; thus preventing the owner, unaware about the jamming, from lockiing
thel car. Jamming~of“shop alarms seems to be quite common. In this case the purposq is
evigently to leave.the shop with stolen goods without being noticed. There are many vid¢os
onljne that show'the use of jammers (search, e.g., "phone jammer").

G.5 , Mitigation

There are methods which-may can mitigate the risk for interference. Of course the obvious
solution is not to rely on RF reception for functionally critical and in particular safety critical
systems and to employ alternative solutions. However, for the types of low cost narrow-band
jammers that can be found on for example the Internet mitigations can include modulation
techniques such as spread spectrum modulation, i.e. techniques that distribute the energy in
frequency or time (see [G.22]). Another of these modulation techniques is frequency hopping,
in which the transmitted signals carrier frequency switches in a random fashion between many
frequency channels. As an example, Bluetooth®15 uses frequency hopping to make it more
robust against interfering signals. Another technique is called direct sequence, in which case

15 Bluetooth® is the trade name of a product supplied by Bluetooth SIG. This information is given for the
convenience of users of this standard and does not constitute an endorsement by IEC of the product named.
Equivalent products may be used if they can be shown to lead to the same results.
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the initial power of the signal is spread out across a larger bandwidth. An interesting technique
is the so-called UWB radio, or impulse radio, where extremely short wide-band pulses are used
to transmit the information. In order not to interfere with other radio communication the output
power of a UWB radio is very low, which makes it useful only for short distances, some tens of
meters or so.

Another technique to neutralize interference is to use adaptive antennas, i.e. phased-array
antennas that can suppress a hostile signal from a given direction. Protection against
permanent damage-may can be attained by use of transient protection devices [G.4], [G.7].

Jamming detection [G.23] can also be employed to identify whether jamming is actually takiing

place and perhaps ascertain if the disturbance is unintentional or malicious.

It should be noted that jamming, and methods to prevent it, are a part of the extensive military

electronic warfare technology area.
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Annex H
(normative)

Hyperband and mesoband radiated transients immunity test method

H.1 Overview

Annex H specifies the hyperband and mesoband radiated transients immunity test method for

electrical or electronic equipment and systems

Thé object of Annex H is to establish a common and reproducible reference in order toevalupte

thel immunity of electrical and electronic equipment and systems when subjected Qr petifive

hyperband and mesoband radiated transient fields. Qq/
H.2 Test equipment fb%’
Q’b‘
H.3.1 General Q
N

The¢ test equipment shall be as follows:

a) |test facility; \<</C)
transient pulse generator and antenna;
transient pulse generator and antenna; \\

. . o <&
coaxial cable and fibre optic links. \\(\

Cafe shall be taken to ensure adequg@nmunity of the auxiliary equipment.
\

3
H.2.2  Test facility xO
H.2.2.1 Anechoic cha QI’ and modified semi-anechoic chamber

acqommodate the hilst allowing adequate control over the field strengths. This incl

an¢choic chambt(aj@

shquld accomm
exgrcises th@.
H.3.2.2 QOpen area test site (OATS)

O

An S is an area characterised by cleared level terrain and the presence of a ground p

b) |hyperband transient pulse radiating test system, wk@h typically consists of a hyperband
c) |[mesoband transient pulse radiating test systQ,QNhich typically consists of a mesoband

d) [measurement chain, which typically conéﬁ}s of measuring sensors, balun, attenuatdrs,

The¢ test facility typic§ly .consists of an absorber-lined shielded enclosure large enough to
d

udles
modified semi-anechoic chambers. Associated shielded encloséfes
e the field generating and monitoring equipment, and the equipment w

ich

lape.

Such a test site shall be free of buildings, electric lines, fences, trees, etc., and free
underground cables, pipelines, etc., except as required to supply and operate the EUT.

H.2.2.3 Gigahertz transverse electromagnetic (GTEM) waveguide

A GTEM waveguide, which is described in IEC 61000-4-20 [H.2]16, can be used as a
generating facility for immunity testing of equipment against the transient pulse electromag
fields. For these tests, the GTEM waveguide shall have the corresponding high voltage
capability.

16 Numbers in square brackets refer to the references in Clause H.7.

from

field
netic
input
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H.2.2.4 Reverberation chamber

Reverberation chambers are discussed in 6.4.

H.2.3 Hyperband transient pulse radiating test system

A hyperband transient pulse generator and antenna which can produce and radiate the
hyperband signal defined in 3.1.14 shall be used.

This hyperband transient radiation test system shall have test parameters such as peak
am iiiudc, libC tilllc, puibc WIUI“I, puibb‘ ICPC““UII flcqucnby alld Il.)ulbi dwdiiuu bpcbikﬂ. in

Talple 4 and Table 5.
ol

Hyperband radiating antennas shall have the capability of achieving a bandratio > xamplles

of gntennas include an impulse radiating antenna (IRA), a half impulse radiating a@ na (HIRA),

a TIEM horn antenna, etc. (,O‘],
D>

H.3.4 Mesoband transient pulse radiating test system

4

X
A mesoband transient pulse radiating test system which can produc@% radiate the mesoband
sighal defined in 3.1.18 shall be used. (b'\

This mesoband transient pulse radiating test system shall @test parameters such as pIak
amplitude, dominant frequency, damping factor, pulse reg{a ition frequency and burst duratjon
specified in Table 6 and Table 8. Q

Mepoband radiating antennas shall have the capa@i y of achieving a bandratio from 1,01 tq 3.
Ex@dmples of antennas include dipole antenna @d helical antennas.

H.3.5 Measurement chain &Q@

Figure H.1 shows a typical mea @\ﬁent chain that shall be used for field uniformi
asgessment with hyperband and m band transient pulse radiating test systems.

ty

xO
Dl-dot . (3‘7 . ) cal  Fib i
N Fibre optic Optica ibre optic .
sqnsor Balun Atif@ﬁtor transmitter  fibre receiver Oscilloscopp

F Q

)
@. IEC
O Figure H.1 — Measurement chain for field uniformity

C)% assessment and transient responses

E Lo el 4 lont ! 4 ££ R [ | ol 1o £ h
acmortne—measurement cimati—erements—calmalrect e daltipinuuc dariud wave oSliidpt Ul e

recorded signal, and it is important to understand and control such perturbations.

The measured transient response, Rmeasured(f) and the excitation E-field, E|, (t) at the sensor

is expressed as

EO (t) = K-1 .Rmeasured (t) (H‘ 1)

where K is the overall transfer function. In many practical cases involving transient signals
having fast rise times, the frequency range of interest is such that the transfer function is not a
constant over the frequency band. In such cases, it shall be necessary to determine the overall
complex-valued transfer function of the measurement chain by calibration methods.
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Coaxial cable: this element provides an electrical connection between the various elements
of the measurement chain, at a constant impedance (typically 50 Q).
Sensor: a device that converts the measured quantity (EM field) into a voltage that can be

measured. The sensor shall be calibrated to provide a suitable relationship between its
electrical output and the response quantity it is measuring.

Balun: a device that operates as a matching transformer to ensure that the sensor is well
adapted (matched) to the coaxial signal line. This device also helps to suppress common
mode signals.

Attenuator: a signal reduction device installed inline to reduce the sensor signal strength.

.3 Field uniforn@yassessment

The attenuator shall be required only if the sensor response is so large that it tends to Ver-
drive the fibre optics (FO) transmitter and cause signal distortions.

Fibre optics transmitter: a device to convert the measured fast transient electri gnai to
a modulated optical signal, which can be transmitted away from the vicinity o f@senso to
a distant recording device.

Fibre optics cable: a non-conducting fibre cable to connect fibre opti iransmitter and
receiver to permit the transmission of the optical signal. b‘/

Fibre optics receiver: a device that receives the modulated optical si al from the transmit er,
demodulates it and recovers the imbedded information from the sor.

Oscilloscope: The bandwidth of the oscilloscope shall be wid&}nough to resolve the fasfest
rise time. For mesoband transient measurement the oscilloscope shall have a minimum
instantaneous bandwidth of 2 GHz and a minimum s ihg rate of 1 x 1010 samples per
second. For hyperband transient measurement the~oOscilloscope shall have a minimum
bandwidth of 4 GHz and a minimum sampling r of 2 x 1010 samples per second. The
input impedance of the oscilloscope shall be 5

Data acquisition and control computer: e main logic processor to conduct fhe
measurements and store and analyse the r%&lts. For the case when a differentiating senpor
is used, it is necessary to provide )ﬁe sort of an integration function to recover fhe
excitation function from the der|vat| al provided by the sensor. This shall be proviged

by a post-processing of omputed response using numerical metholds.
In order to avoid integration err aused by baseline offset, the data can be filtered usfing
a digital signal processing hi ass filter with a cut-off frequency of 1 MHz for a mesob4nd

transient pulse and 50 Ml-la? a hyperband transient pulse. The raw pre-processed dpta
shall be retained. \\O

A Field$£f,brmity assessment in an anechoic chamber

ield uniformity assessment is to ensure that the uniformity of the field over the

e purpos
[t samp &ufﬁcient to ensure the validity of the test results. Annex H uses the concep} of
nifo -\ Id area (UFA, see Figure H.2), which is a hypothetical vertical pIane of the field in

afi

eld is demonstrated.
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D-dot sensor or

~ )
isotropic field probe ~ Uniform

~ field area

\ J\
~
-
~
= - Chamber wall

Optional anechoic material in
case of semi-anechoic chamber
to reduce floor reflections

Transient pulse
radiating antenna or
CW radiating antenna

Fibre optic or
filtered signa( Jink

Transient pulse or
signal generator

To oscilloscope or field meter IEC

(a) Test set-up for field uniformity-assessment

Mesoband or
hyperband antenna

3m

10m

A RN b [

Hypothetical vertical planes at a distance from antenna

IEC
(b) Test distance from the antenna
Measurement points ~ 05m —
(equally spaced) l
Pl P2 3 4
Uniform field area
.
o Tes 3 7 s
.
- ~ 5™
[ 9 10 11 12
05m
: 13 P14 15 q’lﬁ
>(— 15m % 08m
‘ floor
IEC

(c) Measurement points on hypothetical vertical plane

Figure H.2 — Test set-up for field uniformity assessment in anechoic chamber



https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

- 94 — IEC 61000-4-36:2020 RLV © IEC 2020

The field uniformity is valid for all EUTs whose individual faces (including any cabling) can be
fully covered by the UFA.

The field uniformity assessment is performed with no EUT in place. The assessment is valid as
long as the test set-up used for it remains unchanged for testing, therefore the assessment set-
up (antenna, additional absorber, cables, etc.) shall be recorded. It is important that the exact
position, as much as is reasonably possible, of the generating antennas and cables is
documented. Since even small displacements can significantly affect the field, the same
positions shall be used also for the immunity test.

It i$ Intended that the full field uniformity assessment process should be carried out amally
and when changes have been made in the enclosure configuration (absorber replaced, afea
mojved, equipment changed, etc.). Before each testing, the validity of the assessmené(all be

chgcked. Q(I/Q

Th¢ transmitting antenna shall be placed at a distance sufficient to allow th FA to fall within
thglbeam of the transmitted field. The field sensor shall be at least 3 m from field genera{’ng
anfenna (see Figure H.2). This distance is measured from the front edgg‘() the test antenpa.
Th¢ assessment record and the test report shall state the distance U%@'

Dug to reflections at the floor in a semi-anechoic room or OATS, Q?'§ difficult to establish a UFA
clope to an earth reference plane. Additional absorbing ma@a on the floor can solve fhis

pragblem. \<</

N
The¢ UFA is subdivided into a grid with a grid spacing ,5 m (see Figure H.2(b) as an example
of gn 1,5 m x 1,5 m UFA). A field is considered rm if its peak electric field in the time

+6
domnain measured at the grid points is within \%B of the nominal value for not less than 7§ %

of all grid points. For the minimum UFA ot@\@m x 0,5 m, the peak electric field for all four grid
poipts shall lie within this tolerance. $

2
B +6

The¢ tolerance has been express\@ as 0 dB to ensure that the field strength does not fall

below nominal with an acﬁ&ble probability. The tolerance of 6 dB is considered to be the
mifjimum achievable in praetical test facilities.

0§

be occupied by the face of the actual EUT is larger than the assessed

If the area intende
UFA and a UFA with' sufficient dimensions (preferred method) cannot be realised, then the afea
to lhe occupieé@’the EUT may be illuminated in a series of tests ("partial illumination").

voll of 'the test facility shall be as follows:
AN

6
e the maximum time derivative of the electric field shall be within 0 dB;

Tolergpor the hyperband and mesoband transient pulse waveform over the entire test

e for hyperband waveforms the pulse width (the time duration between points on the leading
and trailing edges of the first major excursion to the zero crossing of the pulse at 50 % of
Epeak) shall be within + 20 %;

e for mesoband waveforms the deviation in the Q shall be within + 20 % of the mean value.

An alternative to the time domain characterization of UFA described above is the UFA which
can be performed in the frequency domain using the method of IEC 61000-4-3 [H.1] or
IEC 61000-4-20 [H.2] if the transient transmitting antenna is used.
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H.3.2 Field uniformity in GTEM waveguide

For the validation of a GTEM waveguide such as the dominant TEM mode and field homogeneity,
the details are given in [IEC 61000-4-20 [H.2].

The maximum size of an EUT is related to the size of the "usable test volume" in the GTEM
waveguide. The usable test volume of the GTEM waveguide depends on the size, geometry,
and the spatial distribution of the electromagnetic fields. The usable test volume of a GTEM
waveguide depends on the "uniform area" as defined in 5.2.2 of IEC 61000-4-20:2010 [H.2].

H. Test set-up A

Q
H.4.1 General Q

AllJtesting of equipment shall be performed in a configuration as close as pqilql/e to actual
insfallation conditions. Wiring shall be consistent with the manufactur recommended
prgcedures, and the equipment shall be in its housing with all covers arﬁ)access panelq in
place, unless otherwise stated. Q’

If the equipment is designed to be mounted in a panel, rack or cab\@t it shall be tested in this
configuration. C)

A metallic ground plane is not required. When a support;\‘g eans is required to support the
tesf sample, it shall be constructed of a non-metallic, ngn*conductive material. Low dielecfric
constant (low permittivity) materials, such as rigid po yrene, should be considered. Howe\er,
grdunding of housing or case of the equipment be consistent with the manufacturér's
insfallation recommendations. N\

S

WHen an EUT consists of floor-standing an%\’@ble-top components, the correct relative positipns
sh4ll be maintained. LN\

N

Typical EUT set-ups are shown in&’%ure H.3, Figure H.4 and Figure H.5. Non-conducfive
supports are used to prevent acq@}ntal earthing of the EUT and distortion of the field.

In ¢ase of a fast pulse like Q}S’perband transient pulse, tables or supports made from wood or
glaps reinforced plastic can-be reflective. So a low dielectric constant (low permittivity) matenial,
su{h as rigid polystyr@ should be used to avoid field perturbations and to reduce degradatjon
of field uniformity.

C)
A

O
D
&
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Uniform
field area

Non-conducting
table

Wiring overall
length <1 m as is

D

specified. lluminated length
shallbe 1 m

Transient pulse
radiating antenna

Optional anechoic mataral in
case of semi-aneghgic.chamber
to reduce floor refections

Transient pulse or
signal generator

IEC

Figure H.3 — Example of test set-up for table-top equipment/system

Shielded connection
- through chamber wall
Uniform
field area

Shielded signal
Non-conducting cable
support

Transient pulse or Optional anechoic material in
signal generator case of semi-anechoic chamber
to reduce floor reflections

IEC

Figure H.4 — Example of test set-up for floor-standing equipment/system
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Hyperband/
mesoband
transient
pulse

Absorbers
generator

Test object

Field probe

&
\§
!

Top conductor

Inner conductor
(offset)

Bottom conductor

K

Y Y VYV

Spherical supp

s/
Oscilloscope QQ
'\Q IEC
Figure H.5 — Example of test set-up in C{Zgﬁl waveguide
LN
H.4.2 Arrangement of table-top equipment Q o
The¢ equipment to be tested is placed in the test f\e@l y on a non-conductive table 0,8 m high.
N
The equipment is then connected to power ar@s‘&\%nal wires according to the relevant installafion
insfructions. \\(\
H.4.3 Arrangement of floor-sta g equipment
Floor-standing equipment should\@e mounted on a non-conductive support 0,05 m to 0,14 m
abgve the supporting plane. r-standing equipment which is capable of being stood op a
nof-conductive 0,8-m higf@% orm, i.e. equipment which is not too large or heavy, or wherqg its
elejvation would not create“a safety hazard, may be so arranged. This variation in the standprd
method of test shall b@g(‘:orded in the test report.
NOTE Non-conducti@)ollers can be used as the 0,05 m to 0,15 m support.
The¢ equipm then connected to power and signal wires according to the relevant installaatlion
insfructio e configuration of equipment in a GTEM requires special consideration of caple
layput t;ér to 61000-4-20 [H.2]).

H.4

& )

Cables shall be attached to the EUT and arranged on the test site according to the
manufacturer’s installation instructions and shall replicate typical installations and use as much

as

possible.

The manufacturer’s specified wiring types and connectors shall be used. If the wiring to and
from the EUT is not specified, unshielded parallel conductors shall be used.

If the manufacturer's specification requires a wiring length of less than or equal to 3 m, then the
specified length shall be used. If the length specified is greater than 3 m or is not specified,
then the length of cable used shall be chosen according to typical installation practices. If
possible, a minimum of 1 m of cable is straightened out in order to be efficiently exposed to the
electromagnetic field.
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Excess length of cables interconnecting units of the EUT shall be bundled low-inductively in the
approximate centre of the cable to form a bundle 30 cm to 40 cm in length.

If it is determined that excess cable length needs to be decoupled (for example, for cables
leaving the test area), then the decoupling method used shall not impair the operation of the
EUT.

Cables which are used for test purposes but are not part of the EUT installation shall be oriented
to minimise induced currents and voltages. Additional equipment (e.g. power generator), which
will not be tested, has to be placed outside the test site. If possible, optical wave-guides shall
be tjsed, otherwise the cabling shall be oriented normal to the electric field vector and,ip a
majner that minimises the loop area normal to the magnetic field vector. Cables extending put
of [he working volume should remain normal to the electric field vector. The EUTK hall|be
connected to a LISN, if applicable. Q
v

v

H.$ Test procedure fb%
Q’b‘
Q
Q
(b'\

— [the verification of the laboratory reference conditions; O
56

H.§.1 General

The¢ test procedure includes:

— |the preliminary verification of the correct operation of ;Q quipment;
— |the execution of the test; Q S
— |the evaluation of the test results. QQ

H.§.2 Laboratory reference conditions s\\§\
%
H.§8.2.1 General \s(\

In prder to minimize the effect of env@&‘\mental parameters on test results, the test shall|be
caffried out in climatic and electromﬁgnetic reference conditions as specified in H.5.2.2 and

H.§.2.3. O

O
H.4.2.2  Climatic cond@é{s

Un|ess otherwise speci ied by the authority responsible for the EUT, the climatic conditiong in
thegl laboratory shal within any limits specified for the operation of the EUT and the fest
eqdiipment by theif respective manufacturers.

Tesgts shall@ﬁ performed if the relative humidity is so high as to cause condensation on fhe
EUIT or thé st equipment.

WH g)is considered that there is sufficient evidence to demonstrate that the effects of the
phUIIUIIIUIIUII bUVUICd by AIIIIU)\ H dl T ;Ilﬂucllbcd IUy b“llldtib bUIIditiUIID, t:lib Diluuid IUC Ik‘JIUl..I ht
to the attention for Annex H.

H.5.2.3 Electromagnetic conditions

The electromagnetic conditions of the laboratory shall be such to guarantee the correct
operation of the EUT in order not to influence the test results.

H.5.3 Execution of the test

The test shall be carried out on the basis of a test plan that shall include the verification of the
performances of the EUT as defined in the technical specification.

The EUT shall be tested in normal operating conditions.
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The test plan shall specify:

the size of the EUT;
representative operating conditions of the EUT;

whether the EUT shall be tested as table-top or floor-standing, or a combination of the two;

for floor-standing equipment, the height of the support;
the type of test facility to be used and the position of the radiating antennas;

the type of antennas to be used,;

he test pulse parameters 10 be applied, defined In this document, and dwell lime, A

Q}/

the size and shape of the uniform field area;

— |whether any partial illumination is used; Q
— |the test level and polarization of the E-field to be applied; Q
— |the type(s) and number of interconnecting wires used and the interface %t of the EUT) to
which these are to be connected; bﬁ)
— |the performance criteria which are acceptable; Q’
— |a description of the method used to exercise the EUT. \QQ
Before testing, the test level of the field strength shall bec:)hcgcked to verify that the fest
eqliipment/system is operating properly. <</
N

X

The EUT is initially placed with one face coincident wj h e uniform field plane. The EUT f

bei

the

f)

hg illuminated shall be contained within the UFA@ ss partial illumination is being appli

<

Thée dwell time of the applied transient pulse/b@shall not be less than the time necessary
EUT to be exercised and to respond.
%
)

The test procedures shall be as foIIows@

Turn on the measurement equi \ent and allow a sufficient time for stabilization.
Turn on the EUT in its typiQﬂ%peration mode and allow sufficient time for stabilization.
Test the EUT in its ortlagghal orientations whenever possible. Orthogonal orientations

direction of the elg(omagnetic field.

Apply the FGQL&? humber of excitations, related to the confidence level, of not more tf
one burst per mihute.

Monitor tq; UT during and after each burst for signs of susceptibility or degradatior
perfor e. Quantitative levels for susceptibility and degradation shall be specified in
test rt.

T malfunction occurs at a level less than the specified peak level, record the le

ce
d.

for

are

defined by placing the jor axis of the EUT parallel and perpendicular to the propagaffon

an

of
the

kind of malfunction and its relevance to the allowed degradation of performance.

The test shall normally be performed with the generating antenna facing each side of the EUT.
When equipment can be used in different orientations (i.e. vertical or horizontal) all sides shall

be

exposed to the field during the test.

NOTE |If an EUT consists of several components, it is not necessary to modify the position of each component wi

the

EUT while illuminating it from different sides.

thin

Attempts shall be made to fully exercise the EUT during testing, and to interrogate all the critical
exercise modes selected for the immunity test. The use of special exercising programmes is

rec

ommended.
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H.5.4 Evaluation of test results

The test results shall be classified in terms of the loss of function or degradation of performance
of the equipment under test, relative to a performance level defined by its manufacturer or the
requestor of the test, or agreed between the manufacturer and the purchaser of the product.

The recommended classification is as follows:

a) normal performance within limits specified by the manufacturer, requestor or purchaser;

b) temporary loss of function or degradation of performance which ceases after the disturbance
Ceases, and from which the equipment Under 1est TeCovers 1ts normal periormance, withput
operator intervention;

N/
c) [temporary loss of function or degradation of performance, the correction of whi@ quifes
operator intervention; (1/

d) [loss of function or degradation of performance which is not recoverable, oﬁt&g to damage
to hardware or software, or loss of data. (b@

The¢ manufacturer’s specification may define effects on the EUT whigb"can be considefed
ins|gnificant, and therefore acceptable. Q
Q

Thils classification may be used as a guide in formulating [f@rormance criteria, or ag a
framework for the agreement on performance criteria be \@pn the manufacturer and fthe
purchaser, for example where no suitable generic, product roduct-family standard exists.

o
H.¢ Test report QQ

<

The¢ test report shall contain all the informatiq@cessary to reproduce the test. In particular,
thel following shall be recorded:

‘(\Q’
a) |the items specified in the test plan r ,ﬁred by H.5.3;

b) |identification of the EUT and an&@sociated equipment, for example, brand name, product
type, serial number;

c) |identification of the test ?cgpﬁnt, for example, brand name, product type, serial numbr;
d) |any special environme conditions in which the test was performed;
e) |any specific conditigris necessary to enable the test to be performed;

f) |performance Iev@ fined by the manufacturer, requestor or purchaser;

g) |performanc cg-l’erion specified in the generic or product standard, or agreed between fhe
manufactgi&nd the purchaser;

h) oscillos@ e recordings that show peak value, maximum derivative, and pulse width of ¢ne

appli ulse for each EUT orientation;
i) t{j ffects on the EUT observed during or after the application of the test disturbance, Tnd
j) the time-to-recovery for each EUT failure, if applicable;

k) the rationale for the pass/fail decision (based on the performance criterion specified in the
generic or product standard, or agreed between the manufacturer and the purchaser);

[) any specific conditions of use, for example cable length or type, shielding or grounding, or
EUT operating conditions, which are required;

m) a complete description of the cabling and equipment position and orientation included in the
test report; in some cases a picture may be sufficient for that.
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Annex |
(informative)

Calibration method and measurement uncertainty of sensors for th

e

measurement of radiated hyperband and mesoband transient fields

General

radiated field Q}/

If o fast-rise HPEM transient measurement is required, or conversely, if a wideb swept CW
megsurement for reconstructing an HPEM transient response is needed, it is ¢ ial that bpth
maEnitude and phase information be maintained in the measurements. (b(o

4

Thfe are two basic approaches for calibrating a measurement chal ne is to consider the
enfire chain as a single component and perform a calibrati measurement on this
engemble.The other approach is to develop a model of the callb chain, consisting othe
sernsor or probe, attenuators, filters, transmission lines, etc., o calibrate each compongnt
ind ide

ependently. Then, the individual calibration factors may@ mbined analytically to prov
in

thel overall calibration function for the entire measuremen

Fo

simplest approach is to locate the sensor in

O
the calibration of a single measurement ch%?a{(uch as that shown in Figure H.1,

own electromagnetic field environm

(sorcalled standard field) and to make a note of@e response of the sensor.

One
intgrnal EM field can be easily calculateg

fre

An
TE

way to produce such a standard fiewto use a waveguide-like structure for which
m knowledge of the geometry and the input raq

huency (RF) power being fed into t aveguide.

4\

M waveguides.

*\\O

NI$T technical note 1392 [F2], covers in detail the procedures that are necessary to meas
the| receiving transfe nction of broadband electric-field sensors using direct pulse, tirn

dorfnain methods.

1.2

1.2

O
©
Calib&)n method in TEM waveguides in IEC 61000-4-20:2010, Annex E
[l.

hex E of IEC 61000-4-20:201&@.1]17 deals with the calibration method for E-field probe$ i

the
ent

the
O_

1\<(/C)General

E-field probes with broad frequency range and large dynamic response are extensively used in
the field uniformity validation procedures. Among other aspects, the quality of the field probe

cal

ibration directly impacts the uncertainty budget of a radiated immunity test.

Annex | gives the TEM waveguide validation procedures to be used for probe calibration and
provides relevant information on calibration of probes to be used in these standard field

uni

17

formity measurements in order to limit these differences in validation results.

Numbers in square brackets refer to the references in Clause I.5.
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1.2.2 Probe calibration requirements
1.2.2.1 General

The calibration of E-field probes intended to be used for uniform field area (UFA) validat

ion

procedures as defined in Annex | should satisfy the following requirements. UFA is a

hypothetical vertical plane of the field calibration in which variations are acceptably small.

1.2.2.2 Calibration frequency range

and the structure of the TEM wavegwde The Iargest dlmensmn of the probe head of an EXfi
prgbe, / should be smaller than one quarter wavelength at the highest calibration fr, f@y

» Fpmax:
to avoid approaching resonance. The highest frequency is given by the dime@

prdbe head as Qq/

fcmax’

<

41 Q
p max
Q

f;:max S

whpre, ¢, is the speed of the light. C)(b
g\\

Th¢ dimensions of the calibration volume, which sh& be as regular shaped as possible,
exdgmple cubic or parallelepiped shape, should b? |

1.2J2.3 Calibration volume

thel inner and outer conductors (septum height)y\The centre of the volume where an elect
field probe can be calibrated should be positi in the centre of the septum height.
%

The validation of the volume should be pé@rmed at the grid points of the cube. A grid inter
between two calibration points is sele@ at about 10 % of the septum height. An electric-fi
prdbe or sensor for the validation sh& be as small as possible. The probe or the sensor ng
nofl necessarily be calibrated. \O

NOTE When the dimensions of tR Q\gbratlon volume are a 20 cm cube for example, the grid interval is 10 cm
the humber of the measuring po@t} is 27 as shown in Figure |1.1.

The validation proced@s of the volume is as follows:

a) |the electric fi@s are measured at all points using the constant forward power meth
Frequencie@hould be selected as mentioned in 1.2.2.5;
b) |a stan deviation for the measured electric fields is calculated;

c) the@!%dard deviation should be smaller than 1 dB for a one-port TEM waveguide.

for

ler than 20 % of the distance betwgen

Fic-

val
eld
ed

and

NS
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3

OCenter point Q}/
@®Measuring points (19
Q

IEC
)

Figure 1.1 — Example of the measurement points for the vali&ion

Q/
1.2]2.4 Probe dimensions Q

Thé¢ probe-head dimensions should be smaller than 10 % of the %nce between the inner gnd
oufler conductors (septum height), 4. The probe dimensions @ould also be smaller than fhe
callbration volume.
;\\
o

1.2J2.5 Frequency steps Q

To|be able to compare test results between diffeer calibration laboratories, it is necessary to
usg fixed frequencies for the calibration (see 1’\@9 [.1).

Table 1.1 — G@%ration frequencies
AN

Frequency range \@ Typical calibration frequencies
[

0 MHz
A
fO to 1 GH‘Z(\F fO' 50, 100, 150, 200, ..., 950, 1 000

3

N
Above (@z 1000, 1200, 1400, ...

N% *f, is the lowest frequency of the probe under calibration.

C)U

.23 Fie@ébe calibration procedure in case of a one-port TEM waveguide

A t'ansf@be can be used to establish standard fields in a field-generating device (workling
stapd evice). The transfer probe response can be either determined by theoretical
co tions (for probes such as dipoles) or by calibrations performed according to some
methods(eg—athree=antemmamethodmamanechoic chamber camrbeused):

The procedure for carrying out the calibration by using the transfer probe is as follows:

a) position the transfer probe at the centre of the septum height;

b) apply a forward power to the TEM waveguide input port through the frequency range
specified in 1.2.2.2 in the frequency steps specified in 1.2.2.5, and record all the forward and
reverse powers and the primary field strength readings (or the output voltage of the transfer
probe);

NOTE If the output voltages are measured, these can be converted to the electric field strength.

c) calculate the net power, P, and the measured powers;

d) replace the transfer probe by the isotropic electric field strength sensor to be calibrated;
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e) apply a forward power so that the net power is the same as the power in b), and record the

primary field strength readings.

The calibration factor, Fp, can be obtained as

wh

2)

ed

by the transfer probe. Figure 1.2 shows the set-up for calibration of the E-field probe.

1.3

Fo
in
for

wh

CO¢

E .
F,=—" or FF=E_—E. indB (I
p E p m T
T
re E is the measured nrimary field strenath and E— is the nrimary field strenath ohtai
l g p4 T T g Y g

Power
i amplifier
gesnlgr:tlor P Directional
Attenuator coupler P, 2
@ I / J
— 0 - ph—
,+ Optical
i E-field

@ @ . probe
Spectrum DO 5
analyser, .

Power meter PR e ?

IEC

Figure 1.2 — Set-up for calibration of E-field\probe in one-port TEM waveguide

Calibration procedures for D-dot s€énsors in the time domain
1 General
the frequency range of 50 MHzto' 14 GHz, the cone and ground plane system is depic

Figure 1.3. The electric field gerkerated by this system has the simple time domain anal
M as follows:

_ Ve(141)
E,(t)= sin gln[COt(eo /2)]

bre 7' apd @ denote the location of the sensor under test, 6 is the solid angle of the co

fficient at the input of the cone.

fed
tic

he,

-\ is_thesoutput of a pulse generator to be fed at the base of the cone and I"is the reflectjon
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Cone

General field
point at (r, 6)

020

&
D-dot sensor to be calibrated Q(I/Q

Ground plane

Pulse Qutput
Trigger b{

1

1
Pulse ¥
Generator

Oscilloscope Comput@Q

2N
C)V IEC

Figure 1.3 — Cone and ground plane senéq}‘calibration set-up

mula (1.3) is valid with the assumption of a purel %/ard -traveling wave that originates f

ger valid, and the model becomes far mores\ plicated.

me.

b calibration procedure invo{lg‘\sCDthe following steps:

to delete undesired portions of the received waveforms by simply "zeroing" them out. In
case of the sen waveform, the gating process completely eliminates the spuri
reflections froan)@e end of the cone, the edges of the ground plane, and the walls of
room.

Capture and time gate@ sensor waveform. The objective of the time gating procedurI is
he

wavefo

itude spectrum to the ratio of that of the reference sensor.

3

base of the cone. As soon as reflections ocg’I t the end of the cone, the formulae are|no

Fourier @orm the sensor waveform obtained in step a) along with the referefce

nom

e set-up used to calibrate the D- dob{ﬁ‘ensor on the cone and ground plane is shdqwn
Figure 1.3; the sensor is mounted on%twe ground plane at a suitable distance from the base
of fhe cone that is within its projected®olu

us
the

Per, the required deconvolution procedure by computing the ratio of the senpor

d)

Thi

MUTtiply the result of step c) by the analytical ratio of the frequency domain input d
voltage to the incident electric field to obtain the desired sensor receive transfer func
magnitude.

s process is summarised as follows:

VEN R
TRy (£)=0,625K,,,| Peenson (/) ‘SV So(j(pj)?‘
GEN

with K, =3,357sin6 .

ive
tion
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In Formula (1.4), Kegp is the ratio of the voltage at the base of the cone to the generated electric

field. This ratio depends solely on the location (r, ) of the sensor under test and the solid angle
of the cone (6,). Since the voltage at the base of the cone and the resulting electric field have

the same functional dependence in the time domain, the Fourier-transformed ratio Ky, of these

quantities is independent of frequency for the fundamental, axially symmetric mode. Once again,
only frequency-domain magnitudes are used in this case since phase information was not a
requirement.

1.4 Measurement uncertainty

3

There are two main contributing factors to the measurement uncertainty: \

1) |Uncertainties introduced by the field generation system and the associated ingﬁywntaﬂion
and cables.

2) |Uncertainties introduced by the placement of the sensor in the generated’é&ndard field

The¢ measurement uncertainties introduced by both the GTEM cell and c@ae and ground plane

sta’rdard -field generation systems have been carefully analyz ‘These standard-field
gemeration systems are analyzed using a Type B uncertainty a is that uses analytical
formmulae in conjunction with assumed uniform a priori probablll%'\hstrlbutlons The resultq of
thig analysis are summarised in Table |.2 and Table 1.3. C)

Table 1.2 — Type B expanded unceré@ ies for sensor
calibrations in GTEM cell fleldQe ration system

Source of error Nominal v@}/of system Relative measurement
meter uncertainty
2
Septum distance, D Q) 0,55 m +0,2 %
AN
S— & ; ;
Generated field uniformity Q +20 % +2,3 %
~N
Sensor aperture integration effects ‘\\Q) +10 % +4,0 %
-~
Measured voltage ratio \O (variable) 10,2 %
Reference attenuat (}b 0,001 (30 dB) 0,6 %
2
Cable mismatoited 1,0 + 0,04 +0,07 %
N\
Sensor |m ce effects |F| =1;r=+0,02 m +5,7 %
Total rﬁl@ uncertainty in |TF | (variable) 7,7 %

X
&
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Table 1.3 — Type B expanded uncertainties for sensor calibrations
in the cone and ground plane cell field generation system

0.1

[.2]

Nominal value of system Relative measurement
Source of error .
parameter uncertainty
Distance from cone base to sensor (variable) +0,1 %
Sensor position angle 90° £0.05 %
see Formula (1.3)
Cone angle, 6, 4° +0,4 %
Measured voltage ratio (variable) +0,2 % \\\
4
Reference attenuator 0,001 (30 dB) 10,6 % (\Q -
. \ )
Cable mismatches 1,0 £ 0,04 0,1 "/(\(1/
TV
Sensor impedance effects |F| =1, r=2%0,02m g@%
[ - 2
>
Total relative uncertainty in |TFR| (variable) Q £10,1 %
O
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
bll national electrotechnical committees (IEC National Committees). The object of IEC is to promote internati
Co-operation on all questions concerning standardization in the electrical and electronic fieldss.To this end
n addition to other activities, IEC publishes International Standards, Technical Specificatiops, Te€chnical Repg
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IECHPublication(s)”). T
breparation is entrusted to technical committees; any IEC National Committee interested,in'the subject dealt
Mmay participate in this preparatory work. International, governmental and non-governmental organizations liai
with the IEC also participate in this preparation. IEC collaborates closely with theInternational Organizatior]
Standardization (ISO) in accordance with conditions determined by agreement®etween the two organization

The formal decisions or agreements of IEC on technical matters express, as-nearly as possible, an internati
consensus of opinion on the relevant subjects since each technical gommittee has representation from
nterested IEC National Committees.

EC Publications have the form of recommendations for international”use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts are made\to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
Mmisinterpretation by any end user.

n order to promote international uniformity, IEC National Committees undertake to apply IEC Publicat
ransparently to the maximum extent possible in their national and regional publications. Any divergence betw
bny IEC Publication and the corresponding national ot regional publication shall be clearly indicated in the la

EC itself does not provide any attestation of conformity. Independent certification bodies provide confor
hssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
services carried out by independent certification bodies.

All users should ensure that they have the\atest edition of this publication.
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No liability shall attach to IEC or its.directors, employees, servants or agents including individual experts fand

members of its technical committees and IEC National Committees for any personal injury, property damag
bther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
bxpenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publicat

b or
and
ons.

Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is

ndispensable for the ceorrect application of this publication.

Attention is drawn to'the possibility that some of the elements of this IEC Publication may be the subject of pa
rights. IEC shall net be held responsible for identifying any or all such patent rights.

Int¢rnational{Standard IEC 61000-4-36 has been prepared by subcommittee 77C: High po

tra

It f

nsient phenomena, of IEC technical committee 77: Electromagnetic compatibility.

prms part 4-36 of IEC 61000. It has the status of a basic EMC publication in accordance W

ent

ver

ith

|EC-Gtide—10+

This second edition cancels and replaces the first edition published in 2014. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)

b)

addition of a hyperband and mesoband radiated transients immunity test method
Annex H;

in

addition of a calibration method of sensors for radiated hyperband and mesoband transient

fields and measurement uncertainty in Annex I.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
77C/295/FDIS 77C/299/RVD

Full information on the voting for the approval of this standard can be found in the report on

voti

ng indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A ljst of all parts in the IEC 61000 series, published under the general title Electromagnétic

compatibility (EMC), can be found on the IEC website.

Thtcommittee has decided that the contents of this publication will remain unchanged until the

stapility date indicated on the IEC website under "http://webstore.iec.ch” in the.data relateq to

the| specific publication. At this date, the publication will be

e [reconfirmed,

e |withdrawn,

e |[replaced by a revised edition, or

e |amended.
IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

IEC 61000 is published in separate parts according to the following structure:

Part 1: General
General considerations (introduction, fundamental principles)

Definitions, terminology

Part 2: Environment
Degcription of the environment

C

dssification of the environment
Compatibility levels
Part 3: Limits

Emlission limits

Immunity limits (in so far as they do not fall under the £esponsibility of the product committefs)

Part 4: Testing and measurement techniques
Megsurement techniques

Testing techniques

Part 5: Installation and mitigation guidelines

Installation guidelines

Mitjgation methods and*devices
Part 6: Generic\standards

Part 9: Miscellaneous

Eaghpart is further subdivided into several parts, published either as international standafds
or . e et whicht I ; II'Iled

as sections. Others will be published with the part number followed by a dash and a second

number identifying the subdivision (example: IEC 61000-6-1).


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

1

-10 - IEC 61000-4-36:2020 © |IEC 2020

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

Scope

Thi
imn
It i
sur

Thy

3

Fo

1S(

addresses:

s part of IEC 61000 provides methods to determine test levels for the assessment of the
hunity of equipment and systems to intentional electromagnetic interference (IEMI)YsoUrces.
ntroduces the general IEMI problem, IEMI source parameters, derivation of test limits and
hmarises practical test methods.

Normative references

bre are no normative references in this document.

Terms, definitions and abbreviated terms

the purposes of this document, the following terms, définitions and abbreviated terms apply.

D and IEC maintain terminological databases <for”use in standardization at the followjing

IEC Electropedia: available at http://www<electropedia.org/

ISO Online browsing platform: available at http://www.iso.org/obp

3.1 Terms and definitions

3.11

at:fnuation

reduction in magnitude (as_a result of absorption and/or scattering) of an electric or magnétic
field or a current or voltage, usually expressed in decibels

[SOURCE: IEC 61000-2-13:2005 [3]1, 3.1]

3.1.2

bandratio

ratjo of(the high and low frequencies between which there is 90 % of the energy
Note—t—to—entryr—if—the—spectrumm has a targe DCcontent, the towertimit—snomimatty defimed—as—+ Hz

(see IEC 61000-2-13 [3] for further details).

[SOURCE: IEC 61000-2-13:2005 [3], 3.2, modified — The second part of the definition has been
made into a note.]

3.1

.3

bandratio decades
bandratio expressed in decades as: bandratio decades = log10(bandratio)

1

Numbers in square brackets refer to the Bibliography.
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[SOURCE: IEC 61000-2-13:2005 [3], 3.3]

3.1.4
burst
sequence of a limited number of distinct pulses or oscillations of limited duration

Note 1 to entry: When multiple bursts occur, the time between bursts is usually defined.

SOURCE: [IEC 60050-161:1990 [19], 161-02-07, modified — The note has been added.]

3.1[5

conducted HPEM environment

high-power electromagnetic currents and voltages that are either coupled or directly injecteqd
cables and wires with voltage levels that typically exceed 1 kV

[SQURCE: IEC 61000-2-13:2005 [3], 3.5]

3.1[.6

continuous wave

Cc

time waveform that has a fixed frequency and is continuous

[SOURCE: IEC 61000-2-13:2005 [3], 3.6]

3.1.7
eleictromagnetic compatibility

En‘i{c

abi

without introducing intolerable electromagnetic disturbances to anything in that environmen

[SOQURCE: IEC 60050-161:2018, 161-01=07.]

3.1.8
eleictromagnetic disturbance

to

ity of an equipment or system to function satisfactorily in its electromagnetic environment

t

any electromagnetic phenomeénon which can degrade the performance of a device, equipmgent

or $ystem

[SOURCE: IEC 60050-161:2018, [19] 161-01-05, modified — The last part of the definition,
adyersely affect living or inert matter", has been removed.]

3.1.9
electromagnetic interference
EMI

degradation of the performance of a device, transmission channel or system caused by

or

an

ela tromaanatic disturhanca
ceHoaghetHc—aiStaioahce

Note 1 to entry: Disturbance and interference are respectively cause and effect.

[SOURCE: IEC 60050-161:2018 [19], 161-01-06, modified — Notes 1 and 2 have been removed

and a new Note 1 has been added.]

3.1.10
shield

<electromagnetic> electrically continuous housing for a facility, area, or component used to

attenuate incident electric and magnetic fields by both absorption and reflection
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A1

(electromagnetic) susceptibility
possibility of degradation to the performance of a device, equipment or system in the presence
of an electromagnetic field

Note 1 to entry: Susceptibility is a lack of immunity.

3.1.12

high-altitude electromagnetic pulse

HEMP

electromagnetic pulse produced by a nuclear explosion outside the earth’s atmosphere
Notg 1 to entry: Typically above an altitude of 30 km.

[SOURCE: IEC 61000-2-13:2005 [3], 3.12]

3.1.13

high-power microwave

HP

Not
doc

[Sq

3.1
hy
sig

narr:lcl)wband signals, nominally with peak power in a pulse, in excessaf100 MW at the sourn

e 1 to entry: This is a historical definition that depended on the strength™of the source. The interest in
Liment is mainly on the EM field incident on an electronic system.

DURCE: IEC 61000-2-13:2005 [3], 3.13]

.14
perband signal
nal or waveform with a pbw (see 3.1.19)\walue between 163,4 % and 200 % o

bampdratio > 10

[Sq

3.1
hy

DURCE: IEC 61000-2-13:2005 [3], 3.14]

.15
poband signal

nafjrowband signal or waveform'with a pbw (see 3.1.19) of < 1 % or a bandratio < 1,01

[SC
hag

3.1
int
IE
int
ele
ter

DURCE: IEC 61000-2-13:2005 [3], 3.15, modified — The second term "narrowband sign
been removed.]

.16
bntional electromagnetic interference
|

ctric.adnd electronic systems, thus disrupting, confusing or damaging these systems
orist or criminal purposes

this

a|Il

ntional~malicious generation of electromagnetic energy introducing noise or signals ipto

for

[SOURCE: IEC 61000-2-13:2005 [3], 3.16]

3.1

A7

L band

rad

ar frequency band between 1 GHz and 2 GHz

[SOURCE: IEC 61000-2-13:2005 [3], 3.17]

3.1
me

.18
soband signal

signal or waveform with a pbw (see 3.1.19) value between 1 % and 100 % or a bandratio

bet

ween 1,01 and 3


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 © |IEC 2020 -13 -

[SOURCE: IEC 61000-2-13:2005 [3], 3.18]

3.1.19
percentage bandwidth
pbw

bandwidth of a waveform expressed as a percentage of the centre frequency of that waveform

Note 1 to entry: The pbw has a maximum value of 200 % when the centre frequency is the mean of the high and
low frequencies. The pbw does not apply to signals with a large DC content (e.g., HEMP) for which the bandratio

decades is used.

[SOURCE: IEC 61000-2-13:2005 [3], 3.19]

3.1.20

port-of-entry

Po

physical location (point) on an electromagnetic barrier, where EM energy may.‘enter or ex
topological volume, unless an adequate PoE protective device is provided

Notg 1 to entry: A PoE is not limited to a geometrical point.

Notg 2 to entry: PoEs are classified as aperture PoEs or conductive PoEs according to the type of penetrat
Thely are also classified as architectural, mechanical, structural or electrical PeEs according to the functions
serye.

ion.
hey

[SOURCE: IEC 61000-2-13:2005 [3], 3.20, modified — The second term "point-of-entry" has

be¢n removed.]

3.1[.21
pulse
transient waveform that usually rises to a peak value and then decays, or a similar wavefd
that is an envelope of an oscillating waveferm

[SQURCE: IEC 61000-2-13:2005 [3],:3-21]

3.1).22

pulse repetition frequency.
prf
number of pulses per unit.time, measured in Hz

3.1.23
radiated HPEM'environment

high-power electromagnetic fields with peak electric field levels that typically exceed 100 Vim

[SQURCE: IEC 61000-2-13:2005 [3], 3.22]

3.124
rE¢ay

measured or known electric field multiplied by the distance at which it was measured to give
equivalent voltage at a distance of 1 m from the antenna

3.1.25

sub-hyperband signal

signal or a waveform with a pbw value between 100 % and 163,4 % or a bandratio betwee
and 10

[SOURCE: IEC 61000-2-13:2005 [3], 3.23]

an

n3
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3.1.26

transient

pertaining to or designating a phenomenon or quantity which varies between two consecutive
steady states during a time interval which is short compared with the time-scale of interest

Note 1 to entry: A transient can be a unidirectional impulse of either polarity or a damped oscillatory wave with the
first peak occurring in either polarity.

[SOURCE: IEC 60050-702:2019 [20], 702-07-781, modified — The words "pertaining to or
designating a" and the note have been added.]

3.1.27

ultfawideband
UWB
sighal that has a percent bandwidth greater than 25 %

[SQURCE: IEC 61000-2-13:2005 [3], 3.25]

3.2l Abbreviated terms

AC Anechoic chamber

BCI Bulk current injection

CWwiI Complex waveform injection

DE Directed €nergy weapon

D Damyped sinusoid

D§lI Damped sinusoid injection

EFT Electrically fast transient

EM Electromagnetic

EME Electromagnetic environment

EMI Electromagnetic interference

EMP Electromagnetic pulse

ERTMS European rail traffic management system
EED Electrostatic discharge

EUT Equipment under test

FO Fibre optic

FOL Fibre optic link

FT Fourier transform

GNSS Global navigation satellite system
GPS Global positioning system

GSM-R Global system for mobile — rallways
GTEM Gigahertz transverse electromagnetic
HEMP High-altitude electromagnetic pulse
HIRA Half impulse radiating antenna
HIRF High-intensity radiated field

HPD Horizontally polarized dipole

HPEM High-power electromagnetic

HPM High-power microwave

IC Integrated circuit

IEMI Intentional electromagnetic interference
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IFT Inverse Fourier transform

IRA Impulse radiating antenna

LEMP Lightning electromagnetic pulse

LISN Line impedance stabilization network

LLSC Low level swept current

LLSF Low level swept field

LNA Low noise amplifier

MBA Minimum phase algorithm

NEMP Nuclear electromagnetic pulse

NLTL Non linear transmission line

OATS Open area test site

prf Pulse repetition frequency

SAC Semi-anechoic chamber

SE Shielding effectiveness

TE Transverse electromagnetic mode

TMR Triple modular redundancy

UAV Unmanned &erial vehicle

UFA Uniform field area

URSI Interational radio scientific union

UwB Ultra*wideband

VPD Vfertically polarized dipole
4 | General
The¢ use of electromagnetic sources to generate intentional electromagnetic interference (IEMI)
is of increasing concern as the,reliance of society on technology increases significantly. Many
technical papers have been published that show the effects of IEMI are cause for concern; they
ard summarised in [1], A summary of failure mechanisms at equipment level is provided in
Anpex A.

IENII can be included within the set of HPEM environments, which also include high-intengity
radiated fields) (HIRFs) generated by radio and radar systems, lightning electromagnetic pylse
(LEMP) and-electrostatic discharge (ESD).
The JEC/defines IEMI (see 3.1.16) as "intentional malicious generation of electromagng¢tic

engrgy” introducing noise or_signals into electric and electronic_systems, thus disrupting,
confusing or damaging these systems for terrorist or criminal purposes".

Within this definition it is possible to also include jammers, which are designed to overload
antenna receiver circuits (front doors) by operating at or close to the victim receiver frequency
of operation. Jammers typically require low power to operate due to the fact that receivers are
designed to operate at very low power levels (nW or less). More information on the issue of
jammers can be found in Annex G.

This document complements |EC 61000-4-25 [2], which deals with high-altitude
electromagnetic pulse (HEMP) immunity test methods for equipment and systems.
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5 |IEMI environments and interaction

5.1 General

There are many types of sources which are capable of generating electromagnetic
environments potentially causing intentional electromagnetic interference (IEMI). IEC 61000-2-
13 [3] discusses the various environments that can be generated and categorises them in terms
of time characteristics, frequency range and bandratio. Further details and actual examples are
included within Annex B.

undlerstanding of the environment in which the victim equipment or system will be required to
opg¢rate. Within this document specific focus is provided for victim equipment that is integrafed
within a site or other fixed installation and it is generally assumed that such equipmentys houged
within a building.

A Key requirement of developing TEMT fest methods and fest Tevels is to achieve a g(t{od

IENIl phenomena are unlike other EMC standardised phenomena where assumptions can|be

made about the general or average disturbance level arriving at victim equipment pofts.

Important parameters related to the IEMI interaction with victim systems which will affect the

tesf level include:

a) |IEMI source parameters

1) frequency range of the source,

2) peak and average power of the source

3) pulse width, pulse repetition frequency, burstienhgth of the source,

4) source mobility,

5) technical complexity of the source,

6) antenna characteristics and/or condu¢ted injection method characteristics

b) |the protection level of the equipment\system or installation

1) the range or distance betweenthe IEMI source and the victim electronics,

2) the propagation channeklloss including the properties of the intervening barriers
(attenuation and absorption).

Onte these characteristicsof the IEMI| source and environment are well understood, then
appropriate test methods and test levels for ports on the victim equipment can be determingd.

Ong approach would be to take all of the IEMI source parameters of interest and combine them
sugh that one set of test levels is derived. The disadvantage of this approach is that, sholuld
effxcts be observed, it would be difficult to assign them to any single IEMI parameter set| In
addlition the_combination of widely varying waveform characteristics would likely result in|an
extreme-set of test levels.

SO 1"1C :EM: QUUTUTO UUIICIdtU VVdVCfUIIIIDIIUIIV;IUIIIIICIItD thdt dl'cT D;III;:GI tU Uthcl c:UthUIIIaHII tIC
(EM) environments, for example electrostatic discharge (ESD) or lightning electromagnetic
pulse (LEMP). Analytical methods can be used to determine the amount of similarity between
IEMI environments and other EM environments, in particular through the use of waveform norms
(see IEC 61000-4-33 [4]). Any deficiencies in the test evidence could be made up through
increasing the distance between the IEMI source and the electronic systems of interest or by
undertaking testing focussed on specific frequencies.


https://iecnorm.com/api/?name=5535186b7b6d54e601cf6c112d5304fc

IEC 61000-4-36:2020 © |IEC 2020 -17 -

5.2 IEMI environments

5.21 Technical capability groups

IEMI sources vary in complexity. It is therefore important to understand the relationship between
this complexity and the technical capability of the perpetrator. This document defines three

levels:

a) Novice — Individuals or small groups with minimal technical or financial support.

b) Skilled — Moderately well-funded adversaries with training and expertise in relevant

technology
~J

c) | Specialist — Well-funded adversaries with post-graduate level training and access
substantial research capabilities, resources and funding.

WHhen considering the IEMI sources of interest it is important to consider the /deploym

scgnario.

5.2.2 IEMI deployment scenarios

IENIl sources can be packaged and deployed in different ways, although-this generally depell;ds
on [the technical capability of the designer and the available resources. A set of potential

scgnarios for deployment of IEMI generators is given in Table 1.

Table 1 — Possible IEMI deployment{'scenarios

to

ent

Deployment

Example use

Victim interaction

Technical

pod, or dropped (i.e., E-bomb).

scenarios capability groupg
Man portable Carried to the victim and used while iq Direct Novice
possession of the adversary. Could,be ) )
assembled in place. Radiated Skilled
Conducted
Hgnd delivered Carried to the victim and concealed, Direct Novice
perhaps remotely activated. Could be . .
assembled in place. Radiated Skilled
Conducted
Fixed installation | Set-up in a space adjacent to the victim, i.e. Radiated Novice
an adjoining room or building. )
Conducted Skilled
Specialist
Adtomotive / Mounted inside a pick-up truck or on the Radiated Skilled
marine delivered after deck of a marine vessel. -
Conducted Specialist
Aif delivered Installed inside an aircraft bay, carried as a Radiated Specialist

5.20.3~" Radiated IEMI environment summary

Table 2 provides a summary of threat source environments defined by capability group.
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Table 2 — Summary of high power radiated IEMI source output (rE¢,,) by capability group

Category IEMI source IEMI source name or technology type rEg, (V) Far field
type boundary
(approx.)
Hyperband ESD gun 5000 1m
Novice
Hypoband Microwave oven magnetron 2 000 Tm
Hyperband Commercially available solid state pulser 60 000 Tm
(e.g. pockels cell driver)
Skllled Meaesoband f‘nmmarnially available. plllcnr 120000 2.m
Hypoband Radar 450 000 5m
Hyperband Military demonstrator (e.g. jolt) 5 300 000 50"m
Specialist Mesoband Military mesoband demonstrator 500 000 5m
Hypoband Military hypoband demonstrator 30 000 000 50 m
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[E Table 2 does not include jammers. These are discussed in Annex G.
4 Published conducted IEMI environments

ike the situation with radiated IEMI sources, examples of ¢onducted IEMI sources are |
hmon. However, it has been shown that many conducted{EMC tests exist within publish
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an:[:hat the sources that generate these test waveforms can be uprated or applied to equipm

lian EMC documents such as IEC 61000-4-18 [5], IEC.61000-4-4 [6] and IEC 61000-4-25

ts in a different way or otherwise used for malicious effect. There are also various milif
dards that contain relevant conducted tests.

Interaction with victim equipment, systems and installations
1 General

magnitude of the IEMI environment impinging on a victim system is primarily depend
n two factors:
the range or distance between the IEMI source and the victim electronics;
the propagation loss,.including the attenuation properties of intervening barriers.
5 important to notethat radiated IEMI interacts not only with apertures and structures,

b cables. The total EM disturbance presented to the victim electronics inside is therefor
ction of the_direct radiated IEMI and the coupling of this IEMI to EM conductors such

cal]

radiated IEM] ‘environment of concern, an assessment of the transfer of the IEMI to the vig
eleptronicsrinside the building is required and this should include any attenuation afforded
the] building material, propagation loss and any other aspects that can affect the resul
curnrents or voltages presented to the equipment.

les, pipe<work and ducting. When determining an appropriate test level for a particy
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Figure 1 shows a typical radiated and conducted IEMI scenario with a vehicle-mounted IEMI
source illuminating a building and separately injecting into a power cable. The fields generated
by the radiating source penetrate through apertures and separately couple to conductors (both
outside and inside the building), generating induced currents and voltages that can affect the
victim electronic equipment. The current/voltage generated by the conducted source is coupled
to the conductor, allowing it to propagate inside the building and potentially affect electronic
equipment.
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Figure 1 — Example of radiated and conducted
IEMI interaction with a building
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molde or differential mode) can result in very different path losses during the propagation.

5.3.2 Protection level

Given the discussion above it can be implied that victim electronics located inside equipme
sydtems or installations will have_an "inherent protection level" which is a function of
physical distance between the TEMI source and the victim electronics and the loss in
prgpagation channel. A discusSion on the radiated and conducted interaction of IEMI sour
within buildings is provided-intfAnnex C.

Examples of protectionlevels are indicated in Table 3. These levels have been identified usl
theg] information in-Annex C. However, it is highly important that the actual protection leve] is
quantified throughsmeasurements, possibly as part of a site survey. Test methods which can

useg

transformers) should be considered when determining the currents and voltages presen
he electronic equipment. It should also be noted.that different coupling modes (i.e. com

hould be noted that cable attenuation and attenuation afforded by lumped components (sn\Fch

d to assessithe barrier attenuation/propagation loss are discussed in Clause 6.

Table 3 — Examples of protection levels

ed
on

nt,

the
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Example of Assumed range to Path loss Assumed barrier Total EPL
protection Tevel victim attenuation

(EPL) rating (m) (dB) (dB) (dB)
EPLO 2 6 0 6
EPL1 10 20 0 20
EPL2 12 22 4 26
EPL3 18 25 7 32
EPL4 30 29,5 11 40,5
EPL5 30 29,5 18 47,5
EPL6 35 31 29 60

NOTE The path loss equates to the assumed threat to the victim range expressed in dB relative to 1 m.
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The EPL should be considered when deriving the applicable IEMI immunity test parameters
discussed in Clause 7. In the absence of actual data the generic EPLs in Table 3 can be used.

6 Test methods

6.1 Derivation of applicable test methods

A detailed discussion on test methods is included in [IEC TS 61000-5-9 [7]. The test methods
summarised below encompass the evaluation of the "example protection level" and the
imn ||nity test level for pntpnfinl victim pqllipmpnt

As|IEMI falls into two main categories, namely radiated and conducted, the methods for t€sting
against IEMI fall broadly into the same categories.

Testing against radiated IEMI can be undertaken with the IEMI source of interest, a simulated
enyironment such as that shown in IEC TR 61000-4-35 [8], or by injecting thé&signal expecfed
to be induced into conductors by exposure to the IEMI radiated environment. The latter relies
on knowledge of the transfer function2 of each conductor of concern (typically these conductprs
arg cable bundles that carry power and/or data that is vital to the.gontinuing function of the
equiipment or system).

Testing against conducted IEMI is typically undertaken with’either the IEMI source directly or
with a conducted simulator. Although it is possible to useca‘radiated method to assess against
the| effects of conducted IEMI, it is not commonplace.

Onge the preferred test methodology has been agfeed, it is possible to determine the requifed
test levels.

Figure 2 shows the options available whemtndertaking an assessment of the effects of IEMI
on [equipment or systems.

2 A measure of internally induced current or electromagnetic field as a result of an externally illuminating
electromagnetic environment.
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Figure 2 — Assessment options

sideration is given to those aspects of the test set-up that can have a significant impact

5 essential that testing is conducted in a representative configuration and that cargful

on

t results, for example cable layout. If the requirement is for equipment to be immune to IB

all other cases, testing with the equipmient powered and functioning is essential. Resea
shown that transient effects can beisignificantly enhanced when the equipment is b

e operations or memory intensivé functions.

ummary of test methods:that can be used for the assessment of equipment or systems
effects of IEMI is provided below.

Derivation oftransfer functions

nsfer functions.are essential for any equipment or system that is to be tested against

protection*level of a victim installation.

nsfer’functions can either be measured (using techniques such as those discussed

IE

En in a power-off configuration, then testing with the equipment powered off is applicajle.

EMI

ch
ing
ard

to

the

ate

in

TS 61000-5-9 [7]) or generated analytically using some understanding of relevant geom

try.

Transfer functions provide the means of estimating induced currents or voltages on conductors
as aresult of an EM field illuminating the conductor or from an EM source injected onto external
cabling. Transfer functions are generally measured over a broad frequency range
(e.g. ~1 MHz to ~1 GHz) and enable predictions to be computed for any IEMI environment with
similar frequency content. Transfer functions can be extended to tens of GHz by measuring
internally induced EM fields and reflecting the change in dominance of the interaction

me

chanism from cable coupling to aperture coupling.

For applicable test methods and test set-up see IEC TS 61000-5-9 [7].
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6.3 Radiated tests using IEMI simulator

IEMI simulators are becoming increasingly available as the threat of IEMI is understood and
accepted to pose real risk to the continuing operation of electronic equipment.
IEC TR 61000-4-35 [8] contains details on IEMI simulators and their respective parameters.
The equipment under test (EUT) shall be set-up in a representative condition of its intended
use for the results to be indicative of the EUT response when fielded. The use of IEMI simulators
to assess the protection level of an operational installation is not recommended since it can
present a significant interference risk.

FO- annlicahla tact mathade and tact ot in ~AFf IERMMI cnirnn
TP PITCToTC e o et oo oot oot Tup— O =TV o ouT S

ccoa lEC TD 81000 4 25 [Q1]
co—StCT o TT O TUTUT OO O]~

6.4 Radiated tests using a reverberation chamber

IEG TR 61000-4-35 [8] also provides some examples of reverberation chambers. Reyerberatjion
chambers can be used to produce the high field levels for equipment level testing and are us¢ful
for|testing of a material’s shielding effectiveness in accordance with IEC 61000-4-21 [9].

Cafre should be taken to understand how the results of measurements made within a
revierberation chamber compare with the realistic case of IEMI interaction which is closer tp a
plane wave phenomenon. This difference is discussed in Annex D:

Fort applicable test methods and test set-up see IEC 61000-4-21 [9].

6.5 Complex waveform injection (CWI)

This method takes the predicted currents from{transfer functions and injects them opto
conductors one-by-one whilst monitoring for effegts. The injected waveforms are a function of
thel resonances measured by the transfer funétion and the environment itself and are compllex
in mature, i.e. they contain many frequencies: Further details on this method can be found in
Anpex E.

6.60 Damped sinusoidal injection,(DSI)

This method uses single frequency damped sinusoidal waveforms and is generally requireqd to
be [repeated across many frequencies to give an indication of how an EUT can respond to|an
IENI environment. For applicable test methods and test set-up see IEC 61000-4-12 [10] and
IEC 61000-4-18 [5].

6.7 Electrostatic,discharge (ESD)

Testing to IEC, 61000-4-2 [11] provides confidence of the continuing operation of the EUT afs a
result of ESD> ESD is a complex event generally characterised by a fast transient with a rige-
time of thesorder of hundreds of picoseconds and a pulse-width of tens of nanoseconds. This
information may be used to infer likely susceptibility to certain IEMI environments via fhe
gemecation of radiated fields.

For applicable test methods and test set-up see IEC 61000-4-2 [11].

6.8 Electrically fast transient (EFT)
The EFT test has parameters that compare favourably with certain IEMI conducted

environments, and data from the test defined in IEC 61000-4-4 [6] may be used to indicate the
response of an EUT to IEMI.

For applicable test methods and test set-up see IEC 61000-4-4 [6].
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6.9 Antenna port injection

This type of test provides valuable information on the response of transceiver systems to the
effects of IEMI including jammers which are discussed in Annex G. The IEMI environment of
interest shall either be used directly to inject signals into the antenna port or to determine
(through the use of transfer functions) those signals that would exist at the associated
electronics. Figure 3 shows a typical EUT with various ports including an antenna port.

EUT .
AC mains power port

Optical fibre port

Enclosure port
L

RF modulator output

port DC network power port

Broadcast receiver
tuner port

Wired network port

Antenna \

Antenna port

/ Signal/control port

IEC

Figure 3 — Examples_ of ports

In general, antenna ports are commonly subjectedto an ESD test. Also covered under 6.7, this
is |ikely to provide useful information concerning the response of antenna ports to IEMI
enyironments.

7 | Test parameters

7.1 Derivation of immunity test parameters

The key to deriving immunity~test levels lies in understanding the IEMI source of interest, the
immunity requirement of the equipment or system that is to be assessed and the protection
levgl for a given scenatio.

For example, if the)equipment or system is to be located within a secure facility (assumjfing
20 [dB of attenuation for physical barriers) and such that an IEMI source cannot be any cloker
than 50 m (distance) away, this provides a useful bound on the test level. It can be prudenf to
consider some margin to deal with issues such as measurement uncertainty or measuremgnt
lim|tatign Mo ensure that the test results carry a high level of confidence. This gives a s¢lid
foundation for developing the required test level. Once this is understood, the test levels ¢an
be lderived using a radi I j ¥i a j as
discussed in 6.2.

Subclause 7.2 indicates generic test parameters based on the skilled category using the
environment levels derived in Table 2 and the examples of protection levels indicated
in Table 3.

7.2 Radiated test parameters
7.21 Generic hyperband test parameters (skilled capability group)

Table 4 defines the immunity test levels for hyperband IEMI environments (i.e. those with a
bandratio = 10).
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Table 4 — Generic hyperband test parameters (skilled capability group)

EPL Amplitude Rise time Pulse width prf Burst duration
(V/m) (ps) (ns) (Hz) (s)
EPLO 30 000
EPLA1 6 000
EPL2 3 000
EPL3 1500 100 to 500 0,2to 5 1to 1 000 1to 10
ERE4 565
EPL5 252
EPL6 60
NOTE Any combination of waveform parameters in Table 4 will result in a different frequencyspectrum of the
wgveform applied during the test. In some cases, this will result in a test that is less severe whén“eonsidering the
ovierall content or the associated maximum derivative of the applied waveform.
All[combinations of the parameter ranges given in Table 4 are not_simultaneously achievaple
with existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.
Table 5 shows a description of the radiated hyperband test'\waveform and other important fest
parameters.

Table 5 — Radiated hyperband test wavéform and other pulse parameters

Bandratio

= 102

Pulse to pulse amplitude reproducibility

amplitude (E-field) + 10 %P

Rise time

100 ps to 500 ps + 20 %

Pulse width

0,2nsto5ns +20 %

Pulse repetition frequency

1 Hz to 1000 Hz £ 10 % °

Burst duration

1sto10s+ 10 %°

Minimum number of’bursts

1

Minimum burstinterval (period)

2s5s+20%

Radiated E-field“exposure test level

selectable according to Table 4 + 20 %

Field polarization

selectable, horizontal or vertical, or both

10.

The 3 dBybandratio of the hyperband waveform is measured and confirmed that it is greater than or equ

| to

The.mean amplitude of the pulses in a burst is used. The reproducibility of the pulse amplitude (the flatrless
ofthe burst envelope) is important to control in order to accurately describe the test level used during expospire.

An example of a hyperband waveform is given in Figure 4.
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Figure 4 — Example of hyperband waveform

2 Generic mesoband test parameters (skilled capability group)

IEC

20

bse types of IEMI environment are characterised by,a damped sinusoidal waveform. Table 6
tains the test levels and associated parameters.At\should be noted that any combination of
yeform parameters in Table 6 will result in a different frequency spectrum of the wavefgrm
applied during the test. In some cases, this will\result in a test that is less strenuous when
sidering the overall content or the associated maximum time derivative of the applied

Veform.

Table 6 — Generic mesoband'test parameters (skilled capability group)

EPL Amplitude Dominant Damping Pulse Burst duratign
frequency, factor, repetition
Epk Sy frequency
(prf)
(Vim) (MHz) 0 (Hz) (s)

EPLO 60000
EPLA1 12 000
EPL2 6000
EPL3 3 000 80 to 500 5to 20 1to 1 000 1to 10
EPI4 1130
EPL5 504
EPLo 120

It should be noted that not all combinations of the parameter ranges given in Table 6 are
simultaneously achievable with existing IEMI sources. Once a test level is selected, some
parameter variation is recommended within the stated parameter ranges if possible.

The waveform shape is well described by damped sine waves as shown in Formula (1).

_ﬂfcy .
E(t)=kE, e /“sin(2zfy)

(1)
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where, k is a normalising factor, fy is the dominant frequency of the oscillation and ¢ is time.

The mesoband bandratio values of 1,01 to 3 can be shown by Formula (1) to correspond to Q-
factor values of ~5 to 100, as shown in Table 7, however Q-factor values of between ~5 to 20
are more typically observed from IEMI generators and through IEMI and HEMP coupling to
cables. Further information can be found in IEC 61000 2-13 [3].

Table 7 — Comparison of quality factor (Q) with bandratio

Quality factor Normalising Bandratio
factor
0 k
4,8 1,171 3,00
5,0 1,164 2,87
10,0 1,080 1,81
15,0 1,053 1,51
20,0 1,040 1,36
100,0 1,008 1,01

Table 8 shows a description of the radiated mesoband test waveform and other important fest
patlameters. For more detail information, see Annex B.

Table 8 — Radiated mesoband waveformand other pulse parameters

Dominant oscillation frequencies? 80 MHz to 500 MHz + 10 %P
Bandratio shall be within the range 1,01 to 3°
Pulse to pulse amplitude reproducibility amplitude (E-field) + 10 %
Pulse repetition frequency 1 Hz to 1 000 Hz ®
Burst duration 1s to 10s £ 20 % °
Minimum number of bursts 1
Minimum burst interval (périod) 2s+20 %
Radiated E-field exposure test level selectable according to Table 6 + 20 %
Field polarization selectable, horizontal and vertical or circular

a8 | Dominant oscillation frequency is defined as the dominant frequency (the frequency with the highest spectfal
magnitude centribution) identified from a Fourier transformation of the measured time domain waveform.

These arevranges of recommended values. The user selects values appropriate to the situation. A minimgm
numbgnofthree frequencies is recommended to cover the frequency range of mesoband sources.

¢ | Then3'dB bandratio of the mesoband waveform is measured and it is confirmed that it lies within the range
1,01 to 3.

The mean amplitude of the pulses in a burst is used. The reproducibility of the pulse amplitude (the flatness
of the burst envelope) is important to control in order to accurately describe the test level used during exposure.

An example of a mesoband waveform is given in Figure 5.
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7.23 Generic hypoband test parameters (skilled capability group)
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Figure 5 — Example of mesoband waveform
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Table 9 gives the test levels for hypoband/narrowband IEMI which are characterised by |ow
relative bandwidth, centre frequencies of 21*GHz and an associated pulse repetition frequency
of ¥ 1000 Hz.
Table 9 ~ Generic hypoband/narrowband
test parameters (skilled capability group)
EPL Amplitude Pulse width Pulse repetition Burst duration
frequency
(Vim) (us) (Hz) (s)
EPLO 225 500
EPL1 45 000
EPLZ 22 550
EPL3 11 300 0,01 to 10 1to 1000 1to 10
EPL4 4 240
EPL5 1890
EPL6 450
NOTE Any combination of waveform parameters in Table 9 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less severe when considering the
overall content or the associated maximum derivative of the applied waveform.

All combinations of the parameter ranges given in Table 9 are simultaneously achievable with
existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.

An example of a hypoband/narrowband waveform is shown in Figure 6.
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Figure 6 — Typical hypoband/narrowband waveform

7.3 Generic conducted IEMI test parameters

7.3.1 General

This document defines conducted IEMJ}test levels in Table 10. The user shall define sped
test levels relevant to a specific IEMIenvironment by following the process in Clause 6.

Table 10 — Conducted IEMI test levels
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Voe I Waveform Basic document
\Y A
100 2 Damped sinusoids? IEC 61000-4-18 [5]
250 5 Damped sinusoids? IEC 61000-4-18 [5]
500 10 Damped sinusoids? IEC 61000-4-18 [5]
1,000 20 Damped sinusoids? IEC 61000-4-18 [5]
2 000 40 Damped sinusoids? IEC 61000-4-18 [5]
4 000 80 Damped sinusoids? IEC 61000-4-18 [5]
4 000 80 5/50 ns IEC 61000-4-4 [6]
8 000 160 5/50 ns IEC 61000-4-4 [6]
16 000 320 5/50 ns IEC 61000-4-4 [6]
NOTE 1 Voltage and current levels shown in the table are for common mode values.
NOTE 2 For the two highest immunity test levels, it is sufficient to test with a single pulse.
a8 |EC 61000-4-18 [5] defines the following test frequencies: 3 MHz, 10 MHz and 30 MHz. Depending on the
characteristics of the incident IEMI electric field, tests can be recommended for damped sinusoids with
frequencies of 100 MHz or 300 MHz using the waveshape defined in IEC 61000-4-18 [5].
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7.3.2 Characteristics and performance of the fast damped oscillatory wave generator

Subclause 7.3.2 details the characteristics and performance requirements of the fast damped
oscillatory wave generator required to undertake the testing referred to in Table 10, footnote a.

The waveform of the fast damped oscillatory wave is given in Figure 7.

100% -—'.;I-"
T %

/\/\/\/\
UV

Fla T Omcilaion pesiod

Fimer firme:

IEC
Figure 7 — Waveform of the damped oscillatory wave (open circuit voltage)
OpEn circuit specifications associated with Figure 7 are given in Table 11:

Table 11 —-Open circuit specifications

Vdltage rise time (7, in Figure 7) 5ns =30 %

Vdltage oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 10 %
PlIse repetition frequency 5000 Hz +10 %

Dgcaying (see Figure 7) Pkg shall be > 50 % of the Pk, value

and Phyq shall be < 50 % of the Pk, value

Bdrst duration 3 MHz: 50 ms = 20 %

Byrst period 300 ms + 20 %

Oytput impedance 500 +£20 %

Opencircuit voltage Pk, value, 100 V to 4 kV + 10 % (see Figure 7)
Phase relationship with the power frequency No requirement

Polarity of the first half-period Positive and negative

a8 Oscillation frequency is defined as the reciprocal of the period between the first and third zero crossings after

the initial peak. This period is shown as T in Figure 7.

Short circuit specifications associated with Figure 7 are given in Table 12:
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Table 12 — Short circuit specifications

Current rise time (7, in Figure 7): 3 MHz: < 330 ns
10 MHz: < 100 ns
30 MHz: <33 ns

Current oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 30 %

Decaying (see Figure 7) Pkg shall be > 25 % of the Pk, value and Pk,, shall be
< 25 % of the Pk, value

Shert-cHetH-—curent (Dl1 \l'n|||n) 5-A-+te-80-A-—209

a | Oscillation frequency is defined as the reciprocal of the period between the first and third zero crossings,affer
the initial peak. This period is shown as T in Figure 7.

7.4 Tailored test level derivation

The test levels defined within 7.2 and 7.3 are provided to allow the reader{to apply generic IEMI
tesf levels to equipment and systems where prior knowledge of a partictlar IEMI environmgnt
is not available.

For situations where one or more specific IEMI environments are the subjects of the assessmgnt,
tailpred test levels shall be derived by considering the sourcé+to-victim path using the followjing
steps:

a) |understand the IEMI threat environment of particular interest

b) | measure the protection level by obtaining transfer function (coupling) data

1) develop analytically

2) measure

c) |predict induced currents/voltages/fields/power at the location of the equipment/systems
d) | create an envelope predictions

e) |assess immunity of equipment/systems

1) inject predicted induced;waveforms into equipment/systems

2) compare injected results with existing immunity data (if available)

7.9 Relevance of EMC immunity data

Immunity data from’/general EMC testing can be useful in determining whether testing to the
levels presentédiwithin this document is necessary to declare immunity to IEMI environments.
A rigorous mathematical approach utilising waveform norms should be used as the basis|for
sugh assessments. Further information on the application of waveform norms can be found in
IEG 61000-4-33 [4].

Measurement uncertainties, whose quantitative calculations are possible, for example, intensity
of projected electric field, discharge voltage of static electric test facilities, current induced in
cables, etc., shall be included in any test report. It can be necessary to consider the use of
additional test margins to take account of limitations in test methods; further details on this
subject can be found in Annex F. Additionally, any test reports shall include the statement that
test results are dependent on the test conditions and configuration of the tested equipment, and
the note that the test results are, therefore, only valid for the cases specifically under identical
test conditions, test methods and equipment configuration.

Information and determination of measurement uncertainty for EMC testing can be found in
CISPR TR 16-4-1 [12], CISPR 16-4-2 [13], CISPR 16 4-3 [14], CISPR16-4-4 [15] and IEC TR
61000-1-6 [16] and are equally applicable to the determination of measurement uncertainty for
IEMI test results.
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Annex A
(informative)

Failure mechanisms and performance criteria

A.1 General

Electronic components and subsystems are essential parts of modern systems like airplan

grdwing over the vulnerability of electronic systems. Therefore the susceptibility of\crit

sydtems is of vital interest since an upset or failure in these systems could cause m3j

acgidents or economic disasters. As a consequence, the investigation of the susceptibility
elegtronic systems as well as their protection and hardening against IEMI threats is of gr
intgrest [A.1]3, [A.2], [A.3], [A.4] and [A.5].

There have been several documented cases, where high-power electromagnetic (HPH
enyironments caused unwanted action or failure. In addition the last.decade has witness

es,

M)
ed

wofldwide numerous IEMI susceptibility investigations. Published reports of such investigatipns

dogument a variety of observed effects such as:

— |disturbed screens (flickering of screens, distorted displays,black screens),

— |display of wrong data,

— |corruption of signals and data (signal drifts, corruption of signals, lost data),

— |false response of sensors and systems,

— |unintentional response or action of systems.(movement of actuator, change of course),
— |decreased performance (reduction of computational performance, data transfer),

— |hang up of software,

— |reboot of digital devices (computer;’controller, processor),

— |destruction of components.

Dug to the large range of observed effects, the systematic assessment (fail/pass) as well

thel development of sufficient protection measures require a classification of the effects and
failure mechanisms, which summarise the essential information.

A. Failure mechanisms

A.2.1 General

as
the

If the observed effects are analysed with regard to the underlying failure mechanism, five mlain

categories can be extracted:

1) noise

2) parameter offset and drifts
3) corruption of information

4) system upset or breakdown

5) component destruction

3 Numbers in square brackets refer to the references in Clause A.5.
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Any of these mechanisms can occur on a system as a result of an incident EM environment,
sometimes with disastrous consequences. Further details are given for each of the categories

bel

ow.

A.2.2 Noise

Electromagnetic disturbances can raise the noise level on signal and power lines, which results
in flashing of displays or reduced data rates.

In a particular case of jamming the IEMI source (jammer) operates at or close to the frequency

of pperation an € iInduced noise level overloads the receiver circuits. DUe to the fac
regeivers are designed to operate at very low signal levels, jamming typically requires-|

radiated power.

A.2
Pa
sig
sig
is d

[So

.3 Parameter offset and drifts

ameters of analogue circuits are subject to changes (e.g. offset, drift).caused by indu
nals. According to the application, these parameter changes can result in distortiong
nals and/or false control signals and affect control circuits as well as-the system status. T|
hown in Figure A.1:

nopmal, operation

IEMI e posure

IEC

irce: Bundeswehr Research Institute for Protective Technologies and NBC-Protection, WIS.]

Figure A.1 — IEMI induced offset of sensor output —
Corruption of information

jécted signdls are capable of changing bits of a data stream and of corrupting transferf

hat
bSS

ed
of
his
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Figure A.2 — Collision of an induced disturbance with data bits [A.1]

A.2.4 System upset or breakdown

A qystem upset or breakdown is the inability of a physically undamaged.,system to perform|its
degired function. Upsets and breakdowns are caused by electromagnetic disturbances that pre
capable of affecting the logic state of an electronic system (e.g. by)riggering digital devices by
changing counters or altering the state of logic circuits). After a‘reset (self, external, or poyer
reset), the system will return to its usual capabilities.

A.3.5 Component destruction

Insulating layers of printed circuit boards or comiponents (e.g. integrated circuits) can|be
sernsitive to interfering disturbances. If the dielectric insulation is too thin, induced voltage
sighals can cause an electrical breakdown. The resulting component destructions range frjom
flaghover effects over melted lines to bond wire destruction (see Figure A.3).

IEC

Figure A.3 — Examples of destruction on a chip [A.2]

The identification of which destruction mechanism occurs requires additional detailed
examinations of the system (e.g. opening of integrated circuits (ICs) and detailed on-chip
investigation). As the destructive effects are of a permanent nature, usually the time
consumption of such additional examination is not a problem. In contrast, the temporary nature
of interferences requires a real-time measurement of signals and additional measurements,

which enable observation, storage and analysis of the internal stages of the system under
investigation.
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A.3 Effect of pulse width

Electronic equipment generally responds to either the peak power or the average power of the
incident IEMI environment. Much data has been collected to determine the relationship between
peak and average effects [A.6], [A.7], [A.8], [A.9], [A.10], [A.11], and the trend from this data is

summarised in Figure A.4.

N\

Pulse width (us)

Figure A.4 — Generic failure trend as a function of pulse width
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Figure A.4 shows how the peak power for<ailure for a typical circuit will decrease as the pulse

width increases, corresponding to the average power failure mode. At the transition point
cir¢uit no longer reacts to the increasing average power and appears to depend only on

peak power corresponding to the peak power mode.

A domparison between the failure modes of typical older analogue equipment and newer dig
eqdiipment is given in several of the references. Most modern equipment cannot be defined
whplly analogue or wholly digital in nature, and the assumption that a single mechanism
responsible for the ,equipment susceptibility is a simplification. However, it is clear from

references that for many systems there is a dependency on pulse width and the peak po
required. Additionally, as indicated by the arrow in Figure A.4, faster circuits are generally m

sugceptible toyshorter pulse widths.

A. Performance criteria

the
the

ital
as
is
the
ver
bre

Determination of a system under test either passing or failing a test requires classification of
the test results in terms of the loss of function or the degradation of performance of the system
under test, relative to a performance level defined by its manufacturer or specified in the test

plan.

Recommended performance criteria are shown in Table A.1.
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Table A.1 — Recommended performance criteria

Performance Description
Normal Normal performance within specified limits.
Tolerable interference Appearing disturbances can be tolerated or do not influence the main
function.
Performance degradation The appearing disturbance reduces the efficiency and capability of the
system.
Temporary loss of function Temporary loss of function or degradation of performance which ceases

after the disturbance ceases. and from which the equipment under test
recovers its normal performance, without operator intervention.

Pgrsistent loss of function Temporary loss of function or degradation of performance, the correctior
of which requires operator intervention.

Pgrmanent loss of main function Loss of function or degradation of performance which is not recoverable,
owing to damage to hardware or software, or loss of data-

The¢ manufacturer shall define the performance criteria of the system under test in accordafce
with Table A.1.
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Annex B
(informative)

Developments in IEMI source environments

B.1 General

The use of eIectromagnet|c sources [B.1]4 to generate mtentlonal electromagnet|c mterference

electromagnetic energy introducing noise or signals into electric and electronic systems, thus
disfupting, confusing or damaging these systems fof terrorist or criminal purposes”.

Figure B.1 qualitatively presents several of theserelectromagnetic environments, along with the

nafrowband and wideband IEMI threats that@re the subject of this document [B.6].

~107 —_
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w
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o Significant spectral componentsup to ~10 MHz depending on range and application

Figure B.1 — A comparison of HPEM and IEMI spectra [B.6]

4 Numbers in square brackets refer to the references in Clause B.6.
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In August 1999 the problem of IEMI was recognized by the International Radio Scientific Union
(URSI) during a special session that resulted in an URSI resolution. The URSI “Resolution of
Criminal Activities using Electromagnetic Tools” [B.7] was intended to make people aware of
the following:

e The existence of criminal activities using electromagnetic tools and associated phenomena.

e The fact that criminal activities using electromagnetic tools can be undertaken covertly and
anonymously and that physical boundaries such as fences and walls can be penetrated by
electromagnetic fields.

e The potentially serious nature of the effects of criminal activities using electromagnetic tools
on the infrastructure and important functions in society such as transportatipn,
communication, security, and medicine.

e |That the possible disruptions of the health and economic activities of nations (ccould have
major consequences.

The¢ URSI Council recommended to the scientific community in generak -and the EMC
community in particular, to take account of this threat and to undertake the following actions:

— Perform additional research pertaining to criminal activities using electromagnetic tgols
in order to establish appropriate levels of vulnerability.

— Investigate techniques for appropriate protection agaifist criminal activities usfing
electromagnetic tools and to provide methods that can belused to protect the public from
the damage that can be done to the infrastructure by terrorists.

— Develop high-quality testing and assessment methods to evaluate system performance
in these special electromagnetic environments.

— Provide data regarding the formulation“of standards of protection and supgort
standardization work.

It dhould be noted that the International Electrotechnical Commission (IEC) added the IEMI
threat to its previous standardization workdealing with HEMP in 1999.

B.2 IEMI environment

In prder to understand the nature of IEMI threats it is necessary to understand the different
types of electromagnetic ‘environments that can be produced and that can affect expoged
equiipment. This document focuses mainly on radiated threats, although injected threats will|be
summarised.

In
high energy,since the electrical energy is delivered in a narrow frequency band. It is fairly e
to deliver fields in the order of many kV/m at a single frequency. Of course each system un
tesf can“tiave a vulnerable frequency that is different from others. Often the malfuncti
obgerved in testing equipment with narrowband waveforms are those of permanent damape.
Available test faciliti ing the narrowband or h nd waveform n found in an article
by Sabath et al. in [B.8].

erms of systenr vulnerabilities, the narrowband threat is usually one of very high power Ind

sy
Her

The wideband threat is somewhat different. Since a time domain pulse produces energy over
many frequencies at the same time, the energy density at any single frequency is considerably
less. Therefore damage is not as likely as in the narrowband case; however, it is easier to find
a system’s vulnerability since many frequencies are applied to the system simultaneously.
Sources that have been built in the past typically produce repetitive pulses that can continue
for many seconds, thereby increasing the probability of producing a system upset. Test facilities
producing these types of waveforms are described in an article by Prather, et al. [B.9].
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While the waveform characteristics are defined above, there are two primary ways that they can
be delivered to a system. One is through the application of radiated fields, and the other is
through injection along cables and wires. These two methods of delivery are consistent with the
general treatment of electromagnetic disturbances in the field of electromagnetic compatibility
(EMC) where nearly all environments and tests are defined in terms of radiated or injected
environments [B.10].

For radiated fields, it seems clear that frequencies above 100 MHz are of primary concern in
that they are able to penetrate unshielded or poorly protected buildings very well and yet couple
efficiently to the equipment inside of the building. In addition, they have the advantage that
an i ; et ; — 21 S a
qualitative view of how radiated fields can illuminate and couple to system electronics thradigh
rtures (e.g., windows) and through building wiring [B.3].
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Figure B.2 — Representation of typical IEMI
radiation and coupling onto systems [B.3]

For injected voltage's and currents, there are some differences in terms of the frequency range
of Interest. It is well established that if common-mode conducted signals are injected into the
power supply.eritelecom cables outside of a building, frequencies below 10 MHz (and pulse
widths widerthan 50 ns) propagate more efficiently than higher frequencies. Experiments| by
Paffenov_‘et’al. have shown that these “lower” frequencies can disrupt the operation| of
equiipment inside a building [B.11].

B.3 IEMI sources

The nature of IEMI sources [B.1] varies from very sophisticated sources being developed in
research laboratories and industry to threats hastily assembled by novices. The sophisticated
sources, termed directed energy weapons (DEWSs), occupy a parameter space that is illustrated
in Figure B.3 [B.1]. Note that the wideband (hyperband) sources tend to be at lower frequencies
and contain much less energy per pulse than the HPM (hypoband or narrowband) sources (see
Figure B.4). The sophisticated IEMI sources are increasingly higher power, increasingly more
compact, and can be operated repetitively. Recent advances at the Institute of High Current
Electronics, Siberian Branch of the Russian Academy of Sciences have taken advantage of
phase coherence to demonstrate a roughly N2 scaling in output power when N-separate HPM
sources are operated with phase coherence within 25 %. An example is shown in Figure B.7
[B.12].
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Figure B.3 — Parameter space in power/frequency occupied-by sophisticated IEMI
(i.e. DEW) sources in comparison to common-RF-systems [B.1]
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Figure B.4 — Peak power and energy from continuous and pulsed
(durations shown) microwave sources, narrowband and wideband
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have been conducted, see Figure B.4 [B.17]. Figure B.5 and Figure B.6 demonstrate the
achieved power levels.
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Figure B.6 — Peak versus average power for microwave
sources with duty factors indicated
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The duty factor for IEMI sources is the product of the pulse length and the pulse repetition rate,
and is of the order of 106 (10-5 at most).
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A prominent example of a mesoband source is the Diehl-Rheinmetall> briefcase sources, shown
in Figure B.8 [B.3].

project
Generation frequency 10 GHz
Microwave pulse duration 0,8 ns
Peak puise power X T,5GW
HVG type - Tesla transformer
FL impedance 250
Max FL charging voltage 700 kV
HV pulse length 10 ns
Pulse repetition rate up to 200)p-p.s.
Time of continuous operation up to(l-s

Solenoids power supply stored energy 3,5 MJ

- controllable tuning of the RF phase in each channel by NLTLs with
biased ferrites;
- enhancement of power density and number of chanpéls) N2
- what about longer pulse phase synchronization?
IEC

NOTE The system depicted is capable of radiating 6,0 GW atX<band [B.12].

Figure B.7 — Phase coherence‘leading to a compact HPM
source with N2 sgaling of output power

«  Diehl Munitions Systeme is marketing a small
interference source (in I&éng antenna)
- 350 MHz damp e field
- 120 kV/m at {m-(omni-directional antenna)
- 30-min continudus operation (5 pulses/s
or 3 hou bursts
- 20inx%16in x 8 in and 62 Ib

IEC

Figure B.8 — Briefcase mesoband DS source sold by Diehl-Rheinmetall [B.3]

The narrowband and UWB HPM sources just described are examples of sophisticated sources
that took considerable resources to design and develop. At the other extreme are sources that
can be constructed by novices using microwave ovens and other readily available components
(such as from radar systems). An example is shown in Figure B.9. Although such devices
radiated considerably lower powers than the sophisticated devices, at close range they can
have effects on exposed electronic systems.

5  The mesoband interference source briefcase is an example of a suitable product available commercially. This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of this product.
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An example of a Russian industrial scale electromagnetic weapon is the RANETS-ES, which
was advertised at an Asian air show during the last decade. RANETS-E has goals of achieving
operating parameters of 0,5 GW, 10 ns to 20 ns, 500 Hz in X-band, with 45 dB to 50 dB gain

antenna [B.1].

Figure B.9 — A do-it-yourself electromagnetic
weapon made from an oven magnhetron [B.13]

B.4 Published radiated IEMI environments

B.4.1

IEQ 61000-2-13 [B.14] presents several sources which could be considered as applicablg

IEC 61000-2-13 [B.14]

thel IEMI threat. These are summarised in Table B.1.

Table B.1-~1EMI environments from IEC 61000-2-13

to

Name Band Typical operating Electric field Source type
frequency
PHaser Hypoband or 1,1 GHz 2,3 kV/mat3 m Magnetron
narrowband

Digpatcher Mesoband 500 MHz 100 kV/m at 1 m Marx generator

Digrupter Hyperband 200 MHz to 2 GHz 500 kV/m at 1 m Impulse radiating
(instantaneous antenna-based
bandwidth) system

B.4.2 Mil-Std-464C

Mil-Std-464C [B.17] produced by the Department of Defense (DoD) discusses a wide range of
electromagnetic environments (EMEs) and provides detailed descriptions and characteristics of
the EME that military platforms/equipment could experience. It provides minimum performance
and test requirements for equipment. In addition to standard electromagnetic compatibility
(EMC) environments, version C includes a high power microwave (HPM) narrowband and

wideband electromagnetic environment.

6 RANETS-E is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of this product.
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Table B.2 and Table B.3 are taken from Mil-Std-464C [B.17]. Table B.2 provides field strengths
that exist at 1 km for the hypoband/narrowband threat HPM environment. HPM is a military term
used to describe a class of IEMI systems which can be used in military scenarios. Table B.3
and Figure B.10 provide a spectral magnitude description for wideband HPMs at a distance of
100 m. Of specific relevance here, it provides a table displaying the electric field spectral
distribution for wideband threats. It should be pointed out that the levels given in Table B.2 and
Table B.3 do not represent the verification requirements for a given system. For a given system
a unique HPM worst-case environment has to be defined based on the operational scenarios,
tactics and/or mission profiles of that system in combination with the types of HPM-weapons it

can encounter.

Table B.2 — Hypoband/narrowband HPM environment from [B.17]

Frequency range Electric field

(MHz) (kV/m at 1 km)
2 000 to 2 700 18,0
3600 to 4 000 22,0
4 000 to 5 400 35,0
8 500 to 11 000 69,0
14 000 to 18 000 12,0
28 000 to 40 000 7,5

Table B.3 — Wideband (mesoband/hyperband) HPM environment from [B.17]

Frequency range Electric field
q y 9 at 100 m engagement range
(MHz) (V/Im/MHz)
70 to 100 (mesoband) 33
100 to 150 (mesoband) 33
150 to 200 (mes@band) 7
200 to 225 (mesoband) 7
225 to 400 (mesoband) 7
40080 700 (hyperband) 1,33
700°to 790 (hyperband) 1,14
790 to 1 000 (hyperband) 1,05
1 000 to 2 000 (hyperband) 0,84
2 000 to 2 700 (hyperband) 0,24
2 700 to 3 000 (hyperband) 0,08

The table as published in the standard is very easy to misinterpret, however detailed scrutiny
and information from other sources [B.18] identify that the data presented in Table A-5 of Mil-
Std-464C:2010 [B.17] is a composite of the maxima of four wideband threat waveforms.
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Mil-Std-464C:2010, Table A-5. External EME for wideband HPM
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Figure B.10 — Wideband (mesoband and hyperband)(EME derived from [B.17]

Within Mil-Std-464C [B.17] the mesoband and hyperband EME is defined in terms of fhe
frequency domain's "electric field distribution" or "spe&etral magnitude". This information on| its
owh is not sufficient to provide an adequate reconstruction of the equivalent time domjain
wayeforms which are summarised by the distribution.

B.4.3 Selection of parameters for mesoband immunity test
B.4.3.1 General

Mesoband sources are typically used to produce radiated (rather than conducted) waveforms
and typically employ a dipole (6r-a derivative thereof) as the radiating element. The dipjole
dejiign strongly influences the:-dominant radiating frequency of the source. The dominpant
radiating frequency is herein-defined as the frequency with the highest spectral magnitiyde
contribution identified from+a Fourier transformation of the measured time domain wavefornj.

Mepsoband sources.‘are tuneable, such that the dominant frequency f4 of the source wavefgrm
can be altered. However, alteration of the dominant frequency is done by changing either
o |the pulsed.power supply;

e |the gas’ pressure, gas type, or gap spacing of the primary switch, if a Marx or Teslg or
derivative is employed;

o thediputeantenmatength/geometry;or

e any combination of the above.

Therefore tuning of mesoband sources cannot typically be achieved dynamically (during use)
and requires the user to adjust key parameters in order to tune the source to a different
dominant frequency. This is important in terms of the practicalities of testing with mesoband
waveforms. In order to make the test practical a limited number of dominant frequencies should
be selected.

The Q-factor for the mesoband pulse can be derived from Formula (1). As long as the percent
bandwidth of the pulse corresponds to the 1 % to 100 % requirement to classify the waveform
as mesoband, then a wide range of O-factor values is acceptable. Values between 4,8 to 100
are considered acceptable.
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Mesoband sources are pulse repetition frequency (prf) and burst duration limited. The maximum
prf of the sources indicated above is 1 kHz but 100 Hz may be more typical of spark gap type
switching type systems.

Mesoband sources are often burst duration limited as they are typically battery powered,
whereas a mesoband immunity test simulation can be mains powered and capable of delivering
mesoband pulses continuously. It is therefore important to set a burst duration limit and burst
interval to be representative of the threat which is being simulated.

B.4.3.2 Dominant frequency (fy) selection

ThL selection of the number of dominant frequencies to use during testing shall be selectaple
by |the user within the range 80 MHz to 500 MHz as identified above. A minimunm\of thfee
frequencies shall be selected to cover the required range. The dominant frequengy)selection
coyld correspond to a known threat source or to a known susceptibility of the equipment unfler
tesf. However, in terms of practicality the following can be used for guidance.

Immunity testing for mesoband sources is most likely to take place in semicanechoic chambkrs
where the test distance is limited to 3 m to 5 m. These chambers are.generally compliant with
field uniformity down to 80 MHz. Using 80 MHz as a reasonablefower bound for f i$ a
compromise in terms of field uniformity, dipole dimensions (and near/far field boundary
conditions.

It seems reasonable and practical to use the Mil-Std-464C[B.17] frequency ranges to guide the
selection of fy.

To|qualify the source as mesoband, the bandratio shall be between 1,01 and 3 (percent
bapdwidth between 1 % and 100 %). Assumin@g\a bandratio of 2 for the two mesoband sourg¢es
indjcated in Figure B.10 and selecting the smallest number of frequencies that both cover the
required frequency range, whilst also using known dominant frequencies of sources in the
published literature, it is recommended* that a minimum of three dominant frequencies|be
selected for mesoband immunity testing.

B.4.3.3 Q-factor

The QO-factor is not a parameter that is simple to select and is generally a consequence of the
pulse radiating equipment configuration. The Q-factor by itself is not known to be correlated
with susceptibility, though a larger QO will result in a marginally longer pulse width. It is therefpre
considered that the.@-factor may lie anywhere within the range 4,8 to 100 as long as the
bandratio remains‘within the range 1,01 to 3.

B.4.3.4 Pulse repetition frequency selection

The selection of the pulse repetition frequency to use during testing shall be selectable by fhe
usgrwithin the range 1 Hz to 1 kHz as identified above. The pulse repetition frequency selection
could correspond to a known threaf source or to a known susceplibility of the equipment under
test.

Generally speaking it is known that there is a relationship between the number of pulses in an
exposure and an effect in the equipment [B.19] [B.20]. It has been observed that after some
minimum number of pulses the susceptibility level, in terms of E-field, can decrease. However,
the number of pulses is highly dependent on the function (clock period, data rate, cycle time,
etc.) of the EUT and parameters of the test waveform.

Therefore it is recommended that the user selects the pulse repetition frequency appropriate to
the test up to a maximum pulse repetition frequency of 1 kHz.
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B.4.3.5 Burst duration and interval selection

The selection of the burst duration to use during testing shall be selectable by the user within
the range 1 s to 10 s as identified above. The burst duration selection could correspond with a
known threat source or to a known susceptibility of the equipment under test. Whilst a maximum
burst duration of 10 s is possible, for practical purposes and considering the equipment under
test's response time a burst duration limit of 2 s is considered adequate.

A single burst at each test level is considered adequate if the pulse repetition frequency is at
the maximum. However for gurdance a m|n|mum burst to burst mterval (burst duty cycle) of one

bur : -

threat source is capable of burst repetrtron

B.4.3.6 E-field polarization

Mesoband threat sources are typically deployed with a horizontally polatised antentra.
Hofizontal polarization is therefore the preferred polarization for mesoband-immunity tes
an(L it is considered acceptable to use this polarization only. However, vertical or circyglar
polarizations could be used to correspond with a known threat source if nécessary.

B.4.3.7 Test environment

Frge field radiated tests with the mesoband waveforms described previously can be difficul

Colj

duct in an outdoor open air environment due to spectrum management and ot

lar

ing

to
her

interference and safety related concerns. It is consideted practical to conduct mesobdnd

imn
ele

hunity testing within a semi-anechoic, fully adechoic room or within a transve
ctromagnetic mode (TEM) waveguide. The primary constraint for testing within a room or
hchieving an appropriate field uniformity over{the equipment under test volume at
ilable test distance.

can also be broken up mto sources that fire a smgle shot at a trme and those that can fire

rse
cell
the

& minimum suggested dominant frequency is 80 MHz, at a typical test distance of 3 m within
mi-anechoic chamber (SAC) test chamber. At this distance it can be difficult to maintain

far

ield

d of

repetitively in a burst. Figure B.11 presents the typical range of mass (in kg) and power (in GW)
of these two types of sources.
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Weight as a function of output microwave power from
representative land-mobile and land-transportable HPM
sources
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[E 1 The black line (lower line) is a trend line for single shot sources\and the red line (upper line) is a trend
ystems that are repetitively pulsed (tens to hundreds of hertz).

[E 2 This is representative data relevant for sample land-mobile or land-transportable systems and includes
hht of the entire hypoband system, from prime power to @ntenna. This was generated by combining data f

e 2.1 in [B.14] for the HPM sources, and models from HEIMDALL [B.16] for the weight of the hypoband sys
ponents.

Figure B.11 — Plot of entire narrowband system weight as a function of output
microwave power for land-moebile and land-transportable systems

ether or not the more massive sources can find their way to be used as part of the IH

be just as effective as the‘higher power, more massive devices, provided they are brou
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Annex C
(informative)

Interaction with buildings

C.1 Building attenuation

Bqumgs and structures provide a Ievel of attenuatlon agalnst IEMI enwronments (and other
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——_Trend line above 100 MHz

IEC

NOTE A re-bapstructure in general gives very little attenuation above 500 MHz [C.8].

Figure C.1 — Typical unprotected low-rise building
plane wave E-field attenuation collected from references

The trend lines in Figure C.1 are based upon measurements made on a typical office building
(building types 3, 3a and 3b relate to office buildings in suburban areas) and are supported by
the data from other sources made at varying distances into the building. The general trend is
that attenuation decreases linearly for frequencies from 10 kHz to 100 MHz and then increases
at a much-reduced rate to 10 GHz.

In [C.7] further data derived from measurements of rooms within buildings of varying
construction averaged over frequencies between 1 MHz and 3 GHz is provided. This is shown
in Table C.1.

7 Numbers in square brackets refer to the references in Clause C.4.
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Table C.1 — Shielding effectiveness measurements for
various power system buildings and rooms

Fig

effectiveness afforded by buildings within which electronie’systems that are required to

imn

intgrest, a reduction to test levels can be made using the shielding effectiveness data provid
ghould be noted that this type of reduction applies only to assessments of radiated IE

It
Ac
ol

Fo
acq

radiated IEMI. For hyperband environments, the user should assess the significance of usin

sin
asy

C.1

Description Shielding
(dB)
Wood building 2
Room under wood roof 4
Wood building, room 1 4
Concrete, no re-bar 5
Wood building, room 2 6
Concrete and re-bar, room 1 7
Concrete and re-bar, room 2 11
Concrete and re-bar, room 3 11
Concrete and re-bar, room 4 18
Metal building 26
Concrete and re-bar, well protected room 29

ure C.1 and Table C.1 are included here to allow thesredader to estimate the shield

ing
be

hune to IEMI environments are located. Given the frequency of the IEMI environmen{ of

curate values of shielding effectiveness can only. be obtained through an assessment of
cific building and installation scenario.

ed.
M.
the

narrowband (hypoband) environments, a single figure can be used with reasonaple

uracy when utilising shielding effe¢tiveness measurements to reduce the magnitude

hle value or if multiple frequency-point values are required to improve fidelity in
essment process.

P Coupling to cables

of

g a
the

The¢ extent to which_JEMI is coupled to cables depends on the associated wavelength (gnd

the)
wh
sini

refore, frequeney) of the energy and the length of the cable. Cable coupling is strong

est

en the wavelength is equivalent, or proportional, to the cable length. This is shqwn

plisticallyin"Figure C.2 [C.9].
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Figure C.2 — Cable coupling and resonance region

Figure C.2 shows coupling efficiency as a function of frequency where 1 is the frequency of
intIrest,fL is the lowest frequency in the incident IEMI environment, f,, is the highest frequepcy

in the incident IEMI environment and L is the cable length;  is angular frequency, 2xnf. In this
exgmple, band 2 shows the "resonance region", thewregion in which the maximum amount of
engrgy is coupled to the cable from the incident.IEMI environment. Coupling either below| or
abgve this region tends to follow a reductiontef approximately 20 dB per decade. There pre
some minor adjustments to this trend for frequencies above the resonance region where “ehd-
fird” conditions (special angles of incidenee.and polarization) can create a less rapid decrease
in ¢oupling.

C. Low voltage cable attenuation

The ability of a cable to conduct current efficiently is determined by a number of factors. Qne
of {he main factors is the material that the cable core is made of and the quality of any braid
(shlielding). A graph of-attenuation per metre for a standard twin and earth low voltage cabl¢ is
shgwn in Figure C.3.JC.10].
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Standard mains cable attenuation

Attenuatipn  (dB/m)
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Figure C.3 — Mains cable attenuation profile

At 150 kHz the common-mode attenuation for a_standard twin and earth low voltage cablg is

approximately 0,7 dB/m.

At frequencies around 200 MHz the commoh*mode attenuation of the cable approaches 2 dBfm

Given a 10-m cable length the attenuatian would be 20 dB at this frequency, i.e. the injecfed

sighal would be an order of magnitude lower by the time it reached the EUT. At frequengies

abgve 200 MHz the attenuation rises*logarithmically.

C4

[C.11]

[C.P]
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Annex D
(informative)

Relation between plane wave immunity testing
and immunity testing in a reverberation chamber

D.1 General

Thg
Sp4

fiel
fro

EU
en

d can be regarded as illuminating the equipment under test (EUT) by plane waves,comfing
m many directions within one stirrer rotation [D.23]. By use of a rotating stirrer located insjide
thel chamber the boundary conditions are changed, thereby generating different field conditions.
The¢ concept of statistical isotropy, sometimes used for reverberation chambers;means that fhe
engemble average of the signal received by an antenna (or by a critical component inside fhe

T) will be independent of the directional properties of the antenna [D:2]9. In an isotrdpic
ironment the ensemble average of the receiving cross-section, <ap> ~is; for all antennas and

irrgspective of their directivity properties, given by [D.3], [D.4], [D.5]:

a2 22

where A is the wavelength, D is the directivity (sometimes denoted the directive gain), 7 is
anfenna radiation efficiency, p is the polarization-matching factor, and ¢ is the impedan

migmatch factor. It holds that <D>=1 and <p>=1/2 in an isotropic environment. Formula (0.

illuptrates the loss of information regarding polarization and directional properties in
revierberation chamber test.

<Jp>_ﬁ.<D>.,7.<p>.q:E.,7.q .

The fact that the variations in directivity and polarization are averaged out in a reverberaﬂion

chamber — illustrated by Formula’(D.1) — indicates that an immunity test carried out i
revierberation chamber might be less severe than a test carried out in an anechoic cham
(ACQ), at least if the aneechoic-chamber test comprises the worst angle of incidence 4
polarization. This also .holds for measurements of shielding effectiveness (SE), i.e
mejasurement in a reverberation chamber can yield a higher, i.e. a more favourable, valus

a
ber
nd
a
of

thel SE than a measurement in an anechoic chamber comprising the worst angle of incidefce

and polarization. (Of course, the opposite can also be true, i.e. that the immunity test in

an

ang¢choic chamber might be less severe than a test in a reverberation chamber. This happ¢ns

if alll the testGases carried out in the anechoic chamber correspond to small values of D- p,
if the angle of incidence and/or the polarization corresponds to a weak coupling to the EUT

Theexact relation between the stresses an EUT will face in the two environments depends

.e.

on

the definition of the electric field used Tor immunity testing In a reverberation chamber (see |

6]).

Usually, in a measurement of shielding effectiveness (see below), the most natural choice is to
use the scalar power density. This yields a value of SE measured in the reverberation chamber
that is equal to the average value, with respect to all aspect angles and polarizations, of the

shielding effectiveness measured in the anechoic chamber.

8 Numbers in square brackets refer to the references in Clause D.5.

9 |t has been shown [D.17] that good isotropy also prevails at each position of the stirrer.
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In an immunity test in a reverberation chamber the relation between the two environments
becomes more complicated. One reason is that the immunity test parameter is given by, with
respect to all stirrer positions used in the test, the maximum field strength and not by an average
value of some more convenient parameter like the power received by the calibration antenna.
Another reason is that different definitions on the test field strength, the total and a rectangular
component of the electric field respectively, are used in different standards.

D.2 Relation between measurements of shielding effectiveness in the two
environments

Ink measurement of the shielding effectiveness (SE) of an EUT, the EUT is regarded with| its
intgrnal field sensor as an antenna. The receiving cross-section, <ap>, of an antenna/is’giyen
by [D.7]:
A2 A2
op=——"G0,9)-p-q=——-D(0,p) n-pq (0.2)
4z 4z

where (see Formula (D.1) above) 4 is the wavelength, G is the"antenna gain and D(6,¢) is
thel directivity, and where 8 and ¢ denote the angle of incidence of the plane wave. The
pafameter n denotes the antenna radiation efficiency, .t represents the losses of fhe
anfenna (n=1 for the lossless case), p is the polarization-matching factor, and ¢ is the

impedance-mismatch factor. In the present case, since the "antenna" consists of a shielded
striicture with a field sensor mounted inside, the “antenna" has a very low efficiency. In other
wofds, the losses, represented by the parametery; ,~are very high, i.e. 7« 1.

In @ reverberation chamber, the scalar power-density, Sq., is defined by [D.3]:

(Ef) o

7o 2 B (0-3)

Ssc =

where Et is the total electric field strength, Z; is the free space wave impedance and R is fthe

power received by am\(lossless and impedance-matched) antenna in a reverberation chamber.
The¢ brackets indicate the average taken over all (statistically independent) stirrer positipns
uségd in the test.

In B measurement of shielding effectiveness made in a reverberation chamber the average
power, feceived by a sensor located inside the EUT, <Pr,sensor,RC—test>' is given by (see the

disgussion below Formula (D.1)):

2
A
<Pr,sensor,RC—test> = 81 14" Ssc (D.4)

In a corresponding measurement of SE in an anechoic chamber, i.e. using the same sensor at
the same location inside the EUT, one gets:

2

A
Pr,sensor,AC—test = E'D(es ®) pPn-q-Spc (D.5)
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where Sac :EinCZ/ZO is the power density of the incident plane wave, with the field strength
Einc -

If the power densities in the two facilities are equated, i.e. S;; = Spc, the result is:

P
r.sensor, AC—test _ 2D(6,4)- p (D.6)
<Pr,sensor,RC7test>

The received power can thus differ up to 2D_,, between the two environments, assuming-that

thel power density in the anechoic chamber is equal to the scalar power density~in fhe
reverberation chamber. D,,, denotes the maximum directivity taken over all\angles| of

inc|dence.

Usually, shielding effectiveness is expressed as the ratio between field strength (electrid or
malgnetic) or the ratio of the power densities, outside and inside the EUT. In a reverberafion
chamber test this can be achieved by defining an equivalent scalarpewer density inside the
EU[T in analogy with the definition in Formula (D.3) (see [D.8]). The.term equivalent indicaltes
thaft the field conditions inside the EUT do not necessarily fulfilithe requirements for the field
stafistics in a reverberation chamber. The introduction of an(equivalent scalar power density
results in a shielding effectiveness equal to:

(B

<Pr,sensor, RC-test >

SEge = (Q.7)

Fotmula (D.7) represents a simple and. fruitful way to define shielding effectiveness ip a
revierberation chamber (see [D.24]). By using the power received by the sensor (compensated
for|lantenna efficiency and impedancemismatch) one does not explicitly have to derive a value
of gn internal field strength, which smight turn out to be very difficult for narrow and complex
enyironments. Also, it seems reasonable that the power received by a sensor is representafive
of fhe power that would be pickéd up by an internal cable or wire. It shall also be noted that any

anfenna used for the calibration of the field external to the EUT gives the same value of R)

(aglsuming that compensation has been made for differences in impedance mismatch and
anfenna efficiency). Thus, a measurement of SE will not depend on the type of antenna thaf is
used for the calibration of the chamber.

Fo a measurement in an anechoic chamber the definition of SE is not applicable sinc¢ a
mejasurement of the power received in the calibration antenna depends on the gain of the
anfennas<Fherefore, it is evidently a more natural choice to use the power density (or the elecfric
or naghetic field strength) to characterise the field external to the EUT. If Formula (D.3) is uged
to define an equivalent scalar power density inside the EUT the result is:

S Sac -4
SEpc =—2AC__ AC

sceq  ITsensor,AC—test " 87

(D.8)

Combining Formulae (D.3), (D.7) and (D.8) and assuming Sg; = Sac . for the relation between
SEs measured in the two chambers the following result is obtained:

SERC _ Pr,sensor,AC—test
SEpc <Pr,sensor,RC—test

) =2D(0,¢)- p (D.9)
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i.e. the same relation as given by Formula (D.6).

An alternative way, in both these environments, to avoid the difficulties associated with the
concept of shielding effectiveness, for example the problem to determine field strengths or use
an equivalent scalar power density in complex and narrow compartments, is to use the receiving
cross-section of the sensor mounted inside the EUT, i.e.:

<Pr,sensor, RC-test >

<ap,RC>: 5 (D.10)
SC
P
OpAC = r,sens;r,AC—test (D. H 1)
AC

Again, compensation shall be made for the non-ideal properties of the sensori{-An advantage of
using the receiving cross-section instead of the shielding effectiveness is_that the results gqf a
mejasurement in a direct way can be related to the susceptibility of components inside the HUT
that are, in one sense or the other, considered to be critical, see [D,9].

The relation between the cross-section measured in the reverberation chamber and that
mefsured in the anechoic chamber is the same as the one given in Formulae (D.6) and (D|9).
This means that the average of the receiving cross-section‘taken over all angles of incide:rce
and the polarizations for a measurement in an anechoic Chamber is equal to the cross-secfion
mejasured in a reverberation chamber. This has been{supported by measurement on sevegral
redl and complex objects (see [D.10] and referencesin’ Clause D.5). These measurements have
alsp shown a maximum directivity of the orderiof 10 dB to 15 dB. Useful estimates of fhe
makimum directivity, based on the spherical wave theory and assuming that the spherical mgde
co¢fficients are independent random variables, can be found in [D.11], [D.20].

The¢ dominant factor in the uncertainty.related to a shielding effectiveness measurement is the
number of stirrer positions used. The 'confidence interval in dB is given by [D.12]:

1+k/«/;

PN (D.f12)

d[dB]:10lOg10

where £ determines-the confidence level (£ =1,96 for 95 %), z is the number of dimensiong of
the| field data (1%or3), and »n is the number of independent stirrer positions. Assuming that the
power picked’up by the field probe and by the cables follows a chi-squared distribution with {wo
degrees of(freedom, it holds that z = 1 (see the discussion below on the choice between usfing
the| total-efectric field or a rectangular component of the electric field).

If Hormula (n 19) is solved for unthe resultis:

(D.13)

For example, if d =2 dB and the desired confidence level is 95% (4 =1,96) then n=75. Thus
75 stirrer positions yield a confidence interval equal to 2 dB, i.e. an uncertainty of roughly +1 dB
(the confidence interval is not entirely symmetric). For n=100 an uncertainty of roughly +0,9 dB
is obtained.
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D.3 Relation between immunity testing in the two environments

In immunity testing in a reverberation chamber the electric field test level is expressed in terms
of the maximum electric field, with respect to the (assumed statistical independent) stirrer
position used in the test. Depending on the exact definition of the test level, the relation between
a test in a reverberation and an anechoic chamber becomes more complicated than what was
shown above for the average-based measurements of shielding effectiveness. This becomes

clear when studying the expressions in [D.6] for the maximum of the total field, |ET‘MaX| and the

maximum of a rectangular component of the field, |ER’MaX|. Since the relation between those
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that the same holds for the power delivered to the load, for example an electronic compong
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and cables picking up the energy.‘are expected to behave as antennas [D.17], [D.18]. The tq
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beg¢n to use either the maximum of the total field, |ET’M3X|, or-the maximum of a rectangy

parameters depends on the number of stirrer positions there is no simple way to derive
e of one of these from the value of the other.

generalization" of the scalar power density (see Formula (D.3)), i.e. Sg; max :87z//12 B\

LId give the same relation between the two environments as for the measurements of
blding effectiveness and receiving cross-section shown above. However, this would lead

=3.|Erax|* (se€ [D.13]).

hponent of the field, |Eg vay| - Different choices havegeen made in different standards

choosing |ER,|v|ax| is that the power absorbed.by an antenna in a reverberation cham
pws the same statistical function (a chi-squared distribution with two degrees of freedom

nected to a wire or a cable inside'an EUT. This is of course not surprising since the wi

ctric field, on the other handi-can be of interest, for example in direct heating of the bulk
pmponent (see the discussion in [D.6]).

was indicated abovethe relations between the maximum responses in the two environme
ome somewhat.complicated when |ET,MaX| or |ER,Max| are chosen as the test field streng

poth cases the .relations, which in the case of determination of the shielding effectiven
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If |ET‘MaX| is used to define the test field strength it follows that:

P

_TACMEX _ 2. Dytax» for N =1
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—LACMEX _13. Dyax » for N = 20, and
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P
—TACMEX _ 11 Dyax . for N = 200
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If |ER,MaX| is used to define the test field strength (see the discussion in connection to Form
(D.8) in [D.13]), it follows that:

P
Mzg-DMax, for all choices of N .
Pr,RC,Max 3

ula

Obviously, the strong dependency of N when choosing |ET,Max| as the test field strength can

pose problems since the relation between the two environments becomes quite intricate, while

thig difficulty essentially does not hold for|ER‘MaX| .

As|noted above estimates of the maximum directivity, D54, based on the sphericalwave the
can be found in [D.11], [D.20].

The relations above point out the risk for under-testing in a reverberation chamber, compa
to @ test in an anechoic chamber. However, apart from in-band radiated-susceptibility testing
antenna systems, it should be noted that the maximum stress level in-the anechoic chambe
in practice never attained. The reason is that it would either require~knowledge beforehand
thel worst angle of incidence and polarization, or that a huge number of aspect angles 4§
polarizations have to be used in the test [D.10]. In [D.22] @ ,comparison was made, us
mejasurements of coupling from an external field to an _intefnal probe depicting a crit
component, between a typical anechoic-chamber test < using four aspect angles and

polarizations — and a reverberation-chamber test using-12 stirrer positions. The result v
expressed in terms of an error bias for each test chamber, defined as the ratio of the measu

strength in the anechoic chamber was equated to.the maximum of a rectangular componen
the] reverberation chamber, the expected error‘biases became similar in the two chambg
Thiis, in this case, the under-testing in each of the two chambers, with respect to the id
wofst-case plane wave test, was the sameé.
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If alworst case test really is required,.for example for safety-critical equipment, it might be be

ter

to make the test in a reverberation chamber including a margin corresponding to the relafion
given above, than to spend theextensive time needed to find the worst angle of incidence and

statistical distribution for the)power received by a critical component inside an EUT is the sa
when varying the anglewof incidence and polarization in an anechoic chamber as when the sti
is otated in a reverberation chamber, see [D.25]. By equating the average stress in the {
enyironments and~by making an appropriate choice of the number of independent sti
pogitions, the maximum stress induced in the reverberation chamber test will be the same
thel maximumrstress that possibly can be achieved in an anechoic chamber test.

poliarization in an anechoic:chamber. Alternatively, one can make use of the fact that the
i
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In the aforementioned standards, |ET,|v|ax| and |ER:MaX| are determined by use of a calibra

prgcedure (see [D.14], [D.15], [D.16]). The field strengths can also be estimated fro

ion
a

measurement of the average (see [D.T4]), or maximum (see€ [D.15], [D.16]) power measured
a receive antenna.

by
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The uncertainty of an immunity test is not described by the same statistics as the one for an
average measurement of for example shielding effectiveness. The test field strength is defined
by the maximum field, with respect to a given number of independent stirrer positions, measured
by a reference antenna. The measured value is assumed to be the maximum field seen by the
EUT (however probably not at the same stirrer position). An investigation made on the
uncertainty in immunity testing, based on the power received by the reference antenna, is
presented in [D.17]. Figure 8 in [D.17] shows that the uncertainty in the maximum power
stressing of the EUT, with respect to the maximum power measured by the reference antenna,
B max » at a confidence level of 95 % is approximately +3 dB for N =100 (as for the average

case above, the probability density function is not symmetric). The result can also be stated

(seE [DT7]) that one, Tor V=100, has to subiract a security margin of Z,3 dB from the poyer
mefpsured by the reference antenna to ensure that the stress on the EUT, within 9% %

confidence, is equal to or larger than what is given by the reference value.

D.4 Additional aspects

The following additional aspects should be considered:

e |If the EUT is to be located in an electromagnetic environment similar to that of a
reverberation chamber, for example a large avionics bay, the problem of relating free field
conditions to those in a reverberation chamber does have to be considered.

e |The discussion above relates to the stress picked up by aleritical component inside the EUT.
Things become more complicated if there are several critical components and if the
interference of a system is determined by a simultaneous malfunction of several critical
components. The latter may be the case if the/EUT employs for example triple modylar
redundancy (TMR) to reduce the risk of failuredor critical functions.

e |The term statistical isotropy is often used to ‘point out that true isotropic conditions are gnly
achieved in a statistical sense, for example if one in an average measurement uses a large,
or infinite number of independent stirrer positions or independent spatial positions.| In
practice, however, it seems that, from\a practical viewpoint, a sufficient isotropy is achieyed
also at one and the same stirrer position. This would imply that the assumption of isotrgpic
conditions is in practice valid not only for average type measurements, for example fdr a
measurements of shielding«'effectiveness, but also at radiated susceptibility testing
(see [D.17]).

o |If the EUT is subjected“to pulse modulated waveforms, which is usually the case| in
susceptibility testing at microwave frequencies, it is necessary that the time constant of the
chamber be shorterithan the pulse length of the modulated waveform. To achieve that, the
0 value of the chamber may have to be decreased, which means that the test field strength
will be reduced-for a given level of input power. A criterion used in several standards is that
the chambértime constant shall not be greater than 0,4 times the pulse length.

e |As shown above the test field strength depends on the number of independent stifrer
posjtiens. In practice this statistical independence is evaluated by checking that the stifrer
positions are uncorrelated (see [D.15] and the discussion in [D.21]).
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Annex E
(informative)

Complex waveform injection — Test method

E.1 General

High-power electromagnetic (HPEM) environments, including high-altitude electromagnetic
pul i i i ' ' he
frequency content and magnitude of this current is primarily a function of the geometry_of the
syqtem and the impedance of the system conductors. Traditional methods assess the impac}| of
theise induced currents at equipment level with testing, using various test methods such as the
injection of single frequency damped sinusoidal waveforms at various frequenciesy'in-band{ to
the threat environment. Alternatively, assessment is conducted at the systenm) ‘level usjng
simulators to approximate the threat environment. The latter option is ‘expensive
considerable time and funds being spent on planning, conducting and suppofting a large-s
sydqtem test.

Equipment level testing is intended to reduce the risk of system leveljissues but at the present
time does not consider the synergistic nature of the induced current caused by the illuminafing
threat environment. The synergistic nature of the induced current in this context refers to fhe
fact that the actual induced currents from actual transiefit,environments will be complex,
consisting of many different frequencies. The determination*of equipment level limits is based
on fhistorical information and one particular issue is that of the upper frequency limit. In the UK
deflence standard this upper limit is 50 MHz whereas\the US military standard uses 100 MHz.
Newer systems are adopting shielded cabling to assist in mitigating the risk when exposeq to
HPEM environments. These shielded cables are\typically de-coupled at bay or compartment
intgrfaces and can result in significant coupledicontent at frequencies greater than the presgent
upper limit. The traditional methods rely on the defined test amplitudes, frequencies and bounds
on the energy (damping factor, Q), which do not consider the synergistic nature of the transi
exgitation.

Gi¥en the constraints with respect to high-power transient simulators discussed abojve,
alternative options are being séught that rely on the injection of waveforms that approximpte
the] induced transient.

Anpex E discusses a.novel method for the prediction, construction and injection of complex
transients that occuf as a result of the exposure of a system or equipment to HPEM and HEMP
enyironments.

E.2 Prediction

E.2.1 General

Cable bundle transfer functions can be measured using the low level swept current (LLSC)
technique. This technique was developed in the 1980s by those seeking to remove the need for
high-power illumination of aircraft during the process of providing aircraft clearance evidence
against high-intensity radiated field (HIRF) environments [E.3]10. LLSC involves illuminating a
system with a uniform low power, swept frequency, and electromagnetic field. The system under
test is illuminated from four orientations in turn and completed for two polarizations of the
transmit antenna. The technique is generally conducted between 500 kHz and 400 MHz and
measurements are split into three bands to maximise transmit antenna efficiency and to ensure
sufficient resolution in the final transfer function. The technique can be used up to 1 GHz but
the validity of the transfer function at these higher frequencies is dependent on the length of

10 Numbers in square brackets refer to the references in Clause E.6.
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the cable bundle being measured, and the position of the current probe on the bundle affects
the final result. For frequencies above 200 MHz (to allow an overlap between the cable and
aperture coupling regimes) the transfer function of the platform shielding is measured with the
low level swept field (LLSF) technique as it has been observed that aperture coupling is the
main driver for equipment susceptibilities at these frequencies. Transfer functions obtained
using the LLSC method are the focus of Annex E.

The first stage of LLSC is to measure the incident (reference) field. The second stage is to
measure the induced current in the cable bundle of interest whilst the reference field is
|IIum|nat|ng the system The final stage involves the processmg of the measurements such that
a tra bIe

equliipment susceptibility assessment. This susceptibility assessment, known as bulk current
injection (BCl) is not addressed in Annex E. Polarization dependeaft but orientation independgent
trapsfer functions can also be obtained if required.

Thé resulting transfer function is expressed in terms of ctUrrent per incident field (dBuA/(V/m)).

A flypical LLSC reference field measurement set<up”is shown in Figure E.1 and an induged
cufrent set-up is shown in Figure E.2.
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Figure E.1 — LLSC reference field measurement set-up
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