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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardizatioh, con
ational electrotechnical committees (IEC National Committees). The object of IEC is to promote interr
peration on all questions concerning standardization in the electrical and electronic fields=yTo this 4
Hdition to other activities, IEC publishes International Standards, Technical Specifications, Technical R

aration is entrusted to technical committees; any IEC National Committee interested,in the subject dg
participate in this preparatory work. International, governmental and non-governmental organizations
hdardization (1SO) in accordance with conditions determined by agreementbetween the two organiza

formal decisions or agreements of IEC on technical matters express, a$ nearly as possible, an inter

rested IEC National Committees.

Publications have the form of recommendations for international use and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are madé{to ensure that the technical content
lications is accurate, IEC cannot be held responsible for the way in which they are used or

nterpretation by any end user.

rder to promote international uniformity, IEC National' Committees undertake to apply IEC Publ

itself does not provide any attestation of conformity. Independent certification bodies provide cor

ices carried out by independent certification bodies.
sers should ensure that they have thé latest edition of this publication.

iability shall attach to IEC or its-directors, employees, servants or agents including individual exps

r damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feg

Epensable for the correct application of this publication.

ntion is drawn to.the possibility that some of the elements of this IEC Publication may be the subject o
ts. IEC shall not-be held responsible for identifying any or all such patent rights.

ent phenomena, of IEC technical committee 77: Electromagnetic compatibility.

It form

IEC Guide 107.

licly Available Specifications (PAS) and Guides (hereafter referred to as “IEC \Rublication(s)”).

prising
ational
nd and
eports,
Their
alt with
liaising

the IEC also participate in this preparation. IEC collaborates closely with the International Organizgtion for

ions.

ational

sensus of opinion on the relevant subjects since each technical committee has representation from all

ational
of IEC
or any

cations

sparently to the maximum extent possible in their national and regional publications. Any divergence between
IEC Publication and the corresponding national-er.fegional publication shall be clearly indicated in thg latter.

formity

pssment services and, in some areas, aceess to IEC marks of conformity. IEC is not responsible [for any

rts and

hbers of its technical committees-and IEC National Committees for any personal injury, property damage or

s) and

enses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publ{cations.

ntion is drawn to the-Normative references cited in this publication. Use of the referenced publicafions is

patent

htional Standard IEC 61000-4-36 has been prepared by subcommittee 77C: High power

This second edition cancels and replaces the first edition published in 2014. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

a) addition of a hyperband and mesoband radiated transients immunity test method in
Annex H;

b) addition of a calibration method of sensors for radiated hyperband and mesoband transient
fields and measurement uncertainty in Annex I.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
77C/295/FDIS 77C/299/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting

indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list F_H_I_FI'ELTGTO‘OU—EI_m_Fh—I‘Fﬂ_E_I_o all parts In the Series, published under the general title E/eciroma
compatibility (EMC), can be found on the IEC website.

gnetic

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the’data reldted to
the specific publication. At this date, the publication will be
e regonfirmed,
e withdrawn,
e replaced by a revised edition, or
e anmended.
IMPOQRTANT - The 'colour inside' logo on the cover page of this publication indigates

that
of its

contents. Users should therefore print this document using a colour printer

t contains colours which are considered to be useful for the correct understanding
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INTRODUCTION
IEC 61000 is published in separate parts according to the following structure:
Part 1: General
General considerations (introduction, fundamental principles)

Definitions, terminology

Part T Environment
Descr|ption of the environment
Classification of the environment
Compgptibility levels

Part 3: Limits

Emissfion limits

Immunity limits (in so far as they do not fall under the fesponsibility of the product commi|ttees)
Part 4: Testing and measurement techniques
Measlirement techniques

Testing techniques

Part §: Installation and mitigation guidelines
Installation guidelines

Mitigation methods and-devices

Part §: Generic.standards

Part 9: Miscellaneous

Each part is further subdivided into several parts, published either as international standards
or as technical specifications or technical reports, some of which have already been published
as sections. Others will be published with the part number followed by a dash and a second
number identifying the subdivision (example: IEC 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

1 Scope

This Wmmm
immunity of equipment and systems to intentional electromagnetic interference (IEMl)yso

It intrg
summ

2 N

There

3 T

For th

ISO a
addre

o |E
e |S

3.1
3.1.1

duces the general IEMI problem, IEMI source parameters, derivation of test limi
arises practical test methods.

prmative references

are no normative references in this document.

brms, definitions and abbreviated terms
b purposes of this document, the following terms, definitions and abbreviated terms

nd IEC maintain terminological databases for use in standardization at the fol
5ses:

C Electropedia: available at http://www.electropedia.org/

D Online browsing platform: available at http://www.iso.org/obp

Terms and definitions

attendgiation

reduc
field o

[SOUJ

3.1.2
bandr

ion in magnitude (as. a result of absorption and/or scattering) of an electric or ma
r a current or voltage, usually expressed in decibels

RCE: IEC 61000-2-13:2005 [3]1, 3.1]

atio

of the
urces.
s and

apply.

owing

gnetic

ratio @

f\tde high and low frequencies between which there is 90 % of the energy

Note 1

to entry: If the spectrum has a large DC content, the lower limit is nominally defined as 1 Hz
(see IEC 61000-2-13 [3] for further details).

[SOURCE: IEC 61000-2-13:2005 [3], 3.2, modified — The second part of the definition has been

made

3.1.3

into a note.]

bandratio decades
bandratio expressed in decades as: bandratio decades = log10(bandratio)

1 Numbers in square brackets refer to the Bibliography.
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[SOURCE: IEC 61000-2-13:2005 [3], 3.3]

3.1.4
burst
seque

nce of a limited number of distinct pulses or oscillations of limited duration

Note 1 to entry: When multiple bursts occur, the time between bursts is usually defined.

SOURCE: [IEC 60050-161:1990 [19], 161-02-07, modified — The note has been added.]
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ower electromagnetic currents and voltages that are either coupled or directly injeg
and wires with voltage levels that typically exceed 1 kV

RCE: IEC 61000-2-13:2005 [3], 3.5]

aveform that has a fixed frequency and is continuous

RCE: IEC 61000-2-13:2005 [3], 3.6]

omagnetic compatibility

of an equipment or system to function satisfactorily in its electromagnetic enviro
t introducing intolerable electromagnetic disturbances to anything in that environni

RCE: IEC 60050-161:2018, 161-01~07.]
omagnetic disturbance

ctromagnetic phenomenon which can degrade the performance of a device, equi
em

RCE: IEC 60050-161:2018, [19] 161-01-05, modified — The last part of the definitig
bely affect living or inert matter”, has been removed.]
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electromagnetic disturbance

Note 1

to entry: Disturbance and interference are respectively cause and effect.

by an

[SOURCE: IEC 60050-161:2018 [19], 161-01-06, modified — Notes 1 and 2 have been removed

and a

new Note 1 has been added.]

3.1.10
shield
<electromagnetic> electrically continuous housing for a facility, area, or component used to
attenuate incident electric and magnetic fields by both absorption and reflection
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3.1.11

(electromagnetic) susceptibility

possibility of degradation to the performance of a device, equipment or system in the pre
of an electromagnetic field

Note 1 to entry: Susceptibility is a lack of immunity.

3.1.12

high-altitude electromagnetic pulse

HEMP

electromagnetic pulse produced by a nuclear explosion outside the earth’s atmosphere

sence

Note 1 fo entry: Typically above an altitude of 30 km.

[SOURCE: IEC 61000-2-13:2005 [3], 3.12]

3.1.1

high-power microwave

HPM

narrowband signals, nominally with peak power in a pulse, in excess;of 100 MW at the s

Note 1 [to entry: This is a historical definition that depended on the strength.of the source. The interest
documgnt is mainly on the EM field incident on an electronic system.

[SOURCE: IEC 61000-2-13:2005 [3], 3.13]

3.11

hypernband signal

signall or waveform with a pbw (see 3.1.19) ‘value between 163,4 % and 200 %
bandratio > 10

[SOURCE: IEC 61000-2-13:2005 [3], 3.14]

3.11
hypoband signal
narrowband signal or wavefofmywith a pbw (see 3.1.19) of < 1 % or a bandratio < 1,01

[SOURCE: IEC 61000-2-13:2005 [3], 3.15, modified — The second term "narrowband
has b¢en removed.]

3.1.16
intenfional electromagnetic interference
IEMI
intentional-malicious generation of electromagnetic energy introducing noise or signa

purce

in this

or a

ignal”

s into

electric "ahd electronic systems, thus disrupting, confusing or damaging these syster

s for

terrorist or criminal purposes
[SOURCE: IEC 61000-2-13:2005 [3], 3.16]

3.1.17
L band
radar frequency band between 1 GHz and 2 GHz

[SOURCE: IEC 61000-2-13:2005 [3], 3.17]

3.1.18
mesoband signal

signal or waveform with a pbw (see 3.1.19) value between 1 % and 100 % or a bandratio

between 1,01 and 3
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[SOURCE: IEC 61000-2-13:2005 [3], 3.18]

3.1.19

percentage bandwidth

pbw

bandwidth of a waveform expressed as a percentage of the centre frequency of that waveform

Note 1 to entry:

The pbw has a maximum value of 200 % when the centre frequency is the mean of the high and

low frequencies. The pbw does not apply to signals with a large DC content (e.g., HEMP) for which the bandratio
decades is used.

[SOURCE: IEC 61000-2-13:2005 [3], 3.19]
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3.1.21
pulse
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3.1.22
pulse

f-entry

al location (point) on an electromagnetic barrier, where EM energy may’enter or
gical volume, unless an adequate PoE protective device is provided

o entry: A PoE is not limited to a geometrical point.

to entry: PoEs are classified as aperture PoEs or conductive PoEs according to the type of peng
e also classified as architectural, mechanical, structural or electrical POEs according to the functio

RCE: IEC 61000-2-13:2005 [3], 3.20, modified — The second term "point-of-entry
emoved.]

ent waveform that usually rises to a peak value and then decays, or a similar way
an envelope of an oscillating waveform

RCE: IEC 61000-2-13:2005 [3],3.21]

repetition frequency

prf
numb

3.1.2

r of pulses per unititime, measured in Hz

radialed HPEM.environment
high-gower electromagnetic fields with peak electric field levels that typically exceed 100

exit a

tration.
hs they

" has

eform

V/m

[SOURCE~ IEC 61000-2-13:2005 [3], 3.22]

3.1.24

rE¢ay

measured or known electric field multiplied by the distance at which it was measured to give an
equivalent voltage at a distance of 1 m from the antenna

3.1.25

sub-h

yperband signal

signal or a waveform with a pbw value between 100 % and 163,4 % or a bandratio between 3
and 10

[SOURCE: IEC 61000-2-13:2005 [3], 3.23]
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3.1.26

transient

pertaining to or designating a phenomenon or quantity which varies between two consecutive
steady states during a time interval which is short compared with the time-scale of interest

Note 1 to entry: A transient can be a unidirectional impulse of either polarity or a damped oscillatory wave with the
first peak occurring in either polarity.

[SOURCE: IEC 60050-702:2019 [20], 702-07-781, modified — The words "pertaining to or
designating a" and the note have been added.]

3.1.27
ultrawideband
uwB
signallthat has a percent bandwidth greater than 25 %
[SOURCE: IEC 61000-2-13:2005 [3], 3.25]
3.2 |Abbreviated terms
AC Anechoic chamber
BCI Bulk current injection
CWiI Complex waveform injection
DEW Directed{energy weapon
DS Damped’sinusoid
DSI Damped sinusoid injection
EFT Electrically fast transient
EM Electromagnetic
EME Electromagnetic environment
EMI Electromagnetic interference
EMP Electromagnetic pulse
ERTMS European rail traffic management system
ESD Electrostatic discharge
EUT Equipment under test
FO Fibre optic
FOL Fibre optic link
FT Fourier transform
GNS[ Global navigation satellite system
GPS Gtobatpositioning—system
GSM-R Global system for mobile — railways
GTEM Gigahertz transverse electromagnetic
HEMP High-altitude electromagnetic pulse
HIRA Half impulse radiating antenna
HIRF High-intensity radiated field
HPD Horizontally polarized dipole
HPEM High-power electromagnetic
HPM High-power microwave
IC Integrated circuit

IEMI Intentional electromagnetic interference
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IFT Inverse Fourier transform
IRA Impulse radiating antenna
LEMP Lightning electromagnetic pulse
LISN Line impedance stabilization network
LLSC Low level swept current
LLSF Low level swept field
LNA Low noise amplifier
MPA Minimum phase algorithm
NEMP Nuctearetectromagneticptise
NLTL Non linear transmission line
OATH Open area test site
prf Pulse repetition frequency
SAC Semi-anechoic chamber
SE Shielding effectiveness
TEM Transverse electromagnetic mode
TMR Triple modularredundancy
UAV Unmanned aerial vehicle
UFA Uniform field area
URS Intermational radio scientific union
UWB Ultra- wideband
VPD Vertically polarized dipole
4 General

The uge of electromagnetic sourées to generate intentional electromagnetic interference [IEMI)
is of increasing concern as thejreliance of society on technology increases significantly.| Many
technical papers have been ‘published that show the effects of IEMI are cause for concern); they
are symmarised in [1],-A“summary of failure mechanisms at equipment level is provigled in
AnneXx A.

IEMI ¢an be included within the set of HPEM environments, which also include high-infensity
radiated fields (HIRFs) generated by radio and radar systems, lightning electromagnetic| pulse
(LEMP) andselectrostatic discharge (ESD).

The |IEC.defines |EMI (Qpp 31 1R) as "intentional malicious gnnprnfinn of plprtrnmagnetic
energy introducing noise or signals into electric and electronic systems, thus disrupting,
confusing or damaging these systems for terrorist or criminal purposes".

Within this definition it is possible to also include jammers, which are designed to overload
antenna receiver circuits (front doors) by operating at or close to the victim receiver frequency
of operation. Jammers typically require low power to operate due to the fact that receivers are
designed to operate at very low power levels (nW or less). More information on the issue of
jammers can be found in Annex G.

This document complements |EC 61000-4-25 [2], which deals with high-altitude
electromagnetic pulse (HEMP) immunity test methods for equipment and systems.
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5 |IEMI environments and interaction

5.1 General

There are many types of sources which are capable of generating electromagnetic
environments potentially causing intentional electromagnetic interference (IEMI). IEC 61000-2-
13 [3] discusses the various environments that can be generated and categorises them in terms
of time characteristics, frequency range and bandratio. Further details and actual examples are
included within Annex B.

A key requirement of developing IEMI test methods and test levels is to achieve a good
Undel >'La||u'i||g Ulr “IU UIIViIUIIIIIUII'l ill Wilibil “IC Vibi.illl b‘quiplllclli Ul bybiclll WI“ IUU lcqu' ed tO
operate. Within this document specific focus is provided for victim equipment that is integrated
within]a site or other fixed installation and it is generally assumed that such equipmentyis hpused
within|a building.

IEMI phenomena are unlike other EMC standardised phenomena where assumptions dan be
made | about the general or average disturbance level arriving at vietim equipment [ports.
Imporfant parameters related to the IEMI interaction with victim systems’ which will affgct the
test lgvel include:
a) IEMI source parameters

1)| frequency range of the source,

2)| peak and average power of the source

3)| pulse width, pulse repetition frequency, burst fenhgth of the source,

4)| source mobility,

5)[ technical complexity of the source,

6)| antenna characteristics and/or conducted injection method characteristics
b) the protection level of the equipment,System or installation

1)| the range or distance between the IEMI source and the victim electronics,

2)[ the propagation channel-loss including the properties of the intervening barriers
(attenuation and absorption).

Once |these characteristics, 0f the IEMI source and environment are well understood| then
appropriate test methods,'and test levels for ports on the victim equipment can be deternjined.

One approach would be to take all of the IEMI source parameters of interest and combing them
such that one,set™of test levels is derived. The disadvantage of this approach is that, §hould
effect$ be observed, it would be difficult to assign them to any single IEMI parameter get. In
additircI;n thie,;eombination of widely varying waveform characteristics would likely resulff in an

extremetset of test levels.

Some IEMI sources generate waveforms/environments that are similar to other electromagnetic
(EM) environments, for example electrostatic discharge (ESD) or lightning electromagnetic
pulse (LEMP). Analytical methods can be used to determine the amount of similarity between
IEMI environments and other EM environments, in particular through the use of waveform norms
(see IEC 61000-4-33 [4]). Any deficiencies in the test evidence could be made up through
increasing the distance between the IEMI source and the electronic systems of interest or by
undertaking testing focussed on specific frequencies.
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5.2

5.2.1

IEMI environments

Technical capability groups

IEMI sources vary in complexity. It is therefore important to understand the relationship between
this complexity and the technical capability of the perpetrator. This document defines three

levels:

a) Novice — Individuals or small groups with minimal technical or financial support.

b) Skilled — Moderately well-funded adversaries with training and expertise in relevant
technology.

ss to
yment
5.2.2 IEMI deployment scenarios
IEMI qources can be packaged and deployed in different ways, although-this generally depends
on thT technical capability of the designer and the available resources. A set of pojential
scenafios for deployment of IEMI generators is given in Table 1.
Table 1 — Possible IEMI deployment)scenarios
Deployment Example use Victim interaction Technicarro
scenarios capability grioup
Man portable Carried to the victim and used while in Direct Novice
possession of the adversary. Could bé ) )
assembled in place. Radiated Skilled
Conducted
Hand delivered Carried to the victim and cencealed, Direct Novice
perhaps remotely activated. Could be . .
assembled in place. Radiated Skilled
Conducted
Fixed[installation | Set-up in a space‘adjacent to the victim, i.e. Radiated Novice
an adjoining*room or building. .
Conducted Skilled
Specialis
Autonjotive / Mounted inside a pick-up truck or on the Radiated Skilled
maring delivered | ‘after deck of a marine vessel. L
Conducted Specialis
Air dejivered Installed inside an aircraft bay, carried as a Radiated Specialis
pod, or dropped (i.e., E-bomb).
5.2.3 Radiated IEMI environment summary

Table 2 provides a summary of threat source environments defined by capability group.
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Table 2 — Summary of high power radiated IEMI source output (rE¢,,) by capability group

Category IEMI source IEMI source name or technology type rEg, (V) Far field
type boundary
(approx.)
Hyperband ESD gun 5000 1m
Novice
Hypoband Microwave oven magnetron 2 000 Tm
Hyperband Commercially available solid state pulser 60 000 Tm
(e.g. pockels cell driver)
Skilled Mesoband Commercially available pulser 120 000 2m
Hypotramd Racar 4+56-666 5
Hyperband Military demonstrator (e.g. jolt) 5 300 000 50-m
Spdcialist Mesoband Military mesoband demonstrator 500 000 5m
Hypoband Military hypoband demonstrator 30 000 000 50 m
NOTE |Table 2 does not include jammers. These are discussed in Annex G.
5.2.4 Published conducted IEMI environments
Unlikg the situation with radiated IEMI sources, examples of conducted IEMI sources are less

comm
civilia

ports

standards that contain relevant conducted tests.

5.3
5.3.1
The n

upon
1) th
2) th
It is in
also ¢
cableq

radiat
electr

on. However, it has been shown that many conductedyEMC tests exist within pub
n EMC documents such as IEC 61000-4-18 [5], IEC<61000-4-4 [6] and IEC 61000-4
and thiat the sources that generate these test waveforms.can be uprated or applied to equi

lished

25 [2]

bment

n a different way or otherwise used for maliciods effect. There are also various njpilitary

Interaction with victim equipment, systems and installations
General

agnitude of the IEMI environment impinging on a victim system is primarily depe
wo factors:

b range or distance between the IEMI source and the victim electronics;

p propagation losssincluding the attenuation properties of intervening barriers.

hportant to note _that radiated IEMI interacts not only with apertures and structurg

, pipeswork and ducting. When determining an appropriate test level for a par,
bd IEMN environment of concern, an assessment of the transfer of the IEMI to the

the building material_propagation loss and any other aspects that can affect the res

bnics-inside the building is required and this should include any attenuation afforg

ndent

s, but

ables. The total EM disturbance presented to the victim electronics inside is thergfore a
functipn of the_direct radiated IEMI and the coupling of this IEMI to EM conductors su

ch as
ficular
victim
ed by

currents or voltages presented to the equipment.

julting

Figure 1 shows a typical radiated and conducted IEMI scenario with a vehicle-mounted IEMI
source illuminating a building and separately injecting into a power cable. The fields generated
by the radiating source penetrate through apertures and separately couple to conductors (both
outside and inside the building), generating induced currents and voltages that can affect the
victim electronic equipment. The current/voltage generated by the conducted source is coupled
to the conductor, allowing it to propagate inside the building and potentially affect electronic
equipment.
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Victim system

IEMI generator

y Antenna

Power source
amplifier
modulator

Power and/or communications cable | |

Common mode or
differential mode coupling

Figure 1 — Example of radiated and conducted
IEMI interaction with a building

It sholild be noted that cable attenuation and attenuation.afforded by lumped components|(such
as trapsformers) should be considered when determining the currents and voltages pregented
at the|electronic equipment. It should also be noted)that different coupling modes (i.e. common
mode |or differential mode) can result in very different path losses during the propagation.

5.3.2 Protection level

Given|the discussion above it can be-implied that victim electronics located inside equigment,
systems or installations will have an "inherent protection level" which is a function pf the
physigal distance between the {(EMI source and the victim electronics and the loss jn the
propagation channel. A discussion on the radiated and conducted interaction of IEMI squrces
within|buildings is provided in Annex C.

Examples of protectionievels are indicated in Table 3. These levels have been identified|using
the information in Annex C. However, it is highly important that the actual protection lgvel is
quantined through'measurements, possibly as part of a site survey. Test methods which ¢an be
used fo assessthe barrier attenuation/propagation loss are discussed in Clause 6.

Table 3 — Examples of protection levels

Example of Assumed range to Path loss Assumed barrier Total EPL
protection level victim attenuation
(EPL) rating (m) (dB) (dB) (dB)
EPLO 2 6 0 6
EPL1 10 20 0 20
EPL2 12 22 4 26
EPL3 18 25 7 32
EPL4 30 29,5 11 40,5
EPL5 30 29,5 18 47,5
EPL6 35 31 29 60
NOTE The path loss equates to the assumed threat to the victim range expressed in dB relative to 1 m.
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The EPL should be considered when deriving the applicable IEMI immunity test parameters
discussed in Clause 7. In the absence of actual data the generic EPLs in Table 3 can be used.

6 Test methods

6.1

Derivation of applicable test methods

A detailed discussion on test methods is included in [IEC TS 61000-5-9 [7]. The test methods
summarised below encompass the evaluation of the "example protection level" and the
immunity test level for potential victim equipment.

As |IE

| falls into two main categories, namely radiated and conducted, the methods for

against IEMI fall broadly into the same categories.

Testing against radiated IEMI can be undertaken with the IEMI source of interest, a sim

envirgnment such as that shown in IEC TR 61000-4-35 [8], or by injecting the signal exf

to be jnduced into conductors by exposure to the IEMI radiated environment. The latter

on kn
are c4

wledge of the transfer function2 of each conductor of concern (typically these cond
ble bundles that carry power and/or data that is vital to the.centinuing function

equipment or system).

Testin
with a
the ef

Once
test I¢

Figurg
on eq

g against conducted IEMI is typically undertaken withéeither the IEMI source dire
conducted simulator. Although it is possible to use -a‘radiated method to assess a
ects of conducted IEMI, it is not commonplace.

the preferred test methodology has been agreed, it is possible to determine the re
vels.

2 shows the options available when\undertaking an assessment of the effects o
lipment or systems.

esting

ilated
ected
relies
uctors
of the

ctly or
gainst

uired

f IEMI

2 A measure of internally induced current or electromagnetic field as a result of an externally illuminating
electromagnetic environment.
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Figure 2 — Assessment.options

ssential that testing is conducted in a representative configuration and that g
eration is given to those aspects of the test'set-up that can have a significant imp
sults, for example cable layout. If the requirement is for equipment to be immune t
in a power-off configuration, then testing with the equipment powered off is appli
other cases, testing with the equipment powered and functioning is essential. Reg
nown that transient effects can bevsignificantly enhanced when the equipment is
ed functionally, for example with computer equipment that is constantly conductin
pperations or memory intensjve functions.

mary of test methods that can be used for the assessment of equipment or systs
ects of IEMI is provided below.

Derivation oftransfer functions

er functiofis-are essential for any equipment or system that is to be tested again
5 of a rddiated IEMI source using conducted methods and can also be used to ev
btectionlevel of a victim installation.

areful
act on
b [EMI
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earch
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) hard

ms to

st the
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o functions ecan aither ha measured (usina techniaues—such as thaosae discus
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IEC TS 61000-5-9 [7]) or generated analytically using some understanding of relevant geometry.

Transfer functions provide the means of estimating induced currents or voltages on conductors
as aresult of an EM field illuminating the conductor or from an EM source injected onto external

cablin

g. Transfer functions are generally measured over a broad frequency

range

(e.g. ~1 MHz to ~1 GHz) and enable predictions to be computed for any IEMI environment with
similar frequency content. Transfer functions can be extended to tens of GHz by measuring
internally induced EM fields and reflecting the change in dominance of the interaction
mechanism from cable coupling to aperture coupling.

For applicable test methods and test set-up see IEC TS 61000-5-9 [7].


https://iecnorm.com/api/?name=dc836e9faf2daa43ec998a71d9f4bf79

- 22 - IEC 61000-4-36:2020 © |IEC 2020

6.3 Radiated tests using IEMI simulator

IEMI simulators are becoming increasingly available as the threat of IEMI is understood and
accepted to pose real risk to the continuing operation of electronic equipment.
IEC TR 61000-4-35 [8] contains details on IEMI simulators and their respective parameters.
The equipment under test (EUT) shall be set-up in a representative condition of its intended
use for the results to be indicative of the EUT response when fielded. The use of IEMI simulators
to assess the protection level of an operational installation is not recommended since it can
present a significant interference risk.

For applicable test methods and test set-up of IEMI sources see IEC TR 61000-4-35 [8].

6.4 |Radiated tests using a reverberation chamber

IEC TR 61000-4-35 [8] also provides some examples of reverberation chambers. Reyerbgration
chambers can be used to produce the high field levels for equipment level testing@nd are useful
for tegting of a material’s shielding effectiveness in accordance with IEC 61000<4-21 [9].

Care |should be taken to understand how the results of measurements made within a
reverfjeration chamber compare with the realistic case of IEMI interaction which is closgr to a
plane |wave phenomenon. This difference is discussed in Annex D.

For applicable test methods and test set-up see IEC 61000-4<21 [9].

6.5 |Complex waveform injection (CWI)

This method takes the predicted currents from Jfransfer functions and injects thenl onto
condulctors one-by-one whilst monitoring for effects. The injected waveforms are a function of
the reponances measured by the transfer fungtion and the environment itself and are complex
in natpre, i.e. they contain many frequenciesy Further details on this method can be found in
AnneXx E.

6.6 |Damped sinusoidal injection.(DSI)

This method uses single frequeney damped sinusoidal waveforms and is generally required to
be repeated across many frequencies to give an indication of how an EUT can respond to an
IEMI ¢nvironment. For applicable test methods and test set-up see IEC 61000-4-12 [10] and
IEC 61000-4-18 [5].

6.7 |Electrostatic.discharge (ESD)

Testing to IEC_61000-4-2 [11] provides confidence of the continuing operation of the EUT as a
result|of ESD"ESD is a complex event generally characterised by a fast transient with @ rise-
time df the-order of hundreds of picoseconds and a pulse-width of tens of nanosecondgq. This
information may be used to infer likely susceptibility to certain IEMI environments vija the
generation of radiated fields.

For applicable test methods and test set-up see IEC 61000-4-2 [11].

6.8 Electrically fast transient (EFT)

The EFT test has parameters that compare favourably with certain IEMI conducted
environments, and data from the test defined in IEC 61000-4-4 [6] may be used to indicate the
response of an EUT to IEMI.

For applicable test methods and test set-up see IEC 61000-4-4 [6].
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6.9 Antenna port injection

This type of test provides valuable information on the response of transceiver systems to the
effects of IEMI including jammers which are discussed in Annex G. The IEMI environment of
interest shall either be used directly to inject signals into the antenna port or to determine
(through the use of transfer functions) those signals that would exist at the associated
electronics. Figure 3 shows a typical EUT with various ports including an antenna port.

EUT .
AC mains power port

Optical fibre port

Enclosure port
RF modulator output
port

DC network power port

Broadcast receiver
tuner port

Wired network port

Antenna \

Antenna port

/ Signal/control port

IEC

Figure 3 — Examples_of ports

In general, antenna ports are commonly subjected\te an ESD test. Also covered under 6.7, this
is likgly to provide useful information concerning the response of antenna ports tq IEMI
envirghments.

7 Test parameters

7.1 Derivation of immunity.test parameters

The key to deriving immunity tést levels lies in understanding the IEMI source of interegt, the
immufvluoity requirement of.the equipment or system that is to be assessed and the protection
level for a given scenafio.

For example, if the''equipment or system is to be located within a secure facility (assuming
20 dB|of attenuation for physical barriers) and such that an IEMI source cannot be any gloser
than 40 m (distance) away, this provides a useful bound on the test level. It can be prudent to
consider,some margin to deal with issues such as measurement uncertainty or measurgment
limitation/to ensure that the test results carry a high level of confidence. This gives g solid
foundati i i ; TS ; Is can
be derived using a radiated IEMI source or simulator or with the use of transfer functions as
discussed in 6.2.

Subclause 7.2 indicates generic test parameters based on the skilled category using the
environment levels derived in Table 2 and the examples of protection levels indicated
in Table 3.

7.2 Radiated test parameters
7.21 Generic hyperband test parameters (skilled capability group)

Table 4 defines the immunity test levels for hyperband IEMI environments (i.e. those with a
bandratio = 10).
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Table 4 — Generic hyperband test parameters (skilled capability group)

EPL Amplitude Rise time Pulse width prf Burst duration
(V/m) (ps) (ns) (Hz) (s)

EPLO 30 000

EPLA1 6 000

EPL2 3 000

EPL3 1500 100 to 500 0,2to 5 1to 1 000 1to 10

EPL4 565

FPES 252

FPL6 60
NOTH Any combination of waveform parameters in Table 4 will result in a different frequency_spectrum [of the
wavefprm applied during the test. In some cases, this will result in a test that is less severe whern ¢onsideripg the
overall content or the associated maximum derivative of the applied waveform.

All combinations of the parameter ranges given in Table 4 are not_sinultaneously achigvable
with gxisting IEMI test sources. Once a test level is selected, ,some parameter variafion is
recommended within the stated parameter ranges, if possible.

Table|5 shows a description of the radiated hyperband test‘waveform and other importapt test

paramjeters.

Table 5 — Radiated hyperband test waveform and other pulse parameters

Bandratio

= 102

Pulse to pulse amplitude reproducibility

amplitude (E-field) + 10 %P

Rise time

100 ps to 500 ps + 20 %

Pulse width

0,2nsto5ns +20 %

Pulse repetition frequency

1 Hz to 1000 Hz £ 10 % °

Burst duration

1sto10s+ 10 %°

Minimum number. of bursts

1

Minimum burstrintérval (period)

2s5s+20%

Radiated E-field*exposure test level

selectable according to Table 4 + 20 %

Field polarization

selectable, horizontal or vertical, or both

a8 The 3 dB-bandratio of the hyperband waveform is measured and confirmed that it is greater than or gqual to

An example of a hyperband waveform is given in Figure 4.
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7.2.2

Thesd types of IEMI environment are characterised by @ damped sinusoidal waveform. T
contains the test levels and associated parameters. Itshould be noted that any combina
wavefprm parameters in Table 6 will result in a different frequency spectrum of the way
applield during the test. In some cases, this will'result in a test that is less strenuous
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Figure 4 — Example of hyperband waveform

Generic mesoband test parameters (skilled capability group)

hble 6
ion of
eform
when

considering the overall content or the assagciated maximum time derivative of the applied

wavefprm.

Table 6 — Generic mesoband test parameters (skilled capability group)

EPL Amplitude Dominant Damping Pulse Burst dunation
frequency, factor, repetition
Epk Sy frequency
(prf)
(VIm) (MHz) 0 (Hz) (s)

EPLO 60000
EPL1 12 000
EPL2 6000
EPL3 3 000 80 to 500 5to 20 1to 1 000 1to 1P
EPL 4 1130
EPLS 504
EPL6 120

It should be noted that not all combinations of the parameter ranges given in Table 6 are
simultaneously achievable with existing IEMI sources. Once a test level is selected, some
parameter variation is recommended within the stated parameter ranges if possible.

The waveform shape is well described by damped sine waves as shown in Formula (1).

_ﬂfcy .
E(t)=kE, e /“sin(2zfy)

(1)
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where, k is a normalising factor, fy is the dominant frequency of the oscillation and ¢ is time.

The mesoband bandratio values of 1,01 to 3 can be shown by Formula (1) to correspond to Q-
factor values of ~5 to 100, as shown in Table 7, however Q-factor values of between ~5 to 20
are more typically observed from IEMI generators and through IEMI and HEMP coupling to
cables. Further information can be found in IEC 61000 2-13 [3].

Table 7 — Comparison of quality factor (Q) with bandratio

Table
paranm

Quality factor Normalising Bandratio
factor
0 k
4,8 1,171 3,00
5,0 1,164 2,87
10,0 1,080 1,81
15,0 1,053 1,51
20,0 1,040 1,36
100,0 1,008 1,01

8 shows a description of the radiated mesoband test waveform and other importa
eters. For more detail information, see Annex B.

Table 8 — Radiated mesoband waveformiand other pulse parameters

nt test

Dominant oscillation frequencies?

80 MHz to 500 MHz + 10 %°

Bandratio

shall be within the range 1,01 to 3°

Pu

se to pulse amplitude reproducibility

amplitude (E-field) + 10 %

Pulse repetition frequency

1 Hz to 1 000 Hz ®

Burst duration

1s to 10s + 20 % °

Minimum number of bursts

1

Minimum burst interval _(period)

2s5s+20%

i

adiated E-field exposure'test level

selectable according to Table 6 + 20 %

Field polarization

selectable, horizontal and vertical or circular

2 Dg
m

b TH
ny

© Th

minant oscillation frequency is defined as the dominant frequency (the frequency with the highest sg
hgnitude centribution) identified from a Fourier transformation of the measured time domain wavefornj.

ese are-ranges of recommended values. The user selects values appropriate to the situation. A mi
mbet of three frequencies is recommended to cover the frequency range of mesoband sources.

e 3'dB bandratio of the mesoband waveform is measured and it is confirmed that it lies within the

ectral

imum

range

1,01 to 3.

4 The mean amplitude of the pulses in a burst is used. The reproducibility of the pulse amplitude (the flatness
of the burst envelope) is important to control in order to accurately describe the test level used during exposure.

An example of a mesoband waveform is given in Figure 5.
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7.2.3 Generic hypoband test parameters (skilled capability group)
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Figure 5 — Example of mesoband waveform
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Table|9 gives the test levels for hypoband/narrowband IEMI which are characterised try low

relatiie bandwidth, centre frequencies of 23 GHz and an associated pulse repetition frequency
of < 1D00 Hz.
Table 9.~ Generic hypoband/narrowband
test parameters (skilled capability group)
EPL Amplitude Pulse width Pulse repetition Burst durafion
frequency
(Vim) (us) (Hz) (s)
EPLO 225 500
EPLA1 45 000
EPL2 22 550
EPL3 11 300 0,01to 10 1to 1000 1to 10
EPL4 4240
EPL5 1890
EPL6 450
NOTE Any combination of waveform parameters in Table 9 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less severe when considering the
overall content or the associated maximum derivative of the applied waveform.

All combinations of the parameter ranges given in Table 9 are simultaneously achievable with
existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.

An example of a hypoband/narrowband waveform is shown in Figure 6.
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NOTE | The y-axis is amplitude (scale intentionally removed).

Figure 6 — Typical hypoband/narrowband waveform

7.3 |Generic conducted IEMI test parameters

7.3.1 General

This document defines conducted IEMI\test levels in Table 10. The user shall define specific
test lgvels relevant to a specific IEMICenvironment by following the process in Clause 6.

Table 10 — Conducted IEMI test levels

Voe I Waveform Basic documehpt
\Y A
100 2 Damped sinusoids? IEC 61000-4-18|[5]
250 5 Damped sinusoids? IEC 61000-4-18|[5]
500 10 Damped sinusoids? IEC 61000-4-18|[5]
1000 20 Damped sinusoids? IEC 61000-4-18|[5]
2 000 40 Damped sinusoids? IEC 61000-4-18 [5]
4 000 80 Damped sinusoids? IEC 61000-4-18 [5]
4 000 80 5/50 ns IEC 61000-4-4 [6]
8 000 160 5/50 ns IEC 61000-4-4 [6]
16 000 320 5/50 ns IEC 61000-4-4 [6]
NOTE 1 Voltage and current levels shown in the table are for common mode values.
NOTE 2 For the two highest immunity test levels, it is sufficient to test with a single pulse.
a8 |EC 61000-4-18 [5] defines the following test frequencies: 3 MHz, 10 MHz and 30 MHz. Depending on the
characteristics of the incident IEMI electric field, tests can be recommended for damped sinusoids with
frequencies of 100 MHz or 300 MHz using the waveshape defined in IEC 61000-4-18 [5].
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7.3.2 Characteristics and performance of the fast damped oscillatory wave generator

Subclause 7.3.2 details the characteristics and performance requirements of the fast damped
oscillatory wave generator required to undertake the testing referred to in Table 10, footnote a.

The waveform of the fast damped oscillatory wave is given in Figure 7.

100%
a0% -—X

/\/\/\/\
UV

Fla T Omcilaion pesiod

Fimer firme:

IEC

Figure 7 — Waveform of the damped ostillatory wave (open circuit voltage)
Open [circuit specifications associated with Figure 7 are given in Table 11:

Table 11 — ©Open circuit specifications

Voltage rise time (7, in Figure 7) 5ns =30 %

Voltage oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 10 %
Pulse|repetition frequency 5000 Hz +10 %

Decaying (see Figure 7) Pkg shall be > 50 % of the Pk, value

and Phyq shall be < 50 % of the Pk, value

Burst duration 3 MHz: 50 ms = 20 %

Burst period 300 ms + 20 %

Output impedance 500 +£20 %

Open circuit voltage Pk, value, 100 V1o 4 kV £ 10 % (see Figure 7)
Phase relationship with the power frequency No requirement

Polarity of the first half-period Positive and negative

a8 Oscillation frequency is defined as the reciprocal of the period between the first and third zero crossings after
the initial peak. This period is shown as T in Figure 7.

Short circuit specifications associated with Figure 7 are given in Table 12:
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Table 12 — Short circuit specifications

Current rise time (7, in Figure 7): 3 MHz: < 330 ns
10 MHz: < 100 ns
30 MHz: <33 ns

Current oscillation frequencies? 3 MHz, 10 MHz and 30 MHz + 30 %

Decaying (see Figure 7) Pkg shall be > 25 % of the Pk, value and Pk,, shall be
< 25 % of the Pk, value

Short circuit current (Pk, value) 5At080A+20 %

a8 QOgcillation frequency is defined as the reciprocal of the period between the first and third zero crossing$ after
the initial peak. This period is shown as T in Figure 7.

7.4 |Tailored test level derivation

The tgst levels defined within 7.2 and 7.3 are provided to allow the reader'to apply generig IEMI
test Idvels to equipment and systems where prior knowledge of a particwlar IEMI environment
is not jJavailable.

For sifjuations where one or more specific IEMI environments arédhe subjects of the assesgment,
tailorgd test levels shall be derived by considering the source<to-victim path using the following
steps:
a) understand the IEMI threat environment of particdlar/interest
b) measure the protection level by obtaining transfer function (coupling) data
1)| develop analytically
2)| measure
c) predict induced currents/voltages/fields/power at the location of the equipment/systems
d) create an envelope predictions
e) assess immunity of equipment/systems
1)| inject predicted inducédywaveforms into equipment/systems
2)| compare injected_results with existing immunity data (if available)

7.5 |Relevance of EMC immunity data

Immunity data from' general EMC testing can be useful in determining whether testing [to the
levels|presented within this document is necessary to declare immunity to IEMI environments.
A rigorous_mathematical approach utilising waveform norms should be used as the basis for
such @assessments. Further information on the application of waveform norms can be folund in
IEC 6]000-4-33 [4].

Measurement uncertainties, whose quantitative calculations are possible, for example, intensity
of projected electric field, discharge voltage of static electric test facilities, current induced in
cables, etc., shall be included in any test report. It can be necessary to consider the use of
additional test margins to take account of limitations in test methods; further details on this
subject can be found in Annex F. Additionally, any test reports shall include the statement that
test results are dependent on the test conditions and configuration of the tested equipment, and
the note that the test results are, therefore, only valid for the cases specifically under identical
test conditions, test methods and equipment configuration.

Information and determination of measurement uncertainty for EMC testing can be found in
CISPR TR 16-4-1 [12], CISPR 16-4-2 [13], CISPR 16 4-3 [14], CISPR16-4-4 [15] and IEC TR
61000-1-6 [16] and are equally applicable to the determination of measurement uncertainty for
IEMI test results.
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A1

Annex A
(informative)

Failure mechanisms and performance criteria

General

Electronic components and subsystems are essential parts of modern systems like airplanes,
communication, IT infrastructure, traffic management, industrial controls or safety systems.
Since these electronic components have begun to control safety critical functions, concern is
growing over the vulnerability of electronic systems. Therefore the susceptibility of

systems is of vital interest since an upset or failure in these systems could calse
accidents or economic disasters. As a consequence, the investigation of the susceptib

electr
intere

There

5t [A.1]3, [A.2], [A.3], [A.4] and [A.5].

ritical
major
lity of

bnic systems as well as their protection and hardening against IEMI threats’ is off great

have been several documented cases, where high-power eléctromagnetic (HPEM)

envirgnments caused unwanted action or failure. In addition the last.decade has witnessed
worldwide numerous IEMI susceptibility investigations. Published reports of such investig
docunpent a variety of observed effects such as:

— di
— di

— CO

— fal

— unjntentional response or action of systems{movement of actuator, change of coursg),

— de

gturbed screens (flickering of screens, distorted displays, black screens),

gplay of wrong data,

Fruption of signals and data (signal drifts, corruption of signals, lost data),
5e response of sensors and systems,

creased performance (reduction of computational performance, data transfer),

— haphg up of software,

- re
— de

Due t

poot of digital devices (computen, controller, processor),

struction of components.

the dgvelopment of sufficient'protection measures require a classification of the effects a
failurg mechanisms, which summarise the essential information.

A.2

A.2.1
If the

Failure mechanisms

General

ations

b the large range of observed effects, the systematic assessment (fail/pass) as well as

nd the

bbsérved effects are analysed with regard to the underlying failure mechanism, fivg main

categories can be extracted:

1) noise

2) parameter offset and drifts

3) corruption of information

4) sy

stem upset or breakdown

5) component destruction

3 Numbers in square brackets refer to the references in Clause A.5.
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Any of these mechanisms can occur on a system as a result of an incident EM environment,
sometimes with disastrous consequences. Further details are given for each of the categories
below.

A.2.2

Noise

Electromagnetic disturbances can raise the noise level on signal and power lines, which results

in flas

hing of displays or reduced data rates.

In a particular case of jamming the IEMI source (jammer) operates at or close to the frequency
of operation and the induced noise level overloads the receiver circuits. Due to the fact that

recel\l o are dUOIuIIUd tU UPUIGtU Gt VUI_y :UVV O;ylla: :UVU:O, jallllll;lly ty'JIUG”y IUqU;IU |eSS
radiated power.

A.2.3 Parameter offset and drifts

Parameters of analogue circuits are subject to changes (e.g. offset, drift) ¢aused by induced

signal
signal
is sho

[Sourcq:

5. According to the application, these parameter changes can resdlt in distortipns of

5 and/or false control signals and affect control circuits as well as-the system statug.

wn in Figure A.1:

normal operation

IEN ‘\exposure
s Cy I

IEC

Bundeswehr Research-Institute for Protective Technologies and NBC-Protection, WIS.]

Figure A.1 — IEMI induced offset of sensor output -
Corruption of information

This

d signals are capable of changing bits of a data stream and of corrupting transfferred

ation.)In the worst case the receiving subsystem interprets the injected signal

br the

wrong

p p g
sensor readings, and movements of actuators. This is shown in Figure A.2:
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Figure A.2 — Collision of an induced disturbance with data bits [A1]

A.2.4 System upset or breakdown

A sysiem upset or breakdown is the inability of a physically undamaged. system to perfqrm its
desirgd function. Upsets and breakdowns are caused by electromagnietic disturbances that are
capablle of affecting the logic state of an electronic system (e.g. by triggering digital devices, by
changling counters or altering the state of logic circuits). After a reset (self, external, or power
reset)| the system will return to its usual capabilities.

A.2.5 Component destruction

Insulating layers of printed circuit boards or components (e.g. integrated circuits) cpn be
sensitjve to interfering disturbances. If the dielectric insulation is too thin, induced vpltage
signals can cause an electrical breakdown. The,resulting component destructions rang¢ from
flashoyver effects over melted lines to bond wire destruction (see Figure A.3).

IEC

Figure A.3 — Examples of destruction on a chip [A.2]

The identification of which destruction mechanism occurs requires additional detailed
examinations of the system (e.g. opening of integrated circuits (ICs) and detailed on-chip
investigation). As the destructive effects are of a permanent nature, usually the time
consumption of such additional examination is not a problem. In contrast, the temporary nature
of interferences requires a real-time measurement of signals and additional measurements,
which enable observation, storage and analysis of the internal stages of the system under
investigation.
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Effect of pulse width

Electronic equipment generally responds to either the peak power or the average power of the
incident IEMI environment. Much data has been collected to determine the relationship between
peak and average effects [A.6], [A.7], [A.8], [A.9], [A.10], [A.11], and the trend from this data is
summarised in Figure A.4.
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Figure A.4 — Generic failure trend as a function of pulse width

Figurg A.4 shows how the peak power forfailure for a typical circuit will decrease as the

width

circuit no longer reacts to the increasing average power and appears to depend only
peak power corresponding to the-peak power mode.

A comparison between the failure modes of typical older analogue equipment and newer
equipent is given in sevéral of the references. Most modern equipment cannot be defin
whollyl analogue or wholly digital in nature, and the assumption that a single mechan

respo
refere
requir
susce

A.4

nsible for the €quipment susceptibility is a simplification. However, it is clear fro
hces that for'many systems there is a dependency on pulse width and the peak
bd. Additignally, as indicated by the arrow in Figure A.4, faster circuits are generally
btible tol(shorter pulse widths.

pulse

increases, corresponding to the .average power failure mode. At the transition polnt the

bn the

digital
ed as
sm is
m the
power
more

Performance criteria

Determination of a system under test either passing or failing a test requires classification of
the test results in terms of the loss of function or the degradation of performance of the system
under test, relative to a performance level defined by its manufacturer or specified in the test

plan.

Recommended performance criteria are shown in Table A.1.
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Table A.1 — Recommended performance criteria

Performance Description
Normal Normal performance within specified limits.
Tolerable interference Appearing disturbances can be tolerated or do not influence the main
function.
Performance degradation The appearing disturbance reduces the efficiency and capability of the
system.
Temporary loss of function Temporary loss of function or degradation of performance which ceases

after the disturbance ceases, and from which the equipment under test
recovers its normal performance, without operator intervention.

Persidtent loss of function Temporary loss of function or degradation of performance, the corredtion
of which requires operator intervention.

Permanent loss of main function Loss of function or degradation of performance which is not recoverap
owing to damage to hardware or software, or loss of data!

e,

The manufacturer shall define the performance criteria of the system under test in accordance
with Tjable A.1.
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B.1

Annex B
(informative)

Developments in IEMI source environments

General

The use of electromagnetic sources [B.1]4 to generate intentional electromagnetic interference
(IEMI) is becoming an increasing concern as the reliance of society on technology increases
significantly. Many technical papers have been published that show the effects of IEMI are

cause

The gffects of IEMI on equipment can be similar to the effects caused by |high-

electr
fields
fields
chara

are ndt used for malicious use. However, it is possible to use informationregarding qualifi
of eqyipment and systems to these environments to inform the likely response to IEMI.

The dcientific community has decided to accept the more ‘geheric term IEMI [B.4],

includ
a wid
electr

disrupting, confusing or damaging these systems for terrorist or criminal purposes”.

Figurg B.1 qualitatively presents several of thesg electromagnetic environments, along w
narrowband and wideband IEMI threats that are the subject of this document [B.6].

for concern [B.2], [B.3].

pbmagnetic (HPEM) environments. HPEM environments include high-intensity ra
(HIRFs) generated by radio and radar systems, lightning electromagnetic pulse (L
and electrostatic discharge (ESD). Some of these HPEM environménts have {
Cteristics to those sources used to cause IEMI but are unintentional’ EMI sources, i.4

es EM terrorism [B.5]. In February 1999 at a workshopheld at the Zurich EMC Symp|
bly accepted definition for IEMI was suggested:</Intentional malicious generat
bmagnetic energy introducing noise or signals into/electric and electronic systemg

power
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Figure B.1 — A comparison of HPEM and IEMI spectra [B.6]

4 Numbers in square brackets refer to the references in Clause B.6.
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In August 1999 the problem of IEMI was recognized by the International Radio Scientific Union
(URSI) during a special session that resulted in an URSI resolution. The URSI “Resolution of
Criminal Activities using Electromagnetic Tools” [B.7] was intended to make people aware of
the following:

e The existence of criminal activities using electromagnetic tools and associated phenomena.

e The fact that criminal activities using electromagnetic tools can be undertaken covertly and
anonymously and that physical boundaries such as fences and walls can be penetrated by
electromagnetic fields.

e The potentially serious nature of the effects of criminal activities using electromagnetic tools
on the infrastructure and important functions in society such as transportation,
C(:]'rumunication, security, and medicine.

e That the possible disruptions of the health and economic activities of nations ould have
major consequences.

The WRSI Council recommended to the scientific community in general;~and the| EMC
commjunity in particular, to take account of this threat and to undertake the following actions:

— | Perform additional research pertaining to criminal activities using electromagneti¢ tools
in order to establish appropriate levels of vulnerability.

— | Investigate techniques for appropriate protection against criminal activities |using
electromagnetic tools and to provide methods that can be“Used to protect the publif from
the damage that can be done to the infrastructure by terrorists.

— | Develop high-quality testing and assessment methiods to evaluate system performance
in these special electromagnetic environments,

— | Provide data regarding the formulation.*of standards of protection and support
standardization work.

It shopld be noted that the International Electrotechnical Commission (IEC) added thg IEMI
threat|to its previous standardization work,dealing with HEMP in 1999.

B.2 [ IEMI environment

In order to understand the nature of IEMI threats it is necessary to understand the different
types |of electromagnetictenvironments that can be produced and that can affect exposed
equipent. This document focuses mainly on radiated threats, although injected threats ill be
summirised.

In terms of systenr vulnerabilities, the narrowband threat is usually one of very high power and
high energy, ‘since the electrical energy is delivered in a narrow frequency band. It is fairly easy
to deliver fields in the order of many kV/m at a single frequency. Of course each system|under
test cani/have a vulnerable frequency that is different from others. Often the malfunictions
observed-intesting-equipment-with-narrowband-waveforms—are-thoseof permanent-damage.
Available test facilities using the narrowband or hypoband waveforms can be found in an article
by Sabath et al. in [B.8].

The wideband threat is somewhat different. Since a time domain pulse produces energy over
many frequencies at the same time, the energy density at any single frequency is considerably
less. Therefore damage is not as likely as in the narrowband case; however, it is easier to find
a system’s vulnerability since many frequencies are applied to the system simultaneously.
Sources that have been built in the past typically produce repetitive pulses that can continue
for many seconds, thereby increasing the probability of producing a system upset. Test facilities
producing these types of waveforms are described in an article by Prather, et al. [B.9].
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While the waveform characteristics are defined above, there are two primary ways that they can
be delivered to a system. One is through the application of radiated fields, and the other is
through injection along cables and wires. These two methods of delivery are consistent with the
general treatment of electromagnetic disturbances in the field of electromagnetic compatibility
(EMC) where nearly all environments and tests are defined in terms of radiated or injected
environments [B.10].

For radiated fields, it seems clear that frequencies above 100 MHz are of primary concern in
that they are able to penetrate unshielded or poorly protected buildings very well and yet couple
efficiently to the equipment inside of the building. In addition, they have the advantage that
antennas designed to radiate efficiently at these frequencies are small. Figure B.2 illustrates a

qua“tqh\/n view of how radiated fields can illuminate and r\nnlr_\ln to cycfnm electronics th rough

apertdres (e.g., windows) and through building wiring [B.3].

Communication By g o op e
. and data lines “"S°Naﬂ
Mobile EM Mg e Y
transmitter

ndow

Network

Commercial
power

IEC

Figure B.2 — Representation of typical IEMI
radiation and coupling onto systems [B.3]

For inJected voltages'and currents, there are some differences in terms of the frequency|range
of intgrest. It is well established that if common-mode conducted signals are injected into the
power supply coritelecom cables outside of a building, frequencies below 10 MHz (and|pulse
widthg wider-than 50 ns) propagate more efficiently than higher frequencies. Experimepts by
Parfenov. (et "al. have shown that these “lower” frequencies can disrupt the operatlon of
equipfnent inside a building [B.11].

B.3 IEMI sources

The nature of IEMI sources [B.1] varies from very sophisticated sources being developed in
research laboratories and industry to threats hastily assembled by novices. The sophisticated
sources, termed directed energy weapons (DEWSs), occupy a parameter space that is illustrated
in Figure B.3 [B.1]. Note that the wideband (hyperband) sources tend to be at lower frequencies
and contain much less energy per pulse than the HPM (hypoband or narrowband) sources (see
Figure B.4). The sophisticated IEMI sources are increasingly higher power, increasingly more
compact, and can be operated repetitively. Recent advances at the Institute of High Current
Electronics, Siberian Branch of the Russian Academy of Sciences have taken advantage of
phase coherence to demonstrate a roughly N2 scaling in output power when N-separate HPM
sources are operated with phase coherence within 25 %. An example is shown in Figure B.7
[B.12].
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Figure B.3 — Parameter space in power/frequency occupied by sophisticated IEMI
(i.e. DEW) sources in comparison to common RE systems [B.1]
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Figure B.4 — Peak power and energy from continuous and pulsed
(durations shown) microwave sources, narrowband and wideband

Further, for hypoband or narrowband sources worldwide surveys of typical source power levels
have been conducted, see Figure B.4 [B.17]. Figure B.5 and Figure B.6 demonstrate the
achieved power levels.
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Figure B.5 — Peak powers of various types of
pulsed hypoband/narrowband-sources [B.1]
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Figure B.6 — Peak versus average power for microwave
sources with duty factors indicated
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The duty factor for IEMI sources is the product of the pulse length and the pulse repetition rate,
and is of the order of 106 (10-5 at most).
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A prominent example of a mesoband source is the Diehl-Rheinmetall> briefcase sources, shown

in Figure B.8 [B.3].

Solenoids power supply stored energy 3,5 MJ

- controllable tuning of the RF phase in each channel by NLTLs with
biased ferrites;

- enhancement of power density and number of channels'V?

- what about longer pulse phase synchronization?

NOTE | The system depicted is capable of radiating 6,0 GW at\X-band [B.12].

Figure B.7 — Phase coherence leading to a compact HPM
source with N2 sealing of output power

«  Diehl Munitions Systeme is marketing a small
interference source :jir%l ng antenna)
- 350 MHz dampe{; e field
= 120 kVMim at 1 m. (omni-directional antenna)
- 30-minco us operation (5 pulses/s
or 3 hoursin bursts
- 20in% 16in x8 inand 62 Ib

project
Generation frequency 10 GHz
Microwave pulse duration 0,8 ns
Peak pulse power 4 x15GW
HVG type—Tosla-transformer
FL impedance 250
Max FL charging voltage 700 kV
HV pulse length 10 ns
Pulse repetition rate up to 200pyp-s.
Time of continuous operation uptois

IEQ

IEC]

Figure B.8 — Briefcase mesoband DS source sold by Diehl-Rheinmetall [B.3]

The narrowband and UWB HPM sources just described are examples of sophisticated sources
that took considerable resources to design and develop. At the other extreme are sources that
can be constructed by novices using microwave ovens and other readily available components
(such as from radar systems). An example is shown in Figure B.9. Although such devices
radiated considerably lower powers than the sophisticated devices, at close range they can

have effects on exposed electronic systems.

5  The mesoband interference source briefcase is an example of a suitable product available commercially. This
information is given for the convenience of users of this document and does not constitute an endorsement by

IEC of this product.
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An example of a Russian industrial scale electromagnetic weapon is the RANETS-ES, which
was advertised at an Asian air show during the last decade. RANETS-E has goals of achieving
operating parameters of 0,5 GW, 10 ns to 20 ns, 500 Hz in X-band, with 45 dB to 50 dB gain
antenna [B.1].

Figure B.9 — A do-it-yourself eléectromagnetic
weapon made from an oven magnetron [B.13]

B.4 | Published radiated IEMI environments

B.4.1 IEC 61000-2-13 [B.14]

IEC 61000-2-13 [B.14] presents several sources which could be considered as applicgble to
the IEMI threat. These are summarised in Table B.1.

Table B.1"—"IEMI environments from IEC 61000-2-13

Name Band Typical operating Electric field Source type
frequency
Phasqr Hypoband or 1,1 GHz 2,3 kV/mat3 m Magnetron
narrowband

Dispajcher Mesoband 500 MHz 100 kV/m at 1 m Marx generator

Disrupter Hyperband 200 MHz to 2 GHz 500 kV/m at 1 m Impulse radiat|ng
(instantaneous antenna-baseq
bandwidth) system

B.4.2 Mil-Std-464C

Mil-Std-464C [B.17] produced by the Department of Defense (DoD) discusses a wide range of
electromagnetic environments (EMEs) and provides detailed descriptions and characteristics of
the EME that military platforms/equipment could experience. It provides minimum performance
and test requirements for equipment. In addition to standard electromagnetic compatibility
(EMC) environments, version C includes a high power microwave (HPM) narrowband and
wideband electromagnetic environment.

6 RANETS-E is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of this product.
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Table B.2 and Table B.3 are taken from Mil-Std-464C [B.17]. Table B.2 provides field strengths
that exist at 1 km for the hypoband/narrowband threat HPM environment. HPM is a military term
used to describe a class of IEMI systems which can be used in military scenarios. Table B.3
and Figure B.10 provide a spectral magnitude description for wideband HPMs at a distance of
100 m. Of specific relevance here, it provides a table displaying the electric field spectral
distribution for wideband threats. It should be pointed out that the levels given in Table B.2 and
Table B.3 do not represent the verification requirements for a given system. For a given system
a unique HPM worst-case environment has to be defined based on the operational scenarios,
tactics and/or mission profiles of that system in combination with the types of HPM-weapons it

can encounter.

— Table B.2 = Hypoband/narrowband HPM environment from [B17]

Frequency range Electric field

(MHz) (kV/m at 1 km)
2 000 to 2 700 18,0
3600 to 4 000 22,0
4 000 to 5 400 35,0
8 500 to 11 000 69,0
14 000 to 18 000 12,0
28 000 to 40 000 7,5

Table B.3 — Wideband (mesoband/hyperband) HPM environment from [B.17]

Frequency range Electric field
q y 9 at 100 m engagement range
(MHz) (V/m/MHz)
70 to 100 (mesoband) 33
100 to 150 (mesoband) 33
150 to 200 (mesoband) 7
200 to 225 (mesoband) 7
225 to 400-(mesoband) 7
400710, 700 (hyperband) 1,33
700'to 790 (hyperband) 1,14
790 to 1 000 (hyperband) 1,05
1 000 to 2 000 (hyperband) 0,84
2 000 to 2 700 (hyperband) 0,24
2 700 to 3 000 (hyperband) 0,08

The table as published in the standard is very easy to misinterpret, however detailed scrutiny
and information from other sources [B.18] identify that the data presented in Table A-5 of Mil-
Std-464C:2010 [B.17] is a composite of the maxima of four wideband threat waveforms.
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Mil-Std-464C:2010, Table A-5. External EME for wideband HPM

N A
=
£ 100
=
c
i)
=
2
® € 10
T o
o 2
(0]
= ®
% Source 14 (mesoband)

1
f Sedree—2-rmesebafeh——
§ Source 4 (Hyperband)
(0]
g 0,1 Source 3 (Hyperband)

0,01 >

10 100 1000 10 000
Frequency [MHz] IEC

Figure B.10 — Wideband (mesoband and hyperband)*EME derived from [B.17]

Withirl Mil-Std-464C [B.17] the mesoband and hyperband EME is defined in terms pf the
frequgncy domain's "electric field distribution" or "spectral magnitude". This information|on its
own i not sufficient to provide an adequate reconstruction of the equivalent time dpmain
wavefprms which are summarised by the distribution.

B.4.3 Selection of parameters for mesoband immunity test
B.4.3./1 General

Mesoland sources are typically used’to produce radiated (rather than conducted) wavgforms
and typically employ a dipole (or;a derivative thereof) as the radiating element. The dipole
design strongly influences the~dominant radiating frequency of the source. The dorinant
radiating frequency is herein defined as the frequency with the highest spectral maghitude
contribution identified frema Fourier transformation of the measured time domain wavefprm.

MesoIand sourcesyare tuneable, such that the dominant frequency f4 of the source wayjeform
can b¢ altered. However, alteration of the dominant frequency is done by changing eithef

e th
del

e the dipole antenna length/geometry; or

o the pulsedspower supply;
1 gas pressure, gas type, or gap spacing of the primary switch, if a Marx or Tgsla or

iative is em plnynrl;

e any combination of the above.

Therefore tuning of mesoband sources cannot typically be achieved dynamically (during use)
and requires the user to adjust key parameters in order to tune the source to a different
dominant frequency. This is important in terms of the practicalities of testing with mesoband
waveforms. In order to make the test practical a limited number of dominant frequencies should
be selected.

The Q-factor for the mesoband pulse can be derived from Formula (1). As long as the percent
bandwidth of the pulse corresponds to the 1 % to 100 % requirement to classify the waveform
as mesoband, then a wide range of O-factor values is acceptable. Values between 4,8 to 100
are considered acceptable.
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Mesoband sources are pulse repetition frequency (prf) and burst duration limited. The maximum
prf of the sources indicated above is 1 kHz but 100 Hz may be more typical of spark gap type
switching type systems.

Mesoband sources are often burst duration limited as they are typically battery powered,
whereas a mesoband immunity test simulation can be mains powered and capable of delivering
mesoband pulses continuously. It is therefore important to set a burst duration limit and burst
interval to be representative of the threat which is being simulated.

B.4.3.2 Dominant frequency (fy) selection

The sgtection of the number of dominant freguencies to use during testing At be
by thg user within the range 80 MHz to 500 MHz as identified above. A minimumy'of| three
frequgncies shall be selected to cover the required range. The dominant frequengy)Selection
could [correspond to a known threat source or to a known susceptibility of the equipment{under
test. However, in terms of practicality the following can be used for guidance.

Immunity testing for mesoband sources is most likely to take place in semi-anechoic chambers
wherel the test distance is limited to 3 m to 5 m. These chambers are ‘generally compliangt with
field yniformity down to 80 MHz. Using 80 MHz as a reasonablge, lower bound for f; is a

comp;lomise in terms of field uniformity, dipole dimensions (and near/far field boyndary
condiffons.

It seems reasonable and practical to use the Mil-Std-464€/[B.17] frequency ranges to guife the
selectjon of fy.

To qualify the source as mesoband, the bandratio shall be between 1,01 and 3 (pgrcent
bandwidth between 1 % and 100 %). Assuminga bandratio of 2 for the two mesoband squrces
indicated in Figure B.10 and selecting the smallest number of frequencies that both cover the
required frequency range, whilst also using known dominant frequencies of sources |in the
published literature, it is recommended-that a minimum of three dominant frequencies be
selected for mesoband immunity testing.

B.4.3.3 Q-factor

The ¢g-factor is not a parameter that is simple to select and is generally a consequence [of the
pulse |radiating equipment*configuration. The Q-factor by itself is not known to be corrglated
with spsceptibility, though a larger QO will result in a marginally longer pulse width. It is thefrefore
considered that the_QO-factor may lie anywhere within the range 4,8 to 100 as long as the
bandratio remains ‘within the range 1,01 to 3.

B.4.3.4 Rulse repetition frequency selection

The sglection of the pulse repetition frequency to use during testing shall be selectable py the
user within the range 1 Hz to 1 kHz as identified above. The pulse repetition frequency selection
could correspond to a known threat source or to a known susceptibility of the equipment under
test.

Generally speaking it is known that there is a relationship between the number of pulses in an
exposure and an effect in the equipment [B.19] [B.20]. It has been observed that after some
minimum number of pulses the susceptibility level, in terms of E-field, can decrease. However,
the number of pulses is highly dependent on the function (clock period, data rate, cycle time,
etc.) of the EUT and parameters of the test waveform.

Therefore it is recommended that the user selects the pulse repetition frequency appropriate to
the test up to a maximum pulse repetition frequency of 1 kHz.
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B.4.3.5 Burst duration and interval selection

The selection of the burst duration to use during testing shall be selectable by the user within
the range 1 s to 10 s as identified above. The burst duration selection could correspond with a
known threat source or to a known susceptibility of the equipment under test. Whilst a maximum
burst duration of 10 s is possible, for practical purposes and considering the equipment under
test's response time a burst duration limit of 2 s is considered adequate.

A single burst at each test level is considered adequate if the pulse repetition frequency is at
the maximum. However, for guidance a minimum burst to burst interval (burst duty cycle) of one
burst every 2 s with a 2-s rest period is considered practicable if it is identified that a particular
threat source is capable of burst repetition

B.4.3. E-field polarization

Mesoland threat sources are typically deployed with a horizontally polarised antenna.
Horizgntal polarization is therefore the preferred polarization for mesoband immunity testing
iff is considered acceptable to use this polarization only. However;, ~ertical or cjrcular
polarizations could be used to correspond with a known threat source jfinecessary.

B.4.3. Test environment

Free fleld radiated tests with the mesoband waveforms described previously can be difficult to
conduct in an outdoor open air environment due to spectrum management and |other
interfdrence and safety related concerns. It is considéred practical to conduct mespband
immunity testing within a semi-anechoic, fully amechoic room or within a trangverse
electrpmagnetic mode (TEM) waveguide. The primary constraint for testing within a room por cell
is achjieving an appropriate field uniformity over\the equipment under test volume gat the
availaple test distance.

The nfinimum suggested dominant frequeney is 80 MHz, at a typical test distance of 3 m |within
a semj-anechoic chamber (SAC) test chamber. At this distance it can be difficult to maintgin far
field cpnditions if the largest antenna-aperture dimension is not kept to a minimum, hencg field
uniformity should be satisfied in accoerdance with Annex H.

B.4.4 International Telecommunication Union (ITU)
The International Telecommunication Union (ITU) has published a "High-power electromagnetic

immunity guide for telecommunication systems" [B.21] that also contains published leyels of
I[EMI g@nvironments;

B.5 | Summary

IEMI qoutees are increasingly pervasive. They range from small do-it-yourself sources thpt can
be bullt from directions found on the Iniernet to highly sophisticated narrowband (hypoband)
sources that are only found in national laboratories and universities. Regarding the latter, they
can also be broken up into sources that fire a single shot at a time and those that can fire
repetitively in a burst. Figure B.11 presents the typical range of mass (in kg) and power (in GW)
of these two types of sources.
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Weight as a function of output microwave power from
representative land-mobile and land-transportable HPM
sources
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The black line (lower line) is a trend line for single shot sources and the red line (upper line) is a tr
ems that are repetitively pulsed (tens to hundreds of hertz).

This is representative data relevant for sample land-mobijle or land-transportable systems and inclu

.1 in [B.14] for the HPM sources, and models from HEIMDALL [B.16] for the weight of the hypoband
ents.

Figure B.11 — Plot of entire narrowband system weight as a function of outpu
microwave power for land-mobile and land-transportable systems

er or not the more massive, sources can find their way to be used as part of thd
nment remains to be seen-The lighter variants are certainly more likely to be ussd

in range to the victim.
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Annex C
(informative)

Interaction with buildings

C.1 Building attenuation

Buildings and structures provide a level of attenuation against IEMI environments (and other
EM environments). The degree of this attenuation, referred to as shielding effectiveness, is a
function of the material used in construction and the frequency range of the IEMI environment.
Figurg C.1 shows data collected from published sources [C.1] to [C.7]7.

Mean attenuation (dB)

0 +— 1 - J p— e —— ) Ao l
1 x 10° 1 x 10 1 x 10° 1x 108 1 x 107 1x 108

1% 10° 1x 10" 1 x 10"
Frequency (Hz)

-

L 2 } Data points
2

— ~Frend line below 100 MHz
——Trend line above 100 MHz

IEC

NOTE | A re-bar structure in general gives very little attenuation above 500 MHz [C.8].

Figure C.1 — Typical unprotected low-rise building
plane wave E-field attenuation collected from references

The trend lines in Figure C.1 are based upon measurements made on a typical office building
(building types 3, 3a and 3b relate to office buildings in suburban areas) and are supported by
the data from other sources made at varying distances into the building. The general trend is

that attenuation decreases linearly for frequencies from 10 kHz to 100 MHz and then increases
at a much-reduced rate to 10 GHz.

In [C.7] further data derived from measurements of rooms within buildings of varying

construction averaged over frequencies between 1 MHz and 3 GHz is provided. This is shown
in Table C.1.

7 Numbers in square brackets refer to the references in Clause C.4.
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Table C.1 — Shielding effectiveness measurements for
various power system buildings and rooms

Description Shielding
(dB)
Wood building 2
Room under wood roof 4
Wood building, room 1 4
Concrete, no re-bar 5
Wood building, room 2 6
Concrete and re-bar, room 1 7
Concrete and re-bar, room 2 11
Concrete and re-bar, room 3 11
Concrete and re-bar, room 4 18
Metal building 26
Concrete and re-bar, well protected room 29

Figurg C.1 and Table C.1 are included here to allow theréader to estimate the shi

effect

veness afforded by buildings within which electroni€)systems that are required

immune to IEMI environments are located. Given the fréequency of the IEMI environm
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ld be noted that this type of reduction applies' only to assessments of radiated
hte values of shielding effectiveness can onlyrbe obtained through an assessment
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sment process.

Coupling to cables

the wavelength is equivalent, or proportional, to the cable length. This is
stically-in"Figure C.2 [C.9].

elding
to be
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5t, a reduction to test levels can be made using thesshielding effectiveness data projvided.

IEMI.
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rrowband (hypoband) environments, a single figure can be used with reasqnable
cy when utilising shielding effectiveness measurements to reduce the magnityde of
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xtent to which HEMI is coupled to cables depends on the associated wavelength (and
bre, frequency) of the energy and the length of the cable. Cable coupling is strgngest
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Figure C.2 — Cable coupling and resonance’region

C.2 shows coupling efficiency as a function of frequency where 1 is the freque
5t, . is the lowest frequency in the incident IEMI eavironment, £, is the highest freq

incident IEMI environment and L is the cable length; o is angular frequency, 2xf.

example, band 2 shows the "resonance region", the.region in which the maximum amo
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y is coupled to the cable from the incident<}EMI environment. Coupling either be
this region tends to follow a reduction-@f approximately 20 dB per decade. The
minor adjustments to this trend for frequencies above the resonance region where
bnditions (special angles of incidenceand polarization) can create a less rapid deg

pling.

Low voltage cable attenuation

bility of a cable to conduct current efficiently is determined by a number of factors
main factors is thecmaterial that the cable core is made of and the quality of any

ncy of
uency

n this
unt of
ow or
e are
“end-
rease
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braid

(shielding). A graph of ‘attenuation per metre for a standard twin and earth low voltage cable is

showrj

in Figure C.3 [€.10].
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Standard mains cable attenuation

Attenuation (dB/m)

0,001 0,01 0,1 1 10 100 1040

Frequency (MHz)

Figure C.3 — Mains cable attenuation profile

At 150 kHz the common-mode attenuation for acstandard twin and earth low voltage cable is

approkimately 0,7 dB/m.

At freg
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Annex D
(informative)

Relation between plane wave immunity testing
and immunity testing in a reverberation chamber

D.1 General

The problem in relatmg the outcome of a susceptlblhty test in a reverberation Chamber to free-
space ) hamber the

tions.
The cpncept of statistical isotropy, sometimes used for reverberation chambers,(means that the
ensenpble average of the signal received by an antenna (or by a critical compoenent insige the
EUT) |will be independent of the directional properties of the antenna [D.2]19. In an isqtropic

envirgnment the ensemble average of the receiving cross-section, <ap> ~is) for all antennas and

irrespective of their directivity properties, given by [D.3], [D.4], [D.5]:

<°’p>zg'<D>"7'<P>'q=§—”-ﬂ~q (D.1)

wherel 4 is the wavelength, D is the directivity (sometimes denoted the directive gain), 7|is the
antenpa radiation efficiency, p is the polarization-matching factor, and ¢ is the impedance-
mismatch factor. It holds that <D>=1 and <p>=1/2 in an isotropic environment. Formulg (D.1)

illustrates the loss of information regarding polarization and directional properties in a
reverljeration chamber test.

The f4ct that the variations in directivity and polarization are averaged out in a reverbgration
chamber — illustrated by Formula (D.1) — indicates that an immunity test carried out in a
reverfjeration chamber might’be'less severe than a test carried out in an anechoic chamber
(AC), |at least if the anechoic-chamber test comprises the worst angle of incidencg and
polarization. This also<holds for measurements of shielding effectiveness (SE), li.e. a
measyrement in a reverberation chamber can yield a higher, i.e. a more favourable, vglue of
the SE than a measurement in an anechoic chamber comprising the worst angle of incidence
and pplarization,.*Of* course, the opposite can also be true, i.e. that the immunity test|in an
anechpic chamber might be less severe than a test in a reverberation chamber. This happens
if all the test eases carried out in the anechoic chamber correspond to small values of D-Jp, i.e.

if the angle of incidence and/or the polarization corresponds to a weak coupling to the EYT.

The exact relation between the stresses an EUT will face in the two environments depends on
the definition of the electric field used for immunity testing in a reverberation chamber (see [6]).
Usually, in a measurement of shielding effectiveness (see below), the most natural choice is to
use the scalar power density. This yields a value of SE measured in the reverberation chamber
that is equal to the average value, with respect to all aspect angles and polarizations, of the
shielding effectiveness measured in the anechoic chamber.

8 Numbers in square brackets refer to the references in Clause D.5.

9 |t has been shown [D.17] that good isotropy also prevails at each position of the stirrer.
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In an immunity test in a reverberation chamber the relation between the two environments
becomes more complicated. One reason is that the immunity test parameter is given by, with
respect to all stirrer positions used in the test, the maximum field strength and not by an average
value of some more convenient parameter like the power received by the calibration antenna.
Another reason is that different definitions on the test field strength, the total and a rectangular
component of the electric field respectively, are used in different standards.

D.2 Relation between measurements of shielding effectiveness in the two
environments

In a measurement of the qhiplding effectiveness (QF) of an FUT the EUT is rpgnrdpd ith its

interngl field sensor as an antenna. The receiving cross-section, <ap>, of an antenna\is|given
by [D.[]:

2 2

Y 2
op=-—"G0.0) p-g=-—-D0.0) 1 pq (D.2)
Az 4r

wherel (see Formula (D.1) above) 4 is the wavelength, G is the  antenna gain and D(4,¢) is
the directivity, and where 8 and ¢ denote the angle of incidence of the plane wavg. The
paramnjeter n denotes the antenna radiation efficiency, i.e.\it represents the losses pf the
antennpa (7 =1 for the lossless case), p is the polarization-matching factor, and ¢ |s the

impedance-mismatch factor. In the present case, since’the "antenna" consists of a shjelded
structyire with a field sensor mounted inside, the "antenna" has a very low efficiency. In other
words| the losses, represented by the parameteryyare very high, i.e. 7« 1.

In a rgverberation chamber, the scalar poweér density, Sq., is defined by [D.3]:

(Ef) o

7o 2 B (D-3)

Ssc =

wherel Et is the total efectric field strength, Z; is the free space wave impedance and F|is the

power received by an_(lossless and impedance-matched) antenna in a reverberation chgmber.
The brackets indicate the average taken over all (statistically independent) stirrer positions
used in the test:

In a measurement of shielding effectiveness made in a reverberation chamber the aJerage
powell réceived by a sensor located inside the EUT, <Pr,sensor,RC—test>' is given by (s¢e the

discussion below Formula (D.1)):

2
A
<Pr,sensor,RC—test> = 81 14" Ssc (D.4)

In a corresponding measurement of SE in an anechoic chamber, i.e. using the same sensor at
the same location inside the EUT, one gets:

2

A
Pr,sensor,AC—test = E'D(es ®) pn-q-Spc (D.5)
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where Sac :EinCZ/ZO is the power density of the incident plane wave, with the field strength
Einc -

If the power densities in the two facilities are equated, i.e. S;; = Spc, the result is:

P
r.sensor, AC—test _ 2D(6,4)- p (D.6)
<Pr,sensor,RC7test>

The req bUiVUlj PpOWET Ldll t;lub dlffcl up 1LU 2D IUEiWUUII “Ib‘ tWU UIIViIUIIIIIb‘IItb, dbbulllil g that

max
the ppwer density in the anechoic chamber is equal to the scalar power density’|n the
reverfjeration chamber. D,,, denotes the maximum directivity taken over all\ang|es of

incidence.

Usually, shielding effectiveness is expressed as the ratio between field~strength (electric or
magnric) or the ratio of the power densities, outside and inside the EUJT. In a reverbgration
chamber test this can be achieved by defining an equivalent scalarrpewer density insifie the
EUT ip analogy with the definition in Formula (D.3) (see [D.8]). The_term equivalent indjicates
that the field conditions inside the EUT do not necessarily fulfil 'the requirements for thg field
statisfics in a reverberation chamber. The introduction of an‘*e€quivalent scalar power density
result$ in a shielding effectiveness equal to:

(R

<Pr,sensor, RC-test >

SEge = (D.7)

Formyla (D.7) represents a simple and ftuitful way to define shielding effectivenes$ in a
reverheration chamber (see [D.24]). By-using the power received by the sensor (compensated
for anfenna efficiency and impedance mismatch) one does not explicitly have to derive a|value
of an finternal field strength, which*might turn out to be very difficult for narrow and complex
envirgnments. Also, it seems reasonable that the power received by a sensor is representative
of the|power that would be picked up by an internal cable or wire. It shall also be noted that any

antenpa used for the calibration of the field external to the EUT gives the same value ¢f <R>

(assuming that compenSation has been made for differences in impedance mismatch and
antenna efficiency). Fhus, a measurement of SE will not depend on the type of antenna that is
used for the calibration of the chamber.

For a|measurement in an anechoic chamber the definition of SE is not applicable since a
measyrement*of the power received in the calibration antenna depends on the gain ppf the
antenhas Fherefore, it is evidently a more natural choice to use the power density (or the ejectric
or magnetic field strength) to characterise the field external to the EUT. If Formula (D.3) i$ used
to define an equivalent scalar power density inside the EUT the result is:

S Sac -4
SEpc =—2AC__ AC

sceq  ITsensor,AC—test " 87

(D.8)

Combining Formulae (D.3), (D.7) and (D.8) and assuming Sg; = Sac . for the relation between
SEs measured in the two chambers the following result is obtained:

SE| R —
RC _ _frsensorAC-test _ 2D(0,0) p (D.9)
SEpc <Pr,sensor,RC—test >
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i.e. the same relation as given by Formula (D.6).

An alternative way, in both these environments, to avoid the difficulties associated with the
concept of shielding effectiveness, for example the problem to determine field strengths or use
an equivalent scalar power density in complex and narrow compartments, is to use the receiving
cross-section of the sensor mounted inside the EUT, i.e.:

<Pr,sensor, RC-test >

<ap,RC>: 5 (D.10)
sc

OpAC = R’,sens;r,AC—test D.1 1)
AC

Again| compensation shall be made for the non-ideal properties of the sensorAn advantpge of
using [the receiving cross-section instead of the shielding effectiveness_is'that the resul{s of a
measyrement in a direct way can be related to the susceptibility of components inside the EUT
that afe, in one sense or the other, considered to be critical, see [D9):

The rglation between the cross-section measured in the reverberation chamber ang that
measyred in the anechoic chamber is the same as the one given in Formulae (D.6) and|(D.9).
This means that the average of the receiving cross-section‘taken over all angles of incidence
and tHe polarizations for a measurement in an anechoic¢chamber is equal to the cross-sgction
measyred in a reverberation chamber. This has bee®y supported by measurement on spveral
real and complex objects (see [D.10] and references.in Clause D.5). These measurements have
also ghown a maximum directivity of the order*of' 10 dB to 15 dB. Useful estimates pf the
maximum directivity, based on the spherical wave theory and assuming that the sphericallmode
coeffigients are independent random variables; can be found in [D.11], [D.20].

The dpminant factor in the uncertainty-related to a shielding effectiveness measurementjis the
number of stirrer positions used. The eonfidence interval in dB is given by [D.12]:

1+k/«/;
1—k/\Jzn

d[dB]=10-logg D.12)

whergl £ determines the confidence level (k=1,96 for 95 %), z is the number of dimensipns of
the figld data (1<er'3), and »n is the number of independent stirrer positions. Assuming that the
power picked. up by the field probe and by the cables follows a chi-squared distribution with two
degregs of-freedom, it holds that z = 1 (see the discussion below on the choice between|using
the totalelectric field or a rectangular component of the electric field).

If Formula (D.12) is solved for n, the result is:

d
k21010 4+1
S

(D.13)

For example, if d =2 dB and the desired confidence level is 95% (4 =1,96) then n=75. Thus
75 stirrer positions yield a confidence interval equal to 2 dB, i.e. an uncertainty of roughly +1 dB
(the confidence interval is not entirely symmetric). For n=100 an uncertainty of roughly +0,9 dB
is obtained.
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D.3 Relation between immunity testing in the two environments

In immunity testing in a reverberation chamber the electric field test level is expressed in
of the maximum electric field, with respect to the (assumed statistical independent)

terms
stirrer

position used in the test. Depending on the exact definition of the test level, the relation between
a test in a reverberation and an anechoic chamber becomes more complicated than what was
shown above for the average-based measurements of shielding effectiveness. This becomes

clear when studying the expressions in [D.6] for the maximum of the total field, |ET‘MaX| and the

maximum of a rectangular component of the field, |ER’MaX|. Since the relation between

those

two parameters depends on the number of stirrer positions there is no simple way to derive the

value pfone of these from the vaiue of the other.

A "generalization" of the scalar power density (see Formula (D.3)), i.e. Sg; max :87r//12~

would| give the same relation between the two environments as for the measurements
shieldjng effectiveness and receiving cross-section shown above. However{this would |
a king of ad-hoc definition of the maximum scalar power density leading to the re

2
Ssc = B+|Ermax|  (see [D.13]).

For different reasons the choice of the electric field test level in a’reverberation chamb
been fo use either the maximum of the total field, |ET’M3X|, or*the maximum of a recta
compgnent of the field, |ER‘MaX|. Different choices haveibeen made in different standa

the DD-160F [D.14] standard for civil aircraft the former’has been chosen while the latt
been ¢ghosen for the IEC 61000-4-21 [D.15] standard.and for MIL-Std-461 [D.16]. An arg

for chposing |ER,|v|ax| is that the power absorbed\by an antenna in a reverberation ch
followp the same statistical function (a chi-squared distribution with two degrees of freedd

the magnitude of the square of a rectangufar component of the electric field, i.e. |ER,MaX|'

that the same holds for the power delivered to the load, for example an electronic comp
connelcted to a wire or a cable inside-an EUT. This is of course not surprising since the
and cables picking up the energy-are expected to behave as antennas [D.17], [D.18]. Th
electric field, on the other hapdy can be of interest, for example in direct heating of the &
a component (see the discussion in [D.6]).

As wap indicated aboye the relations between the maximum responses in the two environ
become somewhaticomplicated when |ET,MaX| or |ER,Max| are chosen as the test field str

In both cases the-relations, which in the case of determination of the shielding effectiv
equal|2- Dy will now depend on the number of stirrer positions. The relations, which g

Pr,Max
of the
pad to
lation

er has
ngular

ds. In

Br has
Lment

Aamber
m) as
, and

bnent,
wires
b total
ulk of

ments
ength.
eness
an be

found|in [D-19], show that the expected ratio between the maximum responses in the ang¢choic

stirrer

and reverberation chambers, respectively, varies for different choices of the number of

positidrs—A—

If |ET‘MaX| is used to define the test field strength it follows that:

B AC,Max

=2-Dyax, for N =1
F rRc,MAX

R
~LACMEX _ 1.3 Dyax, for N = 20, and
B RC Max

P
—TACMEX _ 11 Dyax . for N = 200
1t RC,Max
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If |ER,MaX| is used to define the test field strength (see the discussion in connection to Formula
(D.8) in [D.13]), it follows that:

P
Mzg-DMax, for all choices of N .
Pr,RC,Max 3

Obviously, the strong dependency of N when choosing |ET,Max| as the test field strength can

pose problems since the relation between the two environments becomes quite intricate, while
this difficulty essentially does not hold for|ER’MaX| .

As nofed above estimates of the maximum directivity, Dy, based on the sphericalwave theory
can b¢ found in [D.11], [D.20].

The r¢lations above point out the risk for under-testing in a reverberation.chamber, conpared
to a tgst in an anechoic chamber. However, apart from in-band radiated-susceptibility tesfing of
antenpa systems, it should be noted that the maximum stress level in the anechoic chamber is
in pragtice never attained. The reason is that it would either require~knowledge beforehand of
the worst angle of incidence and polarization, or that a huge, number of aspect anglgds and
polarizations have to be used in the test [D.10]. In [D.22] @{comparison was made,|using
measyirements of coupling from an external field to an internal probe depicting a ¢ritical
component, between a typical anechoic-chamber test 4 using four aspect angles and two
polarizations — and a reverberation-chamber test using12 stirrer positions. The resu|t was
expressed in terms of an error bias for each test chamber, defined as the ratio of the medsured
maxinum response to the true maximum plane-wave response. It was shown that if the field
strendth in the anechoic chamber was equated toxthe maximum of a rectangular comporent in
the relverberation chamber, the expected errer“biases became similar in the two chambers.
Thus,|in this case, the under-testing in each-of the two chambers, with respect to thqg ideal
worst{case plane wave test, was the same:

If a wqrst case test really is required;for example for safety-critical equipment, it might be|better
to make the test in a reverberation-chamber including a margin corresponding to the r¢lation
given jabove, than to spend the\extensive time needed to find the worst angle of incidenge and
polarization in an anechoic ehamber. Alternatively, one can make use of the fact thpt the
statisfical distribution for_the power received by a critical component inside an EUT is the|same
when yarying the angle/ofincidence and polarization in an anechoic chamber as when the|stirrer
is rotgted in a reverberation chamber, see [D.25]. By equating the average stress in the two
envirgnments and by making an appropriate choice of the number of independent [stirrer
positipns, the maximum stress induced in the reverberation chamber test will be the same as
the maximum (stress that possibly can be achieved in an anechoic chamber test.

In the|aforementioned standards, |ET,|v|ax| and |ER:MaX| are determined by use of a caliljration

procedure (see [D.14], [D.15], [D.16]). The field strengths can also be estimated from a
measurement of the average (see [D.14]), or maximum (see [D.15], [D.16]) power measured by
a receive antenna.
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The uncertainty of an immunity test is not described by the same statistics as the one for an
average measurement of for example shielding effectiveness. The test field strength is defined
by the maximum field, with respect to a given number of independent stirrer positions, measured
by a reference antenna. The measured value is assumed to be the maximum field seen by the
EUT (however probably not at the same stirrer position). An investigation made on the
uncertainty in immunity testing, based on the power received by the reference antenna, is
presented in [D.17]. Figure 8 in [D.17] shows that the uncertainty in the maximum power
stressing of the EUT, with respect to the maximum power measured by the reference antenna,
B max » at a confidence level of 95 % is approximately +3 dB for N =100 (as for the average

case above, the probability density function is not symmetric). The result can also be stated
(see [D.17]) that one, for N =100, has to subtract a security margin of 2,3 dB from the power

meastm—wmmmnrm—mm 95 %
confidence, is equal to or larger than what is given by the reference value.

D.4 | Additional aspects

The fgllowing additional aspects should be considered:

e |If [the EUT is to be located in an electromagnetic environment similar to thaf of a
reyerberation chamber, for example a large avionics bay, the-problem of relating frep field
copditions to those in a reverberation chamber does have tg,be considered.

e Thle discussion above relates to the stress picked up by a¢ritical component inside thg EUT.
Thiings become more complicated if there are seyeral critical components and [if the
interference of a system is determined by a simultaneous malfunction of several ¢ritical
components. The latter may be the case if the BUT employs for example triple mpdular
redundancy (TMR) to reduce the risk of failure for critical functions.

e Thle term statistical isotropy is often used tozpoint out that true isotropic conditions are only
achieved in a statistical sense, for example.if one in an average measurement uses allarge,
or|infinite number of independent stirrer positions or independent spatial positiohs. In
practice, however, it seems that, froma practical viewpoint, a sufficient isotropy is achieved
algo at one and the same stirrer position. This would imply that the assumption of isqtropic
copditions is in practice valid nét-only for average type measurements, for examplg for a
measurements of shielding~effectiveness, but also at radiated susceptibility ftesting
(s¢e [D.17]).

o |If the EUT is subjected. to pulse modulated waveforms, which is usually the case in
supceptibility testing-at*microwave frequencies, it is necessary that the time constant|of the
chember be shorterthan the pulse length of the modulated waveform. To achieve that, the
0 value of the chamber may have to be decreased, which means that the test field stfength
will be reduced-for a given level of input power. A criterion used in several standards |s that
th¢ chambertime constant shall not be greater than 0,4 times the pulse length.

e Ag shown above the test field strength depends on the number of independent [stirrer

positiens. In practice this statistical independence is evaluated by checking that the |stirrer
pokitions are uncorrelated (Qpp [D ‘IR] and the discussion in [D ?1])
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Annex E
(informative)

Complex waveform injection — Test method

E.1 General

High-power electromagnetic (HPEM) environments, including high-altitude electromagnetic
pulse (HEMP) environments, interact with systems, causing currents to be induced. The
frequency content and magnitude of this current is primarily a function of the geometry of the
systerm and the impedance of the system conductors. Traditional methods assess the impgact of
theselinduced currents at equipment level with testing, using various test methods sach’ps the
injectipn of single frequency damped sinusoidal waveforms at various frequenciesy'in-bgnd" to
the threat environment. Alternatively, assessment is conducted at the system.‘level|using
simuldtors to approximate the threat environment. The latter option is'‘@xpensivg with
considerable time and funds being spent on planning, conducting and supporting a largetscale
system test.

Equipment level testing is intended to reduce the risk of system leveljissues but at the pfesent
time does not consider the synergistic nature of the induced current caused by the illumipating
threat|environment. The synergistic nature of the induced current in this context refers [to the
fact t{at the actual induced currents from actual transient. environments will be complex,

consigting of many different frequencies. The determination of equipment level limits is pased
on hisftorical information and one particular issue is that of the upper frequency limit. In the UK
defenge standard this upper limit is 50 MHz whereas\the US military standard uses 100 MHz.
Newer systems are adopting shielded cabling to,assist in mitigating the risk when expoged to
HPEM environments. These shielded cables are“typically de-coupled at bay or compaftment
interfgces and can result in significant coupled\éontent at frequencies greater than the present
upper|limit. The traditional methods rely on the-defined test amplitudes, frequencies and bpunds
on thg energy (damping factor, Q), whichdo not consider the synergistic nature of the trapsient
excitafion.

Given| the constraints with respect to high-power transient simulators discussed gbove,
alterngtive options are being,sought that rely on the injection of waveforms that approximate
the influced transient.

Anneq E discusses a.novel method for the prediction, construction and injection of complex
transig¢nts that occur'as a result of the exposure of a system or equipment to HPEM and HEMP
envirgnments.

E.2 | Prediction

E.2.1 —Gemneral

Cable bundle transfer functions can be measured using the low level swept current (LLSC)
technique. This technique was developed in the 1980s by those seeking to remove the need for
high-power illumination of aircraft during the process of providing aircraft clearance evidence
against high-intensity radiated field (HIRF) environments [E.3]10. LLSC involves illuminating a
system with a uniform low power, swept frequency, and electromagnetic field. The system under
test is illuminated from four orientations in turn and completed for two polarizations of the
transmit antenna. The technique is generally conducted between 500 kHz and 400 MHz and
measurements are split into three bands to maximise transmit antenna efficiency and to ensure
sufficient resolution in the final transfer function. The technique can be used up to 1 GHz but
the validity of the transfer function at these higher frequencies is dependent on the length of

10 Numbers in square brackets refer to the references in Clause E.6.
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the cable bundle being measured, and the position of the current probe on the bundle affects
the final result. For frequencies above 200 MHz (to allow an overlap between the cable and
aperture coupling regimes) the transfer function of the platform shielding is measured with the
low level swept field (LLSF) technique as it has been observed that aperture coupling is the
main driver for equipment susceptibilities at these frequencies. Transfer functions obtained
using the LLSC method are the focus of Annex E.

The first stage of LLSC is to measure the incident (reference) field. The second stage is to
measure the induced current in the cable bundle of interest whilst the reference field is
illuminating the system. The final stage involves the processing of the measurements such that
a transfer function is generated The LLSC techmque results in 24 data files for each cable

A alized

j four
tation
agse of
frequgncy domain HIRF testing, a generic transfer function is calculated which is the hjghest
measyred coupling for any frequency; these transfer functions are polatization and oriertation
indepéndent. Generic transfer functions introduce an inherent safety=nrargin into the regulting
equipment susceptibility assessment. This susceptibility assessmeént, known as bulk durrent
injectipn (BCI) is not addressed in Annex E. Polarization dependent'but orientation indepgndent
transfer functions can also be obtained if required.

The rgsulting transfer function is expressed in terms of.current per incident field (dBuA/(M/m)).

A typical LLSC reference field measurement set-up is shown in Figure E.1 and an induced
current set-up is shown in Figure E.2.
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Figure E.1 — LLSC reference field measurement set-up
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Figure E.2 — LLSC induced current measurement set-up

cal LLSC transfer function jstshown in Figure E.3.

Typical transfer function
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antenna is connected to the instrumentation (spectrum analyser, tracking sourg
ier) in turn such that the EUT can be illuminated from four consecutive orientation
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Figure E.3 — Typical LLSC magnitude-only transfer function
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The measured transfer function can be used to predict an induced current as a result of an
incident HPEM environment. In the case of frequency domain HPEM environments, the transfer
function can simply be extrapolated to the frequency domain environment as it is expressed in
terms of induced current normalised to the incident electric field across the relevant frequency
range. However, for time domain HPEM environments, the prediction is complicated by the lack
of phase information and convolution is required instead of simple extrapolation. Phase is not
measured during the LLSC technique due to difficulties concerning the accuracy of phase
measurements at frequencies above the dominant frequency, the effect of current probe
location on the cable bundle being measured and the time burden required to carry out phase
measurements. The lack of phase information is mitigated by the use of the minimum phase
algorithm (MPA). This algorithm generates phase for the measured transfer function by
imposing minimum phase constraints with a Hilbert Transform (Formula (E.1)):

o(jan)=

-2 (E.1)
271' S a)g—a)

wherel |H(jo)| is the magnitude component and ¢(jo) is the phase component of the|same
transfer function.

The cpnstraints are that the resulting prediction is stable, causal,and has a stable inverse|[E.4].
Althoygh the minimum phase response will not be the true.response of the system [B.5], it
provides an order of magnitude response based on the total €nergy content of the inciden{ wave
being|concentrated towards ¢ = 0. However, specific infarmation such as the peak valye, its
locatign and maximum rise time cannot be adequately)predicted.

Figurg E.4 gives a flow chart of the prediction process.

LLSC coupling data <
{magnitude (7 (w))}

MPA

Magnitude (f.(w)) + phase (¢,) Magnitude (f(w)) + phase (¢)

L—" Convolution |

Threat (f(¢))

Response

(fai(?))

IEC

Figure E.4 — Prediction of induced current using minimum phase constraints

The first stage of the prediction process is to generate the phase to be associated with the
measured magnitude-only LLSC transfer function resulting in a complex transfer function,
Jo(w) + @.. In parallel to this, the HPEM environment or threat, f(¢), is converted into a complex

function via the Fourier Transform (FT), fi(w) + @,. At this stage a complex function (magnitude

and phase) exists for both the measured transfer function and the incident threat. An inverse
Fourier transform (IFT) is performed on the convolution output resulting in the cable bundle
response, fu(?).
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The process can be repeated with all measured transfer functions and can be used with any
HPEM environment including ultrawideband (UWB), high-power microwave (HPM), damped
sinusoid (DS) and electromagnetic pulse waveforms such as nuclear EMP (NEMP), HEMP or
lightning EMP (LEMP), as long as the main frequency content of the threat environment falls
within the frequency range of the transfer function data.

E.2.2

Example

The magnitude-only transfer function shown in Figure E.3 has, after deriving the phase by use
of the minimum phase algorithm, been convolved with the IEC 61000-2-9 [E.6] early-time EMP
waveform shown in Figure E.5. The transfer function and the frequency domain EMP waveform

are o

erlaid in the frequency domain in Figure E.6. Finally, the predicted current is sh

Figurg

E.7.
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Figure E.6 — Overlay of transfer function and threat (frequency domain)
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Figure E.7 — Predicted current

As part of the prediction process, the waveform norms of interest are calculated. The norms
used, their mathematical definition and their physical description are given in Table E.1.
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Table E.1 — Time waveform norms

Name Type Definition Effect
Peak Amplitude Circuit upset
VAG! .
Peak derivative Variation df (1) Component arcing; circuit upset
dt max
Peak impulse Content ¢ Dielectric puncture
J' f(t)dt‘
8 Tmax
Rectifled impulse Content 0 Equipment damage
[lr@]ar
0
Root action integral Content - Component burnout
2
I|f(t)| dt
0

The W
asses

E.3

In ord

sment of an injected waveform at the final analysis¢/stage of this method.

Construction

itisn

cessary to de-convolve it into its constituent damped sinusoid components such th

aveform norms are used to uniquely characterise a transient and are used duripg the

er to understand the contributions fromeach of the frequencies in the complex trapsient

at the

frequgncy, amplitude, relative phase and>decay factors can be obtained. The de-compgsition

algorithm used for this process is based upon a variation of the MPA that results in

minim
Zeros
paran

numbeér of damped sinusoids'to resolve (order of fit).

TypicIIIy, complex transients can be well approximated with the use of 4 to 6 damped sinu
nents. The levelof agreement between the approximation and the predicted transjent is

comp
deterr]
calcul

Figurg

m phase predictions [E.7]. The) Stieglitz-McBride algorithm [E.8] is used to fit pole

eters. The algorithm used-{o conduct the de-convolution allows the user to sele

hined through“an initial visual inspection followed by a mathematical analysis,
htes the standard deviation error and the maximum error as a percentage of the pe

E.8 shows the result of de-convolving a complex transient into 10 damped sinu

non-
s and

to the complex transient. A'partial fraction expansion is then used to extract the reJevant

ct the

soidal

which
ak.

soids.

The g

raph-in the top-left corner shows each of the damped sinusoidal components wit

respec = ; =
Figure E.8 gives an overlay of the approximation and the complex transient, and the graph in
the bottom-right shows the pole-zero plot of the approximation.

their
eft of
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E.9 shows the 10 individual damped sinu@al components and Figure E.10 shows an

y of the approximated and predicted trq&@ent.
b
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Figure E.9 — Damped sinusoidal waveforms — Ten-component fit
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Approximated and predicted transient
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Figure E.10 — Approximated and predicted transient

E.11 shows the same overlay but expanded.over the 0 ns to 100 ns range to more ¢

Approximated and predicted transient (0 ns to 100 ns)
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Figure E.11 — Approximated and predicted transient (0 ns to 100 ns)

Figure E.12 shows the comparison in the frequency domain.

IEC


https://iecnorm.com/api/?name=dc836e9faf2daa43ec998a71d9f4bf79

IEC 6

1000

100

10

Magnitude (nA/Hz)

Figu

As ca

Each iIndividual damped sinusoid is expressed as a function of amplitude (4), time (¢), freq

(f) ang

where

The
repres

1000-4-36:2020 © IEC 2020 -73 -

Frequency domain comparison

— 10 component fit
— Prediction

1 10 100 1000
Frequency (MHz)

‘e E.12 — Approximation and prediction transient . Frequency domain compa

N be seen, the approximation is an excellent representation of the predicted transie

phase (¢) as shown in Formula (E.2).
Y e(—at)cos(er )+
_rf
0=—".
vaveform approximation is the sum of each component with the phase pars

enting the relative phase between each component as shown in Formula (E.3).

A1 e(—a1t)cos(27rf1t)+(p1 " Aze(—azt)COS(Zﬁf2I)+(02 - Ane(—a,,z)cos(%f,,t)w,,

The

IEC
ison
nt.

uency

(E.2)

meter

(E.3)

summation of each component and therefore the approximation is thus

given

mathe

matically by Formula (E.4).

Z An e(_ant)COS(Z”fnl)"'(ﬂn

n

(E.4)

Figure E.13 shows the relationship between increasing the number of damped sinusoids and

the as

sociated error of fit between the approximation and the prediction.
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Variation in error for increasing number of damped sinusoids
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As th¢ number of damped sinusoidal components ‘is increased, the error decreases,

Figure E.13 — Variation in error for an increasing.number of damped sinusoids

After

approkimately 6 components are fitted, the reduction in error decreases significantly with the

additi

improyements in the accuracy of the approximation.

E.4 | Injection

In ord

are deg
is pro
the w4
a suitg
outpu
currer

veform synthesiser is passed through an amplifier and

t. This_process is shown schematically in Figure E.14.

:tn of each further component. As the number.of damped sinusoids is increased the €
content of each additional component is.deécreasing, resulting in diminishing ma

er to assess the response”’of equipment to the predicted transient, it is necess
constijuct and inject the complex transient. Once the parameters of the approximating way
rived using the method explained in Clause E.3, a formula in the form of Formuls
grammed into a waveform synthesiser (arbitrary waveform generator). The outpuf from

ble injection probe. A broadband matching transformer can be used between the an
and thednjection probe to improve the impedance match and maximise the injected
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ary to
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injected into a cable bundle|using
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Figure E.14 — Complex injection set-up

Figurg E.15 shows the results of simple calculations to estimate the amplifier power
requirements needed to drive various current levels into a conductorfor different impedances,
assunl;ng a broadband matching transformer is used to maitch the injection probe| input
impedance to the amplifier output impedance.

Peak-to-peak injected current
10 000

F ‘\\ —o— 100 W
¥ 1 000
: \\ —8— 500 W

b
% 100 1 KW
10 1,2 KW
D
T —¥— 2,5 kW
®
q —8— 10 kW
0,1
1 10 100 1000 |t —100kw
Cable impedance (Q) 1 MW

Figure E.15 — Amplifier requirements for various current levels

To ac)ll\ieve useful current levels (10 A to 100 A) a pulsed amplifier in excess of 10 kW is refjuired.
For examyple, Figure E.15 shows that the injection of current levels in the range 10 A to|100 A
into a cable of 100 Q loop impedance typically requires a 10 kW amplifier. Considerably more
power would be required for situations where there is a poor match between the amplifier and
its load.

One final analysis is required to assess the agreement between the predicted and injected
transient as applied to a real system. An example is given in Figure E.16.
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Frequency domain
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Figure E.16 — Comparison of predicted (green) and injected (red) current

complex injected transient is injected on top of any\power or data signal that the cable is a

carryi

ng. Thus, the monitor current probe will record the superposition of the injected sign

the ngrmal operational signal.

E.5

Summary

Access and cost issues limit theravailability of full threat transient simulators, and standa
dampgd sinusoidal waveforms are somewhat limited in their ability to reproduce rgalistic

wavef
achie

A cre

ed and calculatedswhere the system transfer function data is available.

IEC

h be seen from Figure E.16, the complex injeected waveform as measured on the real
m differs from the prediction. The most dominant factor affecting this variation is that the

ready
Bl and

rdised

brms. The derivation and prediction of complex damped sinusoidal transients can be

dible alternative method to the traditional approach of assessing the resporjse of

equipment to inddeed current as a result of an HPEM or HEMP environment has been pregented

and d
of the

The n

scussed. The new method exploits the synergistic nature of complex transients by
fact/that they excite several frequencies simultaneously.

virtue
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to determine the level of HPEM or HEMP clearance that can be assigned.

E.6

[E.1]

[E.2]

[E.3]
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Annex F
(informative)

Significance of test methodology margins

General

Understanding how a system responds to high-altitude electromagnetic pulse (HEMP) or high-
power electromagnetic environments (HPEMs) typically requires testing of some variety. The
test methods used will depend on a number of factors including the different operating

configurations and functions of the system and the IEMI environment of interest.~A
methgds have an inherent uncertainty or error associated with them that can_be

deter

either|through calibration or by referring to the manufacturer’s data, and by combining
[F.1111. An example of a contributor to measurement uncertainty is the uncertainty in cony

them
to oveg
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ined by understanding the uncertainty associated with each item of test)equig

asured voltage from a current probe to induced current. Typically, individual contrib
rall measurement uncertainty are between 1 dB and 3 dB.

methodology margins are another important element for ‘understanding the ¢
ainty associated with testing and arise from limitations in the test methods. Any t
quires a balance of time and cost against the need for evidence. Testing takes tin
development programme and is often an unwelcome €&xpense, therefore minimisir
generally an overarching requirement.

bles of contributions to the test methodology margin include [F.2]:
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surance processes employed on production lines provide a high degree of confidence

that all articles are built to the same design standard. However, this does not takle into
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count any degradation of EM protection that can occur as a result of use or over ti

cause of the associated expense, it is common to test a number, but not
presentative configurations.® Specifically, when testing using radiated fields, g
hstraints include a litnifed number of illumination angles, polarizations and
tributions with respect.to the "real" environment (hence IEMI "simulators").

uipment set-up <limitations such as access to cable bundles to connect probes/se
limited ability t6 eXcite all ports simultaneously can generate significant uncertainty
erall result.

F includes examples of contributions to the test methodology margins based up

limitations_above.

F.2

F.2.1

e.

nfiguration/mode of system during test — due to the need to keep testing to a minimum

all, of
eneral
field

nsors,
in the

bn the

Examples

General

Contributions to the test methodology margin can be either negative or positive, and Clause F.2

provid

es some example datasets for both types [F.2].

11 Numbers in square brackets refer to the references in Clause F.3.
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F.2.2
F.2.2.

Negative contributions

1 Configuration

EMP testing was conducted on two aircrafts with different stores configurations, firstly
"baseline" with no stores or tanks fitted and secondly "heavy" with a variety of stores and tanks
fitted. Induced currents were measured across 112 test points for both horizontal and vertical
polarizations. All measurements of induced current were normalised to the measured incident
field to provide a direct comparison. Figure F.1 shows the induced current plotted against each
configuration; the data has a range of -16,6 dB to 20,73 dB, a mean of 4,99 dB and a standard

deviat

ion of 6,38 dB.

(A)

Induced current ‘heavy’

F.2.2.

Aircra
avert
In this

currert plotted against each polarization; the data has a range of -4,4 dB to 20,96 dB, a

of 6,4

(e}

Comparison of baseline and heavy configurations

0,01 0,1 1
Induced current ‘baseline’ (A)

Figure F.1 — Variation in induced currents as a result of configuration

P Polarization

ft tests were eonducted in two EMP simulators, a horizontally polarized dipole (HPI
cally polarized dipole (VPD), allowing data to be obtained for both across 208 test
case, theconfiguration was the same for all measurements. Figure F.2 shows the in

b dB.and a standard deviation of 4,1 dB.
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IEC

D) and
oints.
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Comparison of VPD and HPD induced currents
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Figure F.2 — Comparison of HPD and VPD ‘induced currents
F.2.2.3 Equipment variability
Transfer functions were measured for 12 test points across 8 aircrafts of a similar type¢. The
variation in predicted peak current is shown in Figure F.3 with a mean difference of 18,7 dB and
a standard deviation of 6 dB. This is a limited~dataset and includes other areas of unceftainty
such ps the use of worst-case transfer functions and differences in configuration, byt it is
included to demonstrate the variation that.¢an arise across systems that are nominally "similar".
Induced current for the same test point across different aircraft
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Figure F.3 — System variability
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F.2.2.4 Synergistic effects

The majority of systems contain numerous cable bundles and testing them all simultaneously
is not possible. It is feasible to identify those cable bundles that are associated with a particular
function or sub-system but even then significant numbers of cable bundles are likely to require
testing at the same time. In reality, the IEMI environment will illuminate the system of interest
at the same time such that synergistic excitation of all ports occurs. If single-port injection
(excitation) is used as a test method, a test methodology margin can be assigned to the result
to allow for differences between single- and multi-port excitation. Figure F.4 shows a
comparison of the susceptibility threshold for single- and multi-port injection of a piece of
electronics equipment with multiple cable bundles. Each measured frequency point has a
susceptibility range of between -1,5 dB12 and 6,5 dB; the mean is 3,7 dB with a standard
deviation of 2,4 dB.
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Figure(F\4 — Comparison of single- and multi-port injection

F.2.3 Positivescontributions
F.2.3(1 Worst-case (enveloped) transfer functions

Transfer functions are typically measured at 4 illumination positions (orientations) gnd 2
polarizations, meaning that each cable bundle has 8 transfer functions associated with it. Worst-
case transfer functions are computed by taking the maximum coupling at each frequency,
effectively providing an envelope of all of the transfer functions associated with one cable
bundle. Using a single transfer function as opposed to 8 reduces testing time by a factor of 8,
however there is an uncertainty associated with this method that should be considered.

Figure F.5 shows transfer functions from a typical cable bundle and the associated worst-case
envelope (referred to as a "generic").

12 The negative value indicates that less current was required for the single injection case although this only
occurred over a narrow frequency range.
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Typical transfer functions
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Figure F.5 — Example of transfer functions and worst-case envelope

Data similar to that shown in Figure F.5 has been convolved with a damped sinusoidal] IEMI
envirgnment and the resulting predicted currents from each”polarization and orientation] have
been pompared with their associated worst-case prediction (see Figure F.6). A total ¢f 496
transfer functions were used and the data has a mean of -9,24 dB and a standard deviation of
4,77 dB.
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Figure F.6 — Comparison of individual and worst-case transfer function predictions

F.2.3.2 Phase reconstruction methods

Magnitude-only transfer functions require some phase reconstruction method to allow them to
be used for the prediction of induced currents as a result of illumination by an IEMI environment
[F.3]. A common method used here is that of the "minimum phase algorithm" which uses a
Hilbert Transform to generate phase and results in the energy of the resulting prediction being
concentrated towards ¢ = 0; in many cases this results in an overestimation of the predicted
current [F.4].
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Figure F.7 shows a comparison of predicted induced currents using the minimum phase
algorithm and measurements made using an HPD EMP simulator. The data has a mean of
~7 dB and a standard deviation of ~2,5 dB. This means that, on average, the minimum phase
algorithm results in predicted currents that are, on average, ~7 dB higher than expected in
reality [F.5].

Difference between measurements and minimum phase predictions — HPD
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Figure F.7 — Comparison between predicted-and measured induced currents

F.2.4 Summary

The tgtal uncertainty associated with measurements is complex as there are many opportInities
for "uncertainty” in the process. Some data.relevant to the determination of the test methodology
margip to account for limitations in test:n¥éthods has been given within Annex F, howevar, it is
impor{ant to note that a system-specific assessment should be made to understarld the
uncerfainty associated with the specific measurement methods applied.

A goofl understanding of the individual contributions is essential and all identified uncertainties
and mlargins should be combined through analytical treatment, numerical analyses or empirical
measuyrements.
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Annex G
(informative)

Intentional EMI — The issue of jammers

G.1 General

Problems with intentional jamming of global positioning systems (GPS)/global navigation
satellite systems (GNSS) ground-based receivers, mobile phone base stations and handsets,
automobile locking systems, and wireless WIFI/WLAN receivers which can be used for cameras,
alarm|systems and other applications are now being widely reported [G.1], [G.2]13.

To a gertain extent the problem can be traced back to the fact that it is very easy to fird and
buy cheap and easy to use jammers from the Internet. For a price of around 100«Euros one can
buy a]|man-portable battery-operated or automobile 12-V powered jammer,typically haying a
range|of some tens of meters. [G.3]

Thesd kinds of narrowband deliberate jamming sources, tailored to. be-used against a dertain
kind of system like WiFi or GPS, operate at low power levels, of the‘erder of 1 W. Some|of the
availaple devices are alleged to cover several bands at onces,More powerful and advpnced
jamming devices can also be acquired or built.

A powerful HPEM narrowband source will enable the perpetrator to operate at a much |larger
distance, and can also be used in situations where the purpose is to, at a close distance, [cause
permgnent damage to the receiver.

The tdchnologies and modalities described above seem to fit within the broad definition of IEMI.

G.2 | Effects

Studigs of permanent damagesshow that pulse energies typically of the order o¢f pJ,
corredponding to a field strength’of the order of 1 kV/m or less, are sufficient to desfroy a
receivier [G.4], [G.5], [G.6]. For.an experimental low noise amplifier (LNA) device, damag¢ level
as low as 20 nJ has been reported [G.6]. Alternatively, a wideband HPEM source, i.e. a radiation
source that transmits pulses having a wide spectral content, can be of interest. The advgntage
of wideband jammingsis-that no information is needed beforehand about the operating frequency
of the|victims, and ‘it also means that different types of radio equipment can be interfered with
simultpneously.

Due tp their.extremely high sensitivity GNSS/GPS receivers are particularly vulneraple to
jammi g The extreme sensitivity of GPS receivers is due to the fact that satelhte signals,

signal that exceeds the normal signal IeveI of the receiver by 20 dB to 30 dB is sufficient to
block the communication of a GPS receiver. This means that a very modest output power of a
jammer can be enough to block the communication, even from a fairly long distance.

In [G.8] it is claimed that the Russian GPS jammer Aviaconversija MAKS 1999 has a radius of
action for interference of 45 km. This jammer has an output power of 8 W, is powered by a 12 V
battery and has a weight of about 3 kg. From those data one can estimate that a field strength
of the order of only a few tenths of 1 mV/m is sufficient to block a GPS receiver. This result is
consistent with other findings (see [G.5], [G.7], [G.9]). As a comparison, levels of in-band
interference of WLAN have been reported to be around 1 V/m [G.5].

13 Numbers in square brackets refer to the references in Clause G.6.
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G.3 Published accounts of jamming

In June 2012, it was reported [G.10] that jamming of GPS signals by North Korea may have
contributed to the fatal crash of a unmanned aerial vehicle (UAV) in South Korea. The small
helicopter crashed into its own ground control vehicle which led to the death of an engineer and
injured the two remote pilots. The jamming reportedly started on April 28 2012 and disrupted
passenger flights into Seoul’s two main airports.

In recent years, numerous cases of inadvertent interference with GPS have been reported [G.9],
[G.13]. Reportedly [G.11] the introduction of a new telecommunications system, consisting of
40 000 high-power transmitters, was stopped in the United States because it was shown to
interfdre with the GPS system.

In [G.[12] results from a study of the vulnerability of telecommunication networks to\intentional
EMI gre presented. The study deals mainly with attacks leading to permanehnt-damajge on
receiviers (and to some extent interference on electronics through back-door coupling) byt it is
noted|that it is easy to jam communication links.

G.4 | Risk assessment

The irftroduction of a wireless system for critical functions in railway applications, for example
in the| European Rail Traffic Management System (ERTMS); has brought the question| of its
ce against electromagnetic interference, intentional as well as unintentional, into|focus
.14], [G.15]). In ERTMS the light signals along the tracks are essentially repladed by
radio gommunication via Global System for Mobile — Railways (GSM-R) to the driver. In [G.14]
it is cancluded that a 1 MW source might cause permanent damage to the GSM-R receiver at a

threat|{from IEMI against modern railway systems’is the topic of an EU project, SECRET, dtarted
in midr2012 [G.16], [G.17], [G.18]. EMI issues-in railway systems, for example regarding|GSM-
also addressed in another EU project, TREND [G.19]. There are other EU progjects,
[G.20] and STRUCTURES [G.21], which carried out the analysis of the risk ajgainst
intentjonal electromagnetic interferefice (IEMI) posed to electronics infrastructure ass¢ts on
which|civilized society depends.

In recent years, several cases’ of interference with wireless commercial electronics sych as
mobilg¢ phones, GPS receivers, car locks and anti-theft alarms in shops have been reporfed. In
the cgdse of car locks, @ntinterfering signal can be used to block the communication befween
the cqr key and the €ar; thus preventing the owner, unaware about the jamming, from Ipcking
the cqr. Jamming ‘of- shop alarms seems to be quite common. In this case the purppse is
evidently to leaye-the shop with stolen goods without being noticed. There are many yideos
online| that show the use of jammers (search, e.g., "phone jammer").

G.5 | Mitigation

There are methods which can mitigate the risk for interference. Of course the obvious solution
is not to rely on RF reception for functionally critical and in particular safety critical systems and
to employ alternative solutions. However, for the types of low cost narrow-band jammers that
can be found on for example the Internet mitigations can include modulation techniques such
as spread spectrum modulation, i.e. techniques that distribute the energy in frequency or time
(see [G.22]). Another of these modulation techniques is frequency hopping, in which the
transmitted signals carrier frequency switches in a random fashion between many frequency
channels. As an example, Bluetooth®14 uses frequency hopping to make it more robust against
interfering signals. Another technique is called direct sequence, in which case the initial power

14 Bluetooth® is the trade name of a product supplied by Bluetooth SIG. This information is given for the
convenience of users of this standard and does not constitute an endorsement by IEC of the product named.
Equivalent products may be used if they can be shown to lead to the same results.
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signal is spread out across a larger bandwidth. An interesting technique is the so-called

UWB radio, or impulse radio, where extremely short wide-band pulses are used to transmit the
information. In order not to interfere with other radio communication the output power of a UWB

radio i

s very low, which makes it useful only for short distances, some tens of meters or so.

Another technique to neutralize interference is to use adaptive antennas, i.e. phased-array
antennas that can suppress a hostile signal from a given direction. Protection against
permanent damage can be attained by use of transient protection devices [G.4], [G.7].

Jamm
place

ing detection [G.23] can also be employed to identify whether jamming is actually taking
and perhaps ascertain if the disturbance is unintentional or malicious.

It sho
electr

G.6

[G.1]

[G.2]

[G.3]

[G.4]

[G.5]

[G.6]

[G.7]

ild be noted that jamming, and methods to prevent it, are a part of the extensive nlilitary
bnic warfare technology area.
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