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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization con
national electrotechnical committees (IEC National Committees). The object of IEGCdis to q
Fnational co-operation on all questions concerning standardization in the electrical and*electronic fig
end and in addition to other activities, IEC publishes International Standards, Techhnical Specifi

lication(s)”). Their preparation is entrusted to technical committees; any IEC Natiognal Committee int|
he subject dealt with may participate in this preparatory work. International, governmental an
ernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates
the International Organization for Standardization (ISO) in accordance“-with conditions determ
bement between the two organizations.

formal decisions or agreements of IEC on technical matters express,\as nearly as possible, an interi
sensus of opinion on the relevant subjects since each technical*committee has representation f
rested IEC National Committees.

Publications have the form of recommendations for international use and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are made to ensure that the technical content
lications is accurate, IEC cannot be held responsible:for the way in which they are used or

nterpretation by any end user.

rder to promote international uniformity, IEC JNational Committees undertake to apply IEC Publ
sparently to the maximum extent possible jn\their national and regional publications. Any divg
een any IEC Publication and the corresponding national or regional publication shall be clearly indi
atter.

itself does not provide any attestation of conformity. Independent certification bodies provide co
Essment services and, in some areas; access to I[EC marks of conformity. IEC is not responsible
ices carried out by independent cetrtification bodies.

sers should ensure that they-have the latest edition of this publication.

iability shall attach to IEC or its directors, employees, servants or agents including individual exp¢g
hbers of its technical committees and IEC National Committees for any personal injury, property dar
r damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feg
enses arising out”of-the publication, use of, or reliance upon, this IEC Publication or any oth
lications.

spensablefanthe correct application of this publication.

ntion_iS;drawn to the possibility that some of the elements of this IEC Publication may be the su
nt rights. IEC shall not be held responsible for identifying any or all such patent rights.

L= laYo) Ia

prising
romote
Ids. To
ations,

hnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to gs “IEC

brested
d non-
closely
ned by

ational
rom all

ational
of IEC
or any

cations
rgence
ated in

formity
for any

rts and
hage or
s) and
er IEC

ntion is drawn‘to the Normative references cited in this publication. Use of the referenced publicafions is

bject of

i Q4 ol ol o 4 I I ol o I e ZZ20. 11
alivulidl otaridalu 1o =F=29 11doS UTTIT Pproparcu vy SsUbLUIMTHImieT 717w Tyl

ower

It forms Part 4-23 of IEC 61000. It has the status of a basic EMC publication in accordance
with IEC Guide 107.

This second edition cancels and replaces the first edition published in 2000. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) updates to the shielding effectiveness (SE) test method in Clause 5;

b) a new Annex F describing methods for testing ‘inside-to-out’ has been added.
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The text of this standard is based on the following documents:

CDV Report on voting
77C/253/CDV 77C/257/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A IistfmmﬂmmWeﬁc
compatibility (EMC), can be found on the IEC website.

The cpmmittee has decided that the contents of this publication will remain unchanged until
the sfability date indicated on the IEC website under "http://webstore.iec.ch" in thg data
relatedl to the specific publication. At this date, the publication will be
e re¢onfirmed,

e withdrawn,

e replaced by a revised edition, or

e anjended.

A bilingual version of this publication may be issued at<a)ater date.

IMPORTANT - The 'colour inside' logo on-the cover page of this publication indigates
that| it contains colours which are: considered to be useful for the cofrect
undgrstanding of its contents. Users should therefore print this document using a
colopr printer.
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INTRODUCTION

IEC 61000 is published in separate parts, according to the following structure:

Part 1: General

General considerations (introduction, fundamental principles)
Definitions, terminology

Part 2: Environment

D HP G £ 4+l H F
SUITPUUITT UT UITC TTTVITUTITITCTTU

Classification of the environment

Cgmpatibility levels

Part 3: Limits

Emission limits

Immunity limits (in so far as they do not fall under the responsibility of the p
committees)

Part 1: Testing and measurement techniques

M

Testing techniques

asurement techniques

Part §: Installation and mitigation guidelines

Ingtallation guidelines
Mifigation methods and devices

Part §: Generic Standards
Part 9: Miscellaneous

Each part is further subdivided’into several parts, published either as international stan
as tedghnical specifications.or technical reports, some of which have already been pub

roduct

Hards,
lished

as segtions. Others will"be published with the part number followed by a dash and a second

r identifying the subdivision (example: IEC 61000-6-1).

The IEC has initiated the preparation of standardized methods to protect civilian societ
the effects ofthigh power electromagnetic (HPEM) environments. Such effects could ¢
systems for communications, electric power, information technology, etc.

from
isrupt

This parto ;
required equipment, and test procedures for protective devices against HEMP ra
disturbances.

IS an international standar at estapblisnes the test concepts, set-ups,

diated

Annex F provides examples of the SE test method placing the TX antenna inside the barrier.
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-23: Testing and measurement techniques —
Test methods for protective devices for HEMP
and other radiated disturbances

1 Scope

This part of IEC 61000 provides a protective devices test method for HEMP _and| other
radiated disturbances. It is primarily intended for HEMP testing but can be applied to| other
externally generated radiated disturbances where appropriate. It provides a brief“descfiption
of the|most important concepts for testing of shielding elements. For each tést, the following
basic jnformation is provided:

— theoretical foundation of the test (the test concepts);

— tegt set-up including outside-to-in and inside-to-out measurements;

— required equipment;

— tegt procedures;

— dalta processing.

This ipternational standard does not provide information on requirements for specific [levels
for tegting.

This part of IEC 61000 has been updated toinclude a new test method.

Due tp the available space, a transmitting antenna position outside the barrier has ainly
been puggested. However, nowadays, many EMP protection facilities in practical use ¢lo not

actua:r

const
23:20
space|

There

for a 1 m separation or less only.

fore, in many (practical cases it is not possible to measure shielding effectiv

accordling to the test”method of previous documents. The constructors for EMP prot

faciliti
transn
opera

bs are also unwilling to build facilities with extra space for measurements wi
nitting antenna outside the barrier due to the great expense and inefficiency
ionalworking area for new or existing buildings.

This

y have enough space avajlable outside the electromagnetic barrier due to physical
aints such as concrete walls or soil to allow the method described in IEC 61000-4-
DO (edition 1) to be applied correctly. From experience many facilities have available

eness
ection
h the
bf the

to be

placed inside the enclosure and the receiving antenna outside the barrier (‘inside-to-out’
method). Annex F includes test set-up and procedure examples.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60050-161, International Electrotechnical Vocabulary (IEV) — Part 161: Electromagnetic
compatibility (available at www.electropedia.org)
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IEC 61000-2-9, Electromagnetic compatibility (EMC) — Part 2: Environment — Section 9:
Description of HEMP environment — Radiated disturbance

IEC 61000-5-3, Electromagnetic compatibility (EMC) — Part 5-3: Installation and mitigation
guidelines — HEMP protection concepts

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-161, as well
as the following apply.

3.1
apertxre
opening in an electromagnetic barrier (shield) through which EM fields may penetrate

3.2
aperture point-of-entry
intentijonal or inadvertent holes, cracks, openings or other discontinuities’in a shield surface

Note 1 fo entry: Intentional aperture points-of-entry are provided for personnel and/or equipment entry and|egress
and for|ventilation through an electromagnetic barrier.

3.3
attenuiation
reduclion in magnitude (as a result of absorption and“\scattering) of an electric or magnetic
field, @ current or a voltage, usually expressed in decibels

3.4
bandwidth (of a device)
width jof a frequency band over which a given characteristic of an equipment or transniission
channel does not differ from its reference value by more than a specified amount or ratio

[SOURCE: IEC 60050-161:1990,161-06-09, modified — the note has been deleted.]

3.5
bandwidth (of an emission or signal)
width |of the frequency band outside which the level of any spectral component dogs not
exceefd a specified percentage of a reference level

[SOURCE: IE€C-60050-161:1990, 161-06-10]

3.6
bounded-wave simulator
type of simulator for producing electromagnetic fields in a localized region of space referred to
as a "test volume"

3.7
box
enclosure that contains electrical equipment

Note 1 to entry: Such boxes usually contain modules of subsystems.

3.8
broadband

3.8.1

broadband

<emission> emission which has a bandwidth greater than that of a particular measuring
apparatus or receiver
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3.8.2

broadband device
device whose bandwidth is such that it is able to accept and process all the spectral
components of a particular emission

[SOURCE: IEC 60050-161:1990, 161-06-12]

3.9
circui

t

collection of interconnected electronics forming one or more closed paths

3.10

electr
the el

3.1

coupling

intera
field ig

3.12
curre

test tgchnique by which, through some external means, < current is forced to flow in a
at a desired location

Note 1 to entry: For EMP testing purposes, it is a process by which simulated EMP transient current pul
introdu¢ed into a component, circuit or system to measure-damage or upset thresholds.

3.13

cut-off frequency

<wavgguide> lowest frequency for whieh' there is no attenuation of the electromagnetic
propagating in a lossless waveguide

Note 1 fo entry: Below this frequeney the fields attenuate exponentially with distance along the waveguide|
3.14

dipole

straight antenna, usually fed in the center, that produces maximum radiation in a plane n
to its principal axis

3.15

direct drive

condllctive point-of-entry

cal wire or cable or other conductive object, such as a metal rod, which passes th
bctromagnetic barrier

ction of electromagnetic fields with electrical systems, whereby. part of the energy
transferred to the system

t injection test

excitaLion of an electrical system by directly applying a voltage or current source

transi

rough

of the

circuit

bes are

fields

ormal

either

ntor continuous wave) to system cables or surfaces as a means of simulatin

g the

effects of transient EM pulses

Note 1 to entry: See current injection test (3.12).

3.16

direct field penetration
penetration of the system shielding by the EM field

3.17

direction of propagation
direction of the electromagnetic plane-wave propagation vector £, which is perpendicular to
the plane containing the vectors of the electric and the magnetic fields
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3.18

electric field strength

E

magnitude of the electric field vector of an electromagnetic wave or of a field created by an
electric charge distribution, measured in volt per meter

3.19

electromagnetic barrier

shield

topologically closed surface made to prevent or limit EM fields and conducted transients from
entering the enclosed space

Note 1 |[to entry: The barrier consists of the shield surface and PoE treatments and it encloses the\(prptected
volume

3.20
electnromagnetic disturbance
any ¢lectromagnetic phenomenon which may degrade the performance of a device,
equipment or system, or adversely affect living or inert matter

[SOURCE: IEC 60050-161:1990, 161-01-05]

3.21
electromagnetic environment
totality of electromagnetic phenomena existing at a givedocation

[SOURCE: IEC 60050-161:1990, 161-01-01, modified — the note has been deleted.]

3.22
electfomagnetic pulse
EMP
all types of electromagnetic fields produced by a nuclear explosion

Note 1 fo entry: Electromagnetic pulse is-also referred to as nuclear electromagnetic pulse (NEMP).

3.23
(electromagnetic) radiation

source into space

a) p{nomenon by which energy in the form of electromagnetic waves emanates ffom a
b) en

rgy transferred through space in the form of electromagnetic waves

[SOURCE;-IEC 60050-161:1990, 161-01-10, modified — the note has been deleted.]

3.24
electromagnetic topology

description of the interconnection of shields or electromagnetic barriers in a system that limit
the EMP environment within the system

3.25

external coupling

process by which an incident electromagnetic field strikes the exterior portions of a
conducting system enclosure and induces currents and charges

3.26

gasket

element, normally electrically conductive and flexible, used to seal an aperture in an
enclosure
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3.27

inside-to-out

test method where the transmitting antenna is placed inside and the receiving antenna is
placed outside the shielded enclosure

3.28

hardening

process of decreasing the vulnerability of a system or component by design techniques, for
example by protecting against, or decoupling from, an undesirable external environment such
as EMP

3.29
high-JiItitude electromagnetic pulse
HEMPF
electromagnetic pulse produced when a nuclear explosion occurs outside Ithe g¢arth's
atmos|phere, typically above an altitude of 30 km

3.30
hypernband
spectjum of EM field with a band ratio greater than 10

3.31
impul[e radiating antenna

IRA

half IRA
full IRA
full IRIA with a full parabolic dish or half IRA wjthya divided parabolic dish on a condpcting
ground plane and an impedance transformer from~50 Q to 100 Q

3.32
insidg-to-out
alterngtive test method where the receiving antenna is placed outside and the transritting
antenpa is placed inside of the shielded enclosure

3.33
magngtic field strength
H
magnitude of the magnetic field vector of an electromagnetic wave, or the field produced by a
current flowing in a wire, loop antenna, etc., measured in amperes per meter

3.34

outside-to-in
conveptional test method where the receiving antenna is placed inside and the transmitting
antenpais’placed outside of the shielded enclosure

3.35

overall shielding

global shielding

protection of an entire entity by use of a single shielding enclosure or some practical
equivalent, such as the protection of the contents of an entire building by shielding the entire
building

3.36

penetration

transfer of electromagnetic energy through an electromagnetic barrier from one volume to
another
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Note 1 to entry: This can occur by field diffusion through the barrier, by field leakage through apertures, and by
electrical current passing through conductors connecting the two volumes (wires, cables, conduits, pipes, ducts,
etc.).

3.37

point-of-entry

PoE

physical location (point/port) on the electromagnetic barrier, where EM energy may enter or
exit a topological volume, unless an adequate PoE protective device is provided

Note 1 to entry: A PoE is not limited to a geometrical point. PoEs are classified as aperture PoEs or conductor
PoEs according to the type of penetration. They are also classified as architectural, mechanical, structural or
electrical PoEs according to the architectural engineering discipline in which they are usually encountered.

3.38
PoE protective device
PoE tfeatment

protedtive measure used to prevent or limit EM energy from entering a protected volumje at a
PoE

Note 1 [to entry: Common PoE protective devices include waveguides below cut-off, \Closure plates for gperture
PoEs, gnd filters and surge arresters on penetrating conductors.

3.39
prote¢ted volume
three-dimensional space enclosed by an electromagnetic barrier

3.40

pulse
abrupt variation of short duration of a physical quantity followed by a rapid return to the|initial
value

[SOURCE: IEC 60050-161:1990, 161-02-02]

3.41
radio [frequency
RF
frequgncy of the electromagnetic spectrum that is between the audio frequency portion and
the infrared portion

Note 1 fo entry: Sometimes, audio frequencies are considered to be included as part of the RF spectrum.

3.42
penetrating field
field ipside-the shielded volume that may penetrate via shield imperfections

3.43
shielded enclosure

screened room

mesh or sheet metallic housing designed expressly for the purpose of separating
electromagnetically the internal and external environment

[SOURCE: IEC 60050-161:1990, 161-04-37]

3.44

shielding degradation

general or localized reduction of electromagnetic shielding effectiveness as a result of
openings, penetrations, wear, improper utilization, etc.
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3.45

shielding effectiveness

SE

measure of the reduction or attenuation in the electromagnetic field strength at a point in
space caused by the insertion of a shield between the source and that point, usually
expressed in decibels (dB)

3.46

skin effect

tendency of alternating current to concentrate in the surface layer of a conductor, resulting in
the effective resistance of the conductor increasing with frequency

3.47
system
collection of equipment, subsystems, skilled personnel, and techniques capablg of/perfqrming
or sugporting a defined operational role

Note 1 [to entry: A complete system includes related facilities, equipment, subsystems, ‘materials, servides and
personnel required for its operation to the degree that it can be considered self-suffieient within its operat{onal or
supporf environment

3.48
transient, adjective and noun
pertaiping to or designating a phenomenon or a quantity which varies between two
consegutive steady states during a time interval short compared with the time-scale of interest

[SOURCE: IEC 60050-161:1990, 161-02-01]

3.49
protegction device
device providing protection to a conductivetPoE

Note 1 o entry: It may, for example, consistyof one or more of the following: a spark gap, a metal oxide paristor
(MOV) pr a filter. These devices are used tovreduce the electrical disturbance which penetrates an electromagnetic
barrier.

3.50
wavequide below cut-off
waveduide whose primary purpose is to attenuate electromagnetic waves at frequencies
below|its lowest cut-off-frequency, while at the same time providing a physical opening|into a
shielded enclosure

3.51
wire mesh
connelctéd wire fabric normally used for protection of apertures in an electromagnetic bafrier

4 HEMP test concepts

4.1 General

A key aspect in HEMP protection is describing and using the electromagnetic shielding
topology of the system. This amounts to locating and characterizing the various surfaces (or
electromagnetic barriers) within the system enclosing regions (volumes) protected against
HEMP. In real systems, openings shall be present in the shields for the normal operation and
functioning of the equipment inside. These openings degrade the shielding, and if the
degradation is too large, various types of HEMP protection devices shall be provided at these
penetration points in the shield. The location of the various penetration points and the types of
protective devices determine the location and type of test to be conducted to verify the system
shielding.


https://iecnorm.com/api/?name=b35b4b33833e8c137394d341468bf123

-16 - IEC 61000-4-23:2016 © IEC 2016

As an example, a hypothetical case of a building containing a highly shielded screen room is
considered. Inside the screen room, it is assumed that there are several equipment
enclosures, linked together by shielded cables and connectors. The first shielding surface in
this system is the building enclosure. Depending on the type of building, this may or may not
provide significant shielding for the interior volume. After energy penetration along
inappropriately protected signal and power lines field penetration through apertures in the wall
(including cracks and inappropriate joints) and diffusion through the wall are the main
pathways for external energy to leak into the shielded room. Large apertures in the form of
doors and windows, as well as conducting penetrations for electrical power and
communications lines, may be present. Tests of these individual penetration mechanisms
shall be required to evaluate the shielding provided by this enclosure.

Inside] the building, the HEMP field is attenuated somewhat by the building walls or engelpsure.
Thus, |the electrical disturbance experienced by the internal screen room is lower than that of
the ambient external HEMP field. Because the internal shielded room is specifically’ degigned
to reduce the EM fields inside, it is expected that it will function properly ~ if the various
protedtion devices applied to the shield penetrations are operational. Field penefration
through cracks and joints in the walls, diffusion through the shield material and conductive
penetrations along signal wires are the main pathways for energy to(leak into the shjelded
room.

Inside] the screen room, the conducting exteriors of the equipment housing and the shjelded
cableg form the third barrier in this hypothetical system. As. before, the EM energy is gble to
penetfate into these internal boxes by conductive penetrations, aperture penetrations gnd by
diffusion. Moreover, energy penetration through braided cables and cable connector§ may
occur [on the lines linking the various internal equipment.enclosures.

AnneX A describes test concepts for both conductive and radiated disturbances. In Clalise 4,
variods methods are described for testing protective measures against the radiated HEMP
envirgnment only. These tests involve the direct generation of EM fields acting on equipment
enclogures or shields, or the injection oftcurrent and charge onto shields to simulaje the
radiated field interaction to the structures. In the remainder of Clause 4, a brief introduction
into the various HEMP test concepts~and techniques for radiated field disturbances is [given.
The specific test procedures are presented in Clause 5.

4.2 |[Testing of shielding enclosures
4.2.1 General

There| are several different ways of characterizing the behaviour of protective enclopures.
Below|, various tesfticoncepts are examined that serve to describe the shielding behavipur of
the individual~shielding elements in question. Annex A should be consulted for| more
information _regarding these types of HEMP tests. Instead, test methods for verifying the
proteqtion( levels provided by individual shielding components within the system will be
examiped and indication given as to what should be measured in the tests.

Field transfer functions

A common measure of shielding is obtained by examining the strength of the internal EM field
relative to the intensity of the external excitation EM field (i.e. the field with the building
removed). Because the external and internal EM environments can be defined in terms of
either the E-field or the H-field, and because these fields are vector quantities, a large number
of field combinations is possible. Moreover, these fields are time-varying in nature, due to the
transient nature of the HEMP threat.

Considering the internal and external fields to be decomposed into their frequency-domain
spectra, a measure of the attenuation provided by the building is provided by the field transfer
function T(w) which is the ratio of suitably chosen field quantities as
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T(@) = (@ (1)
Aoyt (@)

where

A, (w) represents the spectral magnitude and phase components of a particular vector
component of either the E or H excitation field outside the facility; and

4, (w) represents a magnitude and phase component of either E or H inside the building.

Depending on the choice of the internal and external fields, this ratio can be dimensionless or
have dimensions of an impedance (in ohms) or an admittance (in siemens).

The fleld transfer function in Equation (1) is a complex valued function, having Hoth a
magnitude and phase. An illustration of a measured transfer function betweencthe external
excitation and the internal H-fields for a sample shielding enclosure is illustrated-in Figufe 1. If
an agcurate representation of the internal transient fields is to be,k determined| from
measyrements of 7(w), both quantities shall be measured. If only a relative*indication of the

attenyation as a function of the frequency is desired for the building,cthen it is sufficient to

measudre only the magnitude [4;,| and |4l
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Figure 1 — Example of measured magnitude and phase of the transfer function
T(w) = H;,/H,,; for a shielded enclosure

Shielding effectiveness

The shielding effectiveness of a facility is closely related to the shield transfer function
discussed above in that it compares the relative magnitudes of two similar field components in
the frequency domain. However, this quantity contains less information because the phase
information is lacking. Shielding effectiveness of the enclosure is defined as follows:


https://iecnorm.com/api/?name=b35b4b33833e8c137394d341468bf123

-18 — IEC 61000-4-23:2016 © IEC 2016

A
SEa =20logqg M = 20logqo| ——

|Ain| |TA(50)|
where
Ayt @nd 4, represent suitable external and internal E- or H-field quantities.
Thus, it is closely related to the magnitude plot of the transfer function for the fields.

(2)

Because of the fundamental differences in electric and magnetic shielding mechanisms at low
frequencies, the shielding effectiveness for electric fields, denoted by SE-, and for magnetic

fields,| SEy, are significantly different at low frequencies. Figure 2 illustrates the theofetical

shield
than S
field i
electr
(belov
field ¢

As a

c field. It is for this reason that magnetic field SE is typically used at lower frequ
10 MHz), and at higher frequencies (above 10 MHz) the SE for_electric or ma
an be used to characterize an enclosure.

300

250 Electric field

200

150 —

100 —
Magnetic field

Total shielding effectiveness (dB)

| ! | |
0,1 1,0 10 100 1000 10 000
Frequency (kHz)

IEC

Figure 2 — Electric field and magnetic field shielding effectiveness
of a 0,5 mm thick aluminum enclosure [29]1

enclog

further example of the measured magnetic field shielding effectiveness of

ng provided by a closed aluminum shell of a thickness of 0,5 mm. Generally,.SE; (s less
Eg at low frequencies (below 100 kHz), due to the fact that the low-frequency’ magnetic
5 able to diffuse through the protective enclosure walls more easily (than dogs the

ncies
gnetic

h real

ilding

discussed in Figure 1. It should be noted that the shielding has several peaks and nulls,
corresponding to internal and external resonances of the enclosure, as well as frequency-
dependent penetrations that occur in addition to the simple diffusive penetration of fields
through the shield material.

1 Numbers in square brackets refer to the Bibliography.
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Figure 3 — Measured magnetic field shielding effectiveness SE for'a building
Buildings

from conductive and aperture-type penetrations. Thusany test of the global enc

on through the building shield (i.e. the walls of the’enclosure) is generally smalle
the conducting shield inside the walls.

videband (UWB), continuous wave (CW)signals simulating fields on the exterior
bject (see the discussion of the various test interface locations in Figure A.1). F
fion, the measurement of a suitable<internal response induced by this external f

Internal E- field and H-field

building such as that illustrated in Figure 4, the internal HEMP-induced response grises

osure
bn by
r than

EMP test concept for physically large buildings requires either the excitation by HPEM

of the
pr this
eld is

IEC

Figure 4 — Conceptual illustration of the HEMP test of a building

On the exterior of the building, the radiated or simulated HEMP excitation field is expressed
by the following parameters (see IEC 61000-2-9):

— the incident field (plus ground-reflected field, if any) waveform characteristics (such as its
amplitude, rise time, and fall time);

— the excitation field polarization;

— the amount of the system exterior illuminated by the radiated or simulated field.

Detail

s of how this external field may be produced or approximated are presented in 5.2.
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Different types of internal responses can be chosen to describe the shielding of the facility
enclosure. These include the internal E- or H-fields or the induced voltage and current on
internal conductors. Consequently, different measures for the shielding can be generated for
any particular system. Moreover, the location of the internal observation point can vary, again

giving

423

rise to wide variations of shielding figures of merit.

Shelters and shielded rooms

For a shelter or a shielded room, it is assumed that the radiated HEMP environment is still
being applied to the exterior of the enclosure where the incident HEMP fields are assumed to
provide the main excitation to the structure. Consequently, the test concepts for these

enclos

ures are similar to those for large buildings. These smaller enclosures can ag

in be

chara
— a(
— as
It sho

facility
separ

The n

sheltefs or shielded rooms is that the HEMP protection levels provided by these s

enclos
degre
case

due t
frequs
frequg

Figurs

NOTE
IEC 61

Charad
effect
penet
penet
in the
proteg
condu

cterized by either

omplex-valued field transfer function, or

hielding effectiveness.

Ild be kept in mind, however, that there will also be transient signals.conducted in
on conducting PoEs such as power lines and data lines, and thése shall be addn
htely, as discussed in IEC 61000-5-3.

nain difference between large buildings without conducting shielded enclosure

ures will be significantly higher, since they are specifically designed to provide

b of shielding. Consequently, the internal signal levels are usually smaller than
bf just buildings. This makes the measurements,'more susceptible to noise. In ad
b the smaller size, the effects of internal\ cavity resonances will occur at

ncies. As a result, quasi-static shielding concepts are applicable over a wider ra
ncies for these enclosures (see IEC 61000-5-3).

Power and signal conducting penetrations are not illustrated, as they are considered separg
00-4-25.

cterizing the overall barfier shielding by a field transfer function T(w), or by shi
veness SE, provides a global measure of the penetration effects from all

ation mechanisms)indicated in Figure 5. That is to say, the internal fields arise frg
ations from all\of the PoEs taken together, along with the diffusion through the m
walls of the-shield. Other measurement techniques are available for characterizi

it, etc.)\and these are discussed in 4.4.

o this
essed

5 and
maller
b high
in the
dition,
nigher
nge of

5 illustrates a generic shielded ;foom with several PoEs of the shielding barrier
identifiied.

tely in

elding
pf the
m the
hterial
g the

tion provided by the individual penetrations (such as the gasket, air vent, shjelded
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Excitation E-field and H-field
Shielded room Seams

’ ™~ Air vent
ﬂ(_, | — Gasket

Incident HEMP field

-~
Shielded conduit <
\ -
IEC
Figure 5 — lllustration of a shielded room or enclosure excited-by HEMP fieldg

4.2.4 Cabinets, racks and boxes

Thesd enclosures are typically located within an existing <\EM barrier, which significantly
mOdif:ﬁS the electromagnetic field environment exciting thé, system. An internal box |or an
equipfent cabinet is excited by a combination of the internal EM field plus injected currents
on cable shields coming from other equipment that have)also been excited by the local fields.
This ig illustrated in Figure 6.

Incident HEMP field

Vents
Box Equipment cabinet
! Coupled f -
=5, current =
'ﬂé i = = H“'H"N
Srieeed €| | il
e % I
Connectors
Door gaskets Ground-

Figure 6 — lllustration of equipment racks, cabinets and box excited
by internal HEMP disturbance
by int

Field illumination test

For tests of these enclosures involving the EM fields inside a larger enclosure, the previous
concept of field illumination can be adopted to measure the global shielding provided by the
equipment. As before, this shielding may be characterized by

— a complex-valued field transfer function, or
— a shielding effectiveness of the enclosure.
Due to the smaller size of these enclosures, however, difficulties in this measurement can
arise from the dense internal packing of internal electronic components. Often this makes it

difficult to locate suitable EM field sensors inside the box. Furthermore, because the testing is
conducted on the box or enclosure surface, there are large uncertainties in the
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characterization of the HEMP field environment. Finally, the interconnection between the
various equipment items can be rather complex, and if a single box or equipment rack is
tested, its measured response may be considerably different from that found when it is
connected to the rest of the system.

Shield transfer impedance

An alternative to the field testing of boxes and small enclosures is to use the concept of a
transfer impedance of the enclosure (see Annex E). This is similar to the treatment of a
shielded cable discussed in 5.3, and involves testing at a box level interface in the system. In
this case, a current I(?) is injected onto the surface of the box or rack, and an open-circuit
voltage—F (7)o a suitabte—imtermat—sense—wite s easured— i this—formmoftesting, it is
impor{ant to ensure that the injected current flows over the exterior of the box in the|same
way ap when the box is connected to the rest of the system. This implies that the Current exit
point [(the ground connection) has to be maintained so that the injected current can be
removed properly.

Figurg 7 illustrates a general shielded enclosure excited by an external-current injectior. Just
inside|the shell at points a and b, a sense wire is connected to the shi€ld; and the open-circuit
voltagle Voc is measured. The transfer impedance of this enclosure is a complex yalued

quantity, defined in terms of the frequency domain spectral components as
Voo ()
Z(w) =5
o)== (3)
where)
I(w) is the injected current, and

Voc () is the measured open-circuit voltage‘on the sense wire.

enclogure for determining the open-circuit voltage. For adequate sensing of the shiglding

This Hhield transfer impedance value varies, depending on the location of terminals insigle the
provi

ed by the entire enclosure, ‘the voltage sense points should be located with|n the

enclogure, near the current injection locations.
Current injection point
IO
Shield
T R e
wﬁx’@% B gKmi'&S\
LN Sense ¥ & - A .
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iy, Wire e
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Figure 7 — A general shield excited by current injection

The shield transfer impedance is a function of the electrical properties of the shielding
material, as well as the shield dimensions and the nature of any imperfections in the
enclosure such as seams, apertures, etc. In the special case of a thin spherical shield in
which there are no aperture penetrations, it is possible to calculate the H-field shielding
effectiveness SE, given the shield transfer impedance and the d.c. resistance of the shield
through the relationship:
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where

(a2
Zt
g

SEH =20 |Og10

is the radius of a thin spherical shield (in m);

a
A is the thickness of the shield (in m);

vy is the propagation constant in the shielding material, given by y = /jwuo;

(4)

o is
Zy is
R' is
4.3

4.3.1

Shield
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possil]
shield
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excite
4.3, t¢

Annex

fhe electrical conductivity of the shield material (in S/m);
the shield transfer impedance (in Q/m);

the per unit length d.c. resistance of the shield (in Q/m).
Testing of shielded cables and connectors
General

ed cables are frequently used to transmit information between equipment con
two protective enclosures. As such, one can define twa distinct transmission lin
al line having currents and charges flowing on the exterior of the cable, together
le ground-plane return, and an internal line consisting of the conductors insid

HEMP fields can excite the external transmission line, and if the cable sh
ect, some of the external currents and charges“ecan penetrate through the shiel

st concepts for this coupling mechanism are.examined.

B summarizes important aspects of the'characterization of a cable shield. This in

ained
BS: an
with a
e the
eld is
d and

the internal line. This leads to an unwanted:xesponse in the "protected" equipmeént. In

olves

two parameters: the shield transfer impedance and the transfer admittance. For most practical
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The t
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admitfance depends on-both the shield and the configuration of the external transmissio
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shields, the transfer impedance\is’ a complex valued, frequency-dependent fur
bed by real and imaginary parts, or equivalently, by a magnitude and phase fur
ransfer admittance, however, “is primarily reactive, and is effectively modelled
ncy independent capacitance.

the transfer impedance is a function of the shield properties only, the tr

ossible, however;"to present the measured transfer admittance parameter in a
that of the shielding leakage parameter, which is independent of the external ¢
huse 4.3.2°considers test methods for the transfer impedance and admittance quar
g in mind)that the latter quantity depends on the details of the external circuit, sy
ternalkline height, wire radius, and nature of the local ground plane near the cable

ction,
ction.
by a
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tities,
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4.3.2

|_Testing of cable shields

4.3.2.1 Determination of the transfer impedance

Although there are several different test configurations for measuring the transfer impedance
of a cable shield, they are all related to the basic configuration shown in Figure 8. An external
voltage source ¥V feeds the x = 0 end of a cable shield of length L which is connected to the
ground (i.e. the reference conductor) through a short-circuit at the opposite end of the cable.
The resistance Zg at the source limits the current flowing in the cable exterior.

The inner (coaxial) conductor of the shielded cable is shorted to the shield at the x = L end of
the line, and the open-circuit voltage, V;, is measured at the x = 0 end. Under the assumptions

that

— the internal and external transmission lines are electrically short (L << 1), and
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— that there is negligible field excitation of the inner cable due to fields entering through the
ends of the line,

the frequency-dependent transfer impedance of this cable shield can be approximated from
Equation (B.8) as

Z;(a)):R;(a))+ jX{(a))z II:L z%;—; Q/m (5)
where
Z' is phecabtetransferimpedancetimermy);
w is [he angular frequency (in 2 x Hz);
V; is [he open-circuit voltage on the internal conductor;
I, is fhe open-circuit current on the shield;
Vg is [he excitation voltage of the external circuit of the cable shield (in /),
L is the length of the shield conductor (in m);
Zg is the effective source impedance of the external voltage source((in Q).

When|using these expressions, it is very important to ensurethiat the line is electrically[short.
As the frequency increases, the current distribution on the exterior cable begins to| have
periodic nulls and peaks due to reflections from the shorted end of the line. Moreover,| there
are infernal reflections from the short on the interior cable: These oscillations are the capse of
significant errors in the measurement of transfer impedance at high frequencies.

Shield

conduietor Short-

circuit

Internal
conductor

Short-
circuit

“—Reference
ground plane

IEC

Figure 8 — Basic configuration for transfer impedance measurement

Figure 8 Tllustrates the typical frequency domain behaviour of the measured transfer
impedance for four different braided cables having reasonably good shielding. At low
frequencies, Z'; is primarily resistive, with a value equal to the per-unit-length d.c. resistance
of the shield. At higher frequencies, the field penetration through the apertures in the braid of
the shield begins to affect the internal response and the shielding behaviour is slightly
degraded. Accompanying this increase in transfer impedance at high frequencies is an
electrical phase variation — a quantity that it is essential to know if any detailed calculations
are to be performed using the measured Z',.
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well regresented by a simple inductance.

Figure 9 — Measured transfer impedance magnitude and phase of\transfer impedgnce
per unit length for four braided shield cables with good shielding properties

4.3.2.2 Determination of the transfer admittance

The ¢valuation of the transfer admittance of the cableshield utilizes the genergl test
configluration shown in Figure 10. This is similar toSthe configuration for the transfer
impedance measurements, but with different terminations at the cable ends. Using Eqpation
(B.9),| together with the same assumptions as fer the transfer impedance, the transfer
admitfance of the shield can be expressed as

. 1.0 o
Y, = -~ = —jwC, CoS S/m 6
t v, JoLiCle (6)
where
Yy id the cable transfer admittance (in S/m);
I, ig the internal conductor.current (in A);

is| the excitation voltage of the external circuit of the cable shield (in V);

VS

L i the length of the cable (in m);

w igthe angularfrequency (in 2n x Hz);
S

is| the shield leakage parameter (in m/F);
the\internal per-unit-length capacitance of the coaxial cable (in F/m);

n
7

C'. islLthe external per-unit-length capacitance of the coaxialcable (in F/m)
e Lad 7 L \ 7

Thus, a measurement of the internal conductor current arising from the external source
voltage provides the transfer admittance. Under the approximation that Y’ is purely reactive,
the shield leakage parameter can be determined, if the internal and external per-unit-length
capacitances of the coaxial cable are known. The parameter S is a single, real-valued number,
and depends only on the characteristics of the braided cable. Hence, it is a useful descriptor
for cable shields.
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Figure 10 — Basic configuration for transfer admittance measurement

4.3.3 Testing of cable connectors

Conngctors on shielded cables are often more important in determining\the overall shiglding
of the| cable system than is the cable shield. This is because the,éonnector introdudes an
interryption to the shield, and, as such, presents an imperfectionin the shielding topplogy.
One Way to represent the effects of the connector (as seen (by the internal, or shiglded,
transmission line circuit) is by using discrete voltage and current,sources at the location|of the
connector. The strengths of these sources are related to the external current and voltgge on
the donnector multiplied by discrete transfer impedance and admittance parameters
repregenting the connector, much as in the case of theddistributed cable shield penetratipns.

As in |the case of a braided shield, the lumped,transfer impedance of a connector coptains
both a resistive and reactive part, and the transfer admittance of a connector is primarily
capacjtive. However, cable connectors are always designed so that there is very small E-field
penetration through the device. Consequently, the transfer admittance effects qf the
connelctor are almost always much lower than the effects from the transfer impedance.
Usually, the lumped transfer impedance\parameter is the only one required.

The test configuration for cable-€onnectors is similar to that for the cable shield transfer
impedlllance discussed previously. Figure 11 illustrates the general test configuration fof such
measlirements. The same requirements for the test equipment for the cable shield test are
required here, and the canstruction of the outer shield shall be such that it is a much |better
shield|than the connector: This implies that a solid shield is preferable to a braided shigld for
this mleasurement.

Connector : :
Solid shield
idealized \
(| 1Z ) \\ Short-
‘\ circuit
Internal
conductor 4

Short-
circuit

—__Reference
ground plane

0 IEC

Figure 11 — Test configuration for transfer impedance
measurement of a cable connector
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Given a measurement of the internal open-circuit voltage, the transfer impedance of the
connector is determined by the expression

Zt(“’>=Rt(a’)+th(w>z;/—;“ZsVL;Q (7)
where
V,and Vg have been defined in 4.3.2.1,
Z is the transfer impedance of the connector (in Q), and
Zg sthempedance of theextermatTircuit (i €2):

It should be noted that while the length of the cable, L, does not appear expliCitly iIn this
expresgsion, it is necessary that L << A. Thus L should be as short as possible tg maximige the
frequgncy range of validity for the measurements.

4.4 |Testing of shielding materials
4.4.1 General

Imperfections in the shielding topology of a system can often be-protected by using lodalized
methgds such as gaskets (on seam or between doors and theirjambs), conducting sheets or
screefs (covering apertures), and other specialized measures like honeycombg and
waveduides beyond cut-off. Characterizing these protection measures is less obvious
because their behaviour depends not only on their individual electrical composition, but also
on ho the devices are connected to the shielding.topology. For example, a very long|crack
might [be protected by filling it with a conducting material. This could be effective in protecting
againgt currents flowing across the crack: the conducting material lets the current pas$ over
the crack without much distortion and the H-field on the shielded side is minimized. However,
for cdyrrents parallel to the crack, the presence or absence of the protective filljng is
unimportant. The current is not significantly affected by the slit, and any protection against
this current component is unnecessary.

In depscribing tests suitable for* these components, therefore, an attempt is made to
charagterize the intrinsic shiglding property of the protection device, independently of hgw it is
used in a particular installation. This means that a particular component might be classiffed as
a "goqd" protective deviee\in one installation, but due to the particularities of how it is uged in
another facility, considered to be a "poor" component in another installation. Evaluating the
globall behaviour of a-system, together with all of its protection devices, is the role of slystem
level festing, a subject which is beyond the scope of this standard.

4.4.2 Conducting gaskets

Figurg 42,shows several configurations of a conducting gasket serving as a HEMP protection
deviceT The basic mechanism for protection Is that the gasket forms a conducting path
between the two parts of the enclosure; this keeps current and charge from "leaking" into the
inside (i.e. into the protected region). Each of the three configurations in the figure has a
different shielding behaviour, due to the differences in the geometry of the enclosure walls
that surround the gasket.
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Figure 12 — Examples of conducting gaskets used as HEMP protection devices$

A simple yet general circuit model for a gasket seal can be made by noting thé)importan{ parts
of thg geometry in Figure 12. Current flowing from one conductor to another has td pass
through the gasket and this will present an electrical resistance to the ¢ufrent. Similarly, the
flat ptIEtes on either side of the gasket appear locally as a capacitance through which a

displagement current can flow. Finally, the metal conductors of ‘the two walls fofm an

inductiance in this circuit.

Figurg 13 shows the equivalent circuit representation of%such a gasketed opening. The
resistance of the gasket and the capacitance of the gasket opening appear in parallef, and
this combination is in series with the inductances representing the current paths throuj;h the
walls pf the enclosure. Specific values for L and C depend on the local geometry of thg seal,
whereas the value of R depends on both the geométry and on the intrinsic electrical properties
of the|gasket material.

IEC

Figure 13 — Circuit model representing the behaviour
of a conducting gasket for HEMP protection

Thesq ‘eirCuit values can be measured or calculated using simple models for the specific
shape and geometry under consideration for a given problem. For characterizing the electrical
properties of the gasket material, however, measurements of electrical resistivity of the gasket
material can be used. This quantity is independent of the surroundings of the gasket and can
be used to rank the effectiveness of one type of gasket with another. It should be noted,
however, that such gaskets are usually made of flexible material, and, therefore, their
characteristics are dependent on contact pressure as in all examples of Figure 12. The age of
gasket materials is also a factor.

Figure 14 illustrates the measurement configuration for the resistivity. This is the four-
electrode method, and it is specially designed so that measurements of materials with very
low resistivities can be made. For this measurement, a block of the gasket material is
sandwiched between two electrodes made from copper or another highly conducting material.
An external d.c. voltage source is connected across the two outer electrodes and a current is
allowed to pass through the electrode. The resulting voltage drop across the sample is
measured using a high input impedance voltmeter, so as not to disturb the current flow in the
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sample. With these parameters measured, the d.c. resistivity of the sample material is given
by the expression:

poc =1V—% Qm (®)
where
Ppc is the d.c. resistivity of the sample material in (QQ-m);
A is the cross-sectional area of the gasket material (in m2);
L is thethickmessofthegasketsamptetimn);
I, is the current passing through the sample (in A);
Vs is the voltage drop across the sample (in V).

Electrodes

Bulk gasket material

Primarycyoltage Current meter

source
IEC

Figure 14 — Measurement configuration for the resistivity of a sample

Simildr measurements ,can be made at higher frequencies and a frequency-dependent gasket
impedance can be‘measured. However, this quantity is of limited use, because its frequency
variations are easily confused with those of the gasket-mounting hardware and surroundings.
Consgquently( the d.c. resistivity is the most commonly used parameter for characterizing the
gaskef material.

4.4.3

4.4.3.1 General

Conducting screens or sheets of conducting material are often used to limit the HEMP
penetration through apertures in the shield. Such protection devices include

— wire mesh screens;

— conductive paint coatings;

— vacuum metallized coatings;

— flame/arc sprays;

— metallic foils lining equipment bays;

— metallic fillings added to plastic enclosures.
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As in the case of gasketing material, it is possible to characterize these protection devices
either by measurements of their shielding behaviour as installed in a specific topological
configuration, or by an alternate measurement of some intrinsic electrical property of the
shielding material. While this latter measurement may not accurately indicate how the
protection device will function in an arbitrary installation, it does provide a useful technique for
distinguishing between one protection material and another in a self-consistent manner. Two
test concepts for conducting aperture protective devices are discussed in 4.4.3.2 and 4.4.3.3:
one which measures the resistivity of the conducting material, and another which measures
the shielding effectiveness of the material used for shielding under controlled conditions.

4.4.3.2 Measurement of material resistivity

The r¢sistivity of the material comprising the protective cover of an aperture is one parejmeter
that may be used to characterize its shielding. As in the case of the conducting gasket
descriped in 4.4.2, the resistivity of a conducting sheet can be determined uSing the test
configuration shown in Figure 14. An alternative approach is to use a measurement technique
in which the d.c. resistivity is measured with probes located on the surface of/the sample as
indicated in Figure 15.

Surface
electrodes

Cross-segction
sourcedy

Material
sample

Cross-section
area A

IEC
Figure 15 — Te'st)concept for measuring the resistivity with surface probes

In thig test, a constant d.c. current source /, is connected to two electrodes separated by a
distance L and~in good electrical contact with a block of conducting material. In response to
this cyrrent,a.voltage ¥y is induced across the two electrodes. This voltage may be megsured
by a |high_impedance voltmeter and the resistivity is again given by the expressjon in
Equatjon{(8). The same expression is used in the present case, because it is assumed that
the block 15 a good conductor and the current tends to ffow uniformiy across the cross-
sectional area 4 of the material from one electrode to the other.

It is important to note that this measurement procedure is applicable only at low frequencies
where the skin depth of the material in question is very large compared to the thickness of the
sample. If the frequency of the current source were allowed to increase, the skin depth (given

by § = /p/(nfw)) decreases and, at some point, begins to be comparable with the thickness of

the material under test. At this point, the details of the current distribution in the conductor
cross-section shall be taken into account, as discussed in Annex E.

As noted in Annex E, both the surface impedance (relating the tangential E-field outside the
protective barrier to the excitation surface current) and the transfer impedance (relating the
tangential E-field inside the protective barrier to the excitation surface current) may be
calculated (see Equations (E.14) and (E.18)), once the material resistivity is known. Thus, the
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d.c. measurement of the resistivity can be used to infer the shielding properties of the material
for higher frequencies.

4.4.3.3 Shielding effectiveness measurements

A more direct approach for characterizing the shielding behaviour of a wire mesh or
conducting screen is to measure its shielding effectiveness under standard conditions. It is
well known that in the near field (or equivalently, for low frequencies), the electric and
magnetic fields penetrate into a conductor differently. Consequently, a shield shall be
characterized in general by two different shielding effectiveness parameters. For far-field
shielding, where the incident field on the shield is a plane wave, the two shielding
effectiveness values become equal, and this single value may be used to characterize the
proteqtion.

Figurg 15 illustrates a measurement concept for the plane-wave shielding effectivengss of
screefs and sheets. Figure 15 a) shows the ideal situation, in which a planewave is ingident
upon pn infinite screen. The shielding of this screen can be characterized /by the following
equation (see Equation (2)):

A
SE, = 20logqg M dB (9)
[
where
A, [epresents the principal component of the incident field EI"¢ (or HINC) at an obserpation

point with the conducting screen removed;
s the same component of the field that isitransmitted through the screen: E'f (or H}").

The resulting shielding effectiveness depends on the angle w that the incident field fnakes
with the normal to the sheet. Normallyythe angle ¢ = 0° is chosen for defining the shielding
propefties of the infinite plane.

For a¢tual measurements, thesidealized configuration of Figure 16a) cannot be realized, due
to the|fact that the source preducing the incident field is not of infinite size, nor is it inflinitely
far from the screen. Maoreover, the screen is not infinitely large. This implies that the
measyrements made using the test configuration in Figure 16b) can be different from|those
expected from a theoretical treatment of the infinite plane geometry, due to the following
effect$:

— the¢ non-plange-wave nature of the incident fields from the source;
— the¢ radiation pattern from the source;

— diffraction from the edges of the screen.

To minimize this difficulty, it is common to require the following conditions to be maintained in
the measurement configuration:

— the size of the screen a >> 4;

— the observation and source positions d, and dg < a;

— =0° (normal incidence).

With these assumptions, an approximation to the plane-wave shielding effectiveness of the

screen is obtained by making two measurements of the selected primary field components at
the observation location. The first measurement is with the plate removed and is denoted as

Er’zmoved (or Hr'gmoved ). The second measurement is the same field component with the plate
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in place in front of the radiator, and is denoted as EM (or HM ). The shielding

covered covered
effectiveness for this configuration is then evaluated as
m
Eremoved
SE=20|Og10 (10)
Em
covered
Einc . Perfectly conducting
et Infinite conducting Localized e screen
A b " %" sheet or screen source <]
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Figure 16 — Concepts for shielding effectiveness measurement
of conducting sheets'and screens

As an example of the plane-wave shielding effectiveness of a plate of different mgterial,
Figurg 17 presents calculated data for copper, aluminium and iron sheets, each haying a
thickness of 0,01 mm. Similar results are*expected for materials having other conductivitjes.

— 120 Material parameters:
Q Cu:oc=58x108S/m, =1
e 110 + | Al :6=38x108S/m, s =1
§ Fe : o =10 x 108 S/m, z = 400
S Cu l/
2 g
§ 100 / Al
@
o Fe
£ 90+
o
]
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TOP TO7 TO®

Frequency (Hz)
IEC

Figure 17 — Example of the calculated plane-wave shielding effectiveness
of a 0,01 mm thick plate of different material as a function of frequency

4.4.4 Cut-off waveguides and honeycombs

Another type of HEMP protection measure is to use one or more cut-off waveguides or
honeycomb structures in a conducting wall, as illustrated in Figure 18. This permits the easy
flow of air or other non-conducting material in and out of an enclosure, while at the same time
providing large attenuation to the EM field environment. The test concept for this penetration
protection method is identical to that for the conducting mesh or screen shown in Figure 15.
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As before, the waveguides or honeycomb protection shall be located in a highly conducting
wall, and shielding effectiveness measurements shall be made with and without the wall
present, as described in 4.4.3.
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Figure 18 — Cut-off waveguides and honeycomb used as protective elements

Summary of test concepts

ber of different test concepts have been presented i) Clause 4 for different aspe
d systems. Table 1 summarizes the recommended test concepts for the dif
n components. In selecting the various tests, itds\important to realize that there is
5t" test for a system. Each test has its strong points and its flaws. Each teg
ainties and errors in the result, for example test object and measurement equi
Ction, test object variability, uniformity of, fields, non-linear effects and measur

In selecting a test, therefore, thel\user should carefully consider the fol
ements for the proposed test:

y is the test being conducted?
he test really necessary?

at is the expected result'from the test?

at is the required accuracy of the test results?

Answeégrs to these questions will serve to put the various test procedures into
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Table 1 - Recommended test procedure for different test objects

Test procedure
Full- &
reduced Small -
Test object scale Full-scale TEM cell simulator Local Current | Specialized
. cw . . excitation | injection test

transient | . P simulation pulse . .

. . illumination e e: of PoEs testing fixtures

illumina- excitation

tion
Buildings a b - - c - -
Shielded rooms a b - - c c -
Equi ment
encchures ) ) a a b c
Apertures - - - - a b
Gaskéts and
[ - - - - b a q

seam$
Cable| and
condmt - - [ c - b E:
characterization

28 Redommended test concept(s).
b Badk-up test concept.

¢ Test of last resort.

5 Test methods for measuring the shielding effectiveness of HEMP protection
fgcilities
5.1 |General

Becayse of the diverse ways to simulate the effects of HEMP on a system, there is g wide
variety of facilities, equipment configurations, and procedures that can be used to pgrform
tests |on protection devices. Clause 5 summarizes test procedures for each of thg test
concepts presented in Clause 4:

5.2 |Electromagnetic field testing

5.2.1 General

genergting the )éxcitation E- and H-fields at a testing interface within the system, [or by
simulgting-the effects of these fields interacting with the system barriers by injecting
appropriate-current and charge on the surfaces. Subclause 5.2 discusses simulation m¢thods
for thg field excitation of the system under test.

As noted in the interaction sequence diagram of Figure A.1, testing can be done eitrLer by

5.2.2 Pulse field testing
5.2.21 Full-scale system illumination

Full-scale pulse testing is most suitable for performing a high-confidence, system-level
assessment. Because it is capable of providing much more information about the system
response to HEMP, it is seldom used to evaluate only the shielding behaviour of a single
protective element of the system, such as the outer shielding barrier.

The incident HEMP fields are typically produced by a capacitive discharge MARX generator
which stores energy in capacitor banks over a period of several minutes and then discharges
the energy in a time of the order of several nanoseconds into a physically large radiating
structure (typical dimensions being of the order of 50 m to 100 m). The radiating structure can
behave like a waveguide to conduct the fields to the test object, or it can behave like an
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antenna radiating in free space. In either case, the test object is illuminated by a transient
HEMP field and it responds in the appropriate manner. Typically, the test object should not be
greater than one-third to half the height of the working volume of the simulator so as to
minimize the plate interaction and to better approximate free-space conditions. Figure 19
illustrates several example types of full-scale simulators. Alternative types of simulators
having different properties can also be considered.
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b) Alternate configuration for a vertically polarized, bounded-wave simulator

Pulser Simulator dimensions
Height : 20 m

Dielectric support Overall length 60 m
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Measurement
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instrumentation cable
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c) Horizontally polarized radiating simulator
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e) Airborne horizontally polarized radiating simulator

Figure 19 — Examples of full-scale, pulse-radiating HEMP simulators
Test set-up

Figure 19b) illustrates the typical test set-up for this type of HEMP testing. The test object is
located in the "working volume" of the simulator. A reference field sensor is located in the
working volume at a location where it will not be severely affected by the scattered fields from
the test object. (The manufacturer of the facility will usually provide information as to the
optimum locations of the working volume and reference sensor.)

The test object is instrumented according to the goals of the particular test. This involves
placing E- or H-field probes, current probes or voltage probes at pre-selected points within the
system, and connecting these to the data acquisition computer by means of the non-
conducting fibre optic cables. Depending on the test objective, the test object configuration
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may involve connections to the power mains and to other connected equipment, which can
affect the test results.

Control of the pulser and the data acquisition system is carried out in an equipment room
which is located under or near the simulator structure. It should be designed so that it does
not interfere with the simulator fields, and it is usually shielded so that the simulation fields do
not adversely affect the data recording and processing equipment.

Test equipment

Aside from the basic simulator facility needed to simulate the HEMP environment, the
follow

E
E

cu
ca
fib

transient digitizers for each data channel (rise time of 1 ns);

dafa acquisition computer and mass storage medium;

da

Detail

Test grocedure

This i

measUred with the waveform digitizing .eqliipment. If this test is used to characterize t

layer
conve
transf

this t
comp
desig
frequgncies. At these frequencies, the response R(w) is dominated by noise and the rat
have a large pseudosfesonance.

Ist procedure. It should\:be noted that after the response ratio R(w)/F(w) has

ng types of equipment are needed for this type of testing:

and H-field reference sensors for measuring the transient excitation simulater_field
and H-field sensors for measuring fields within the system under test;

frent and voltage sensors for measuring internal wire responses;

ibration equipment for all sensors;

er optic transmitters, receivers and cable for data extraction;

a processing computer and plot capability.

5 of these equipment items are provided in Annex\C.

bf shielding of the system, as defined in Annex A and in Clause 4, it is necess
It the measured transient responses into the frequency domain to evaluate the s
er function T(w) or the shielding effectiveness, SE. Figure 20 summarizes the st

ted, corrections to the'transfer function may be needed. This situation arises wh
of the simulator is_such that the spectrum F(w) has a very small value at g

S a transient test: the pulser is fired”and the transient response of the sys{m is
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ry to
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Measure reference -
field F(7) Measure internal
response R(t
(Eref or Href) P ( )
Compute spectrum F(w) Compute spectrum R(w)
||:ing Eourier transform h‘,’ Eourier transform

t |
I
Compute ratio
R(w) F(o)

Correct spectrum

Output transfer
function

Figure 20 — Test procedure for the pulse test

IEC

It is important to realize that HEMP can arrive with different angles of incidence relative |to the
test object. Therefore, the test procedure "o Figure 20 should be carried out for different
polarizations of the excitation field (if-{permitted by the simulator) and with different
orientgtions of the test object.

5.2.2. Small HEMP simulators

Smaller versions of the full-scale transient HEMP field simulators discussed in 5.2.2|1 are
often found in university laboratories, research organizations and manufacturing comppnies.
simulators are _-Similar to their larger counterparts, with the exception that |entire
systems cannot be tested, due to the small working volume. Usually, these simulatofs are

faster>than in the larger, full-scale simulators. However, the peak voltages pf the
, and’ consequently the peak E- and H-field strengths, are limited by the dielectric
breakflown characteristics of the air near the feeding section.

The test equipment, test set-up and procedures for these small-scale simulators are the same
as indicated in 5.2.2.1.

5.2.2.3 Reduced-scale system illumination

A solid state hyperband generator connected to a full IRA, adapted half IRA or another 50 Q
directed antenna represents a reduced-scale system illumination method with characteristics
according to 5.2.2.2. Such a medium power pulse source is easily transportable to a test site
and has a field strength which is detectable within the shielding enclosure with a high
probability.

With the exception of the signal source the test equipment, test set-up and procedures for
these reduced-scale simulators are the same as indicated in 5.2.2.1.
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5.2.3 CW field testing
5.2.31 General

An alternative to pulse testing is to make the measurements in the frequency domain. Such
tests are significantly less expensive than the transient tests, due to the relatively inexpensive
equipment involved. Moreover, because it is possible to dwell on each frequency for a long
time, this test method can be used for highly shielded systems in which pulse testing is
inefficient due to the low signal strength.

5.2.3.2 Global illumination with active radiators

A typigal test configuration for a CW test is shown in Figure 21. This figure shows the {acility
being |tested, the CW antenna, the measurement equipment enclosure and associdted|cable
connelctions. The measuring equipment is located on the ground near the facility.) Bejcause
this is|a field illumination test, it is important to have the CW radiating antenna located af least
several wavelengths from the facility so that the illuminating field appears as a plane waye.

CW radiating antenna

Balun __,

Dielectric pole

Resistively
loaded wire ~.__

/

Shielded facility

Internal cable

Reference
field sensor

amplifier

Current probe

Network alayser and

measurement equipment
IEC

Figure 21 — Typical configuration of a CW test facility

Test det-up

Figurg 22 illustrates the details of the CW measurement set-up. The heart of the system is a

netwokk Qngl\leor which—-has—the r\nnnhlllhl of mnqcllrlnn two. responses simulianeot S|y a

reference channel and channel A, WhICh is the deswed system response. The network
analyser is controlled by a personal computer (PC). Both pieces of equipment should be
located in a shielded region, well away from the radiated field produced by the incident field of
the CW antenna.

Associated with the measurement computer is a data analysis computer. This analysis
function can be contained within the measurement computer itself, or it can be performed by a
separate computer, linked directly to the measurement computer.
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e
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Figure 22 — Example CW measurement set-up

The ekternal field/current sensors for the reference and the measurement channels shol
violatg the shield topology surrounding the measurement .equipment. A common W

This requires a conversion of the electrical signals at the' sensors to optical signals by
of a fibre optics transmitter, the transmission of the optical signals via an optical cabl

ensuring that the shielding is maintained is to use fibre opti¢.links for both of these chafnels.

IEC

Id not
ay of

eans
and

the rgconstitution of the electrical signal within the /equipment enclosure by a fibre [optics

recei

The network analyser provides an output RE(signal which is swept over the frequency
of intdrest. This signal is transmitted via a .50 °Q coaxial cable to an RF power amplifier,
boost$ the signal level and then feeds it to,a specially designed antenna to radiate the s

The cpaxial cable shield should be ‘electrically bonded to the shielded equipment enclog
the pgnetration point to isolate.the external and internal regions, as indicated in Figure
additipn, ferrite bead attenuators can be located at about 30 cm intervals along the ¢
help minimize the unwanted external field coupling and propagation along the cab
alternptive to the use of\a hard-wired connection between the network analyser an
amplifier is to use a fibre)optics link, as illustrated in Figure 22.

Test gquipment

For thjs testi:-the following types of equipment are needed:

radiating antenna;

range
which
gnal.

ure at
22. In
ble to
e. An
d the

— power amplifier;

— network analyser;

— reference and response sensors;

— fiber optics transmission system;

— data acquisition computer and mass storage medium;

— data processing computer and plot capability.

Pertinent details of this equipment are discussed in Annex D.

Test procedure
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To ensure that the CW test is conducted properly, a series of steps should be performed in
setting up the measurement equipment and conducting the measurements. As shown in
Figure 23, these procedures consist of activities that pertain directly to the conduct of the test
(labelled as "CW test activity"). The other analysis support tasks (denoted as "CW data
processing activity") serve to ensure that the test configuration is correct and that the test
data are of sufficient quality for the data analysis, and finally to perform the desired analysis
on the measured CW data.

CW test activity CW data processing activity

Set-up network analyser
P'nr“a“ng C\\L antanng

and power amplifier

Examine reference
sensor response

Locate the
reference sensor

Plot the sensor,
responses angd
calibrationfile

Calibrate the CW system
measurement chain

I

I

I

|

|

|

I

I

|

|

|

|

I

|

I

|

Locate defined |
measurement points I
and link with fibre I
optics cable |
I

|

|

]

I

I

I

|

|

|

I

I

I

|

|

Plot the measured
sensor responses and
the transfer function

v

Correct measurements and
re-compute transfer
functions if needed

v

Extrapolate the CW

transfer functions to

the desired transient
HEMP excitation

Measure the
facility transfer
functions

IEC

Figure 23 — Test and analysis procedures for conducting a CW test

The fitst\Step in conducting the CW test is to decide upon the location of the CW test antenna.
In the direction broadside to the antenna, the radiated EM field is primarily horizontally
polarized. Thus, this CW antenna is suitable for simulating the effect of an incident
horizontally polarized HEMP field. Details of antenna placement are provided in Annex D.

Once the antenna location is fixed, the reference sensor is selected and the calibrations of
the response and reference sensors are performed. The next step in the CW test procedure is
to locate the desired measurement points (presumably within the facility or test object),
connect the previously calibrated sensors, and run the fibre optic cables from the transducer
near the network analyser to the measurement location. In doing this, care should be taken to
ensure that the shielding topology of the test object is not violated. For example, even though
the fibre optic cables do not conduct electrical signals, if they pass through a door into a
shielded enclosure, the door shall remain open to let the cable pass. Such an open door
constitutes a shielding violation and should be avoided.
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With the appropriate equipment connected at the internal measurement points, the
measurement process can proceed, with the simultaneous measurement of the reference and
the response sensors. Generally, the calibration transfer function T,(w) is applied to these
responses during the measurement process and, as a result, there are three data files
provided for each measurement:

— the reference sensor spectrum;
— the response sensor spectrum;
— the corrected transfer function.
As noted in Figure 23, concurrent with the measurements, data analysis should be performed,
with ] ] T fTTati f the

should be made. If there are any bad data points in either of the sensor respgnses,
ould be checked and a new transfer function calculated.

After the measurements of the transfer functions are completed, Figure 23 indicates that the
remaiping task is the processing of the measured data. Usually, for a CW test, this will involve
taking| the measured (and corrected) transfer function spectrum apd)converting i
transignt, HEMP response of the system. To describe this extrapolation process, the
flow diagram shown in Figure 24 can be used. In addition, if only the shielding effecti
of the| enclosure is desired, this quantity can be determined from the transfer functi
discugsed previously in Clause 4.

Excitation
Swept CW sxelctrlljm Calibratiofi
excitation p function
Reference | £(®)
* sensor | ¢To(fﬂ)
Radiating Transfer | T(@) = R(o)/E(0)/To(w)
antenna function
Response r
sensor W
System underndest response
R(w)
Y
Incident field Bourier Total excitation|£ (?) Eﬁl’caiggrl]att;ioer:dto
specification f{7)[~> > : >
p S@) transform field excitation

G(w) = T(w)E*Y (@)
Y
Inverse
Fourier
transform

g(1)

Extrapolated

system response
g(1)

Figure 24 — Analysis flow diagram for extrapolating
a measured CW spectrum to the HEMP response

IEC

5.2.3.3 Global illumination with existing CW sources

An alternative to the CW or pulse testing of a system, using an active transmitter and
antenna, is to consider a passive approach in which ambient EM signals around the system
provide the excitation. These signals arise from stationary transmitters and, consequently,
there can be a large variability in the results. Consideration should be given to the illumination
direction of the stationary transmitter.
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Figure 25 illustrates an example scan of the EM spectrum (from 9 kHz to 3 GHz) which could
be used to excite a test object in this manner.
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Figure 25 — Example scan from 9 kHz'to/3 GHz for the ambient
electromagnetic field from communication signals
There|are several advantages in performing tests in this manner:

— the¢ incident EM environment is a plane wave, exciting the entire system undsg

S

It

hultaneously;

— there is no interference with nearby equipment;

— NO|

- th
- th

Howe

I

regulatory (PTT, FCC, etcc);approval is needed;

test is inexpensive, due)to minimal equipment costs;

re is no equipment liability issue.

er, this method presents the following disadvantages:

— there is no control over the characteristics of the excitation EM environment (amp

po

- th

L

arization,)etc.);

sighal/noise ratio is low, making it difficult to measure in highly shielded regions;

IEC

r test

itude,

— phasé&” information and complete spectral information are not available, mak
impossible to calculate the correct transient responses;

ing it

— the internal equipment shall be turned off due to the low signal levels provided by the
external sources.

Test set-up

The test set-up in this case is similar to that shown in Figure 21, except that the transmitting
antenna and power amplifier are not present. Moreover, the network analyser may be
replaced by a spectrum analyser, as the phases of the external reference and internal
response signals are not measured.

Test equipment

For this test concept, the following types of equipment are needed:
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— spectrum analyser capable of simultaneous measurements on two channels;

— reference and response sensors;

— fiber optics transmission system;

— data acquisition computer and mass storage medium;

— data processing computer and plot capability.

Test procedure

The procedure for performing this test is illustrated in Figure 26. It is important to perform a
pre-test assessment of the ambient EM field environment to determine if it is suitable for

perfor|
then it

Anim
refere
chang
the m
strend

ming the test. If there are not enough EM field emissions over the desired band

will be necessary to perform a pulse or CW test.

portant aspect of this type of test is to ensure that the measurements of.the‘intern
hce responses are performed simultaneously. Because the ambient EM enviro
les as a function of time, there is no guarantee that the incident fields,will be consfant. If
pasurements of these responses are not simultaneous, variations_ef’'the received

ths will mask the shielding of the system.

Locate spectrum analyser
and reference sensor near
the facility

Perform ambient
EM spectrum measurement

Excitation
spectrum

adequate
?

Define and instrument
internal measurement
locations

Simultaneous measurements
of reference and internal
response spectra

Perform
active test

width,

Al and
hment

signal

Modify internal
sensor location/polarization

Calculate SE of
test enclosure

Figure 26 — Test procedure for the ambient EM excitation test

IEC
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5.2.3.4 Double-ended TEM cell

The double-ended TEM cell is another way of producing a uniform and controlled EM field
environment to globally excite a shielded enclosure. This device is like a coaxial transmission
line, with a source at one end and a matched load at another. The source produces a
transverse EM (TEM) field within the coaxial line which interacts with the test object located
inside the coaxial region, and is ultimately absorbed by the termination impedance.

Figure 27 illustrates a typical double-ended TEM cell, with a cut-away view showing the
centre conductor of the coaxial system and the object under test. As long as the test object is
not too large compared with the cross-section of the cell, the excitation field can be taken to
be ap i i i i i - uency
cut-off, the testing may be conducted at very low frequencies — well below the frequg¢ncies
permifted by a radiating antenna structure. As the frequency of operation increases, however,
other modes and cavity type resonances can occur; these effectively limit the high=frequency
utility |of the device. Suppliers of individual TEM cells provide information as’to the Uyisable
bandwidths of their equipment, which typically range from several tens of kiloheftz to 100 MHz
for cells having a working volume in the order of a metre in height.

Field pattern in cross-section

\\’ 1= /<) — E-field
Centre plate —__| , ) _N‘//fr\_'

v 3 ML s
*’7/?_’1_:_5_’\'» H-field

Field probe

CW power
amplifier

Test object Centre plate

50 Q
Network termination

analyser
Insulating supports

Control and
data acquisition

IEC
Figure 27 — Double-ended TEM cell for field illumination testing of small enclosures

Test set-up
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The equipment set-up for testing in the TEM cell is similar to that used for the CW field
illumination testing discussed in 5.2.3.2, with the exception that the shielded enclosure
surrounding the equipment in the CW case is not needed, because of the shield surrounding
the TEM cell. Figure 28 illustrates the equipment connections for this test.

TEM cell enclosure CW signal out
Termination Network analyser
Coaxial cable RF [ 1
L amplifier ‘
Measurement Excitation — -
sensor Data acquisition Off-line
computer storage (tape)
= Eibre antics Fibre optics link Fibro-opti
transmitter i
Signal receiver ‘
Reference Dat -
sensor ata processing —@'/plotter
. L computer
Fibre optics Fibre optics link  ["Fipre optics
transmitter receiver
Reference

IEC
Figure 28 — Example test set-up for field illumination in‘the TEM cell
Test gquipment

For thjs test concept, the following types of equipment are needed:

— THM cell with matched termination resistance;

— CW power amplifier, network analyser or spectrum analyser capable of simultapeous
measurements on two channels:

— reference and measurement sensors;
— fiber optics transmission system;
— data acquisition computer and mass storage medium;

— data processing computer andplot capability.

Test drocedure

Testing in the TEM cell proceeds in a manner similar to the other tests described previpusly:
the network analysef_drives the power amplifier and sweeps from a low frequency to @ high
frequgncy which is determined by the upper limits of operation of the TEM cell. Measurements
of the|referencefield sensors and the internal system response are made simultaneougly by
the ne¢twork «analyser and the transfer function between these two quantities is devgloped
directly inthe spectrum analyser. If an extrapolated transient response is desired from|these
measdrements, then the analysis procedure illustrated in Figure 24 is used. However,|if the
shield ' i i i is | rmed:
only the SE response is formed from the transfer function, as described by Equation (2).

5.2.3.5 Single-ended TEM cell

An alternative to the double-ended TEM cell described above is the tapered TEM cell as
shown in Figure 29. In this test chamber, the inner conductor is offset vertically so as to
create a larger test volume, and it has a gradually flared rectangular coaxial cross-section,
terminating in a matched load.

The end termination consists of a combination low-frequency circuit element of 50 Q load and
a high-frequency absorber wall for absorbing the incident propagating wave as in anechoic
chambers. The crossover between these two regimes depends on the cell size and the
absorber length. The broadband impedance match provided by the termination acts to
suppress higher modes. The absorbing material significantly reduces the Q of the chamber
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cavity, thereby reducing the resonance effects of the cavity modes. Field variability inside the
empty chamber should be less than + 4 dB for frequencies from d.c. to 1 GHz.

The cells have been given the name "GTEM" cells to emphasize their gigahertz capability.
Cells have been constructed with test chamber heights from 0,5 m to over 3 m for use in
testing printed circuit boards up to box-size equipment. Larger cells, capable of complete rack
or vehicle testing, are under study.

Testing in these modified TEM cells is identical to that discussed in 5.2.3.4, with the exception
that the upper frequency range is higher. Consequently, similar equipment is used (but
perhaps with a larger bandwidth), and the same test procedure as that discussed in 5.2.3.4 is
used. 4=

CW power
amplifier

Absorbers

Test object

Field probe

Top conductor

Inner conductor
(offset)

Bottom conductor

Network

analyser Spherical support

e Control and
data acquisition
system

IEC

Rigure 29 — lllustration of the single-ended TEM cell and associated equipmenlt

5.2.3.6 Localized barrier shielding effectiveness test method

In some instances, a shielded enclosure cannot be viewed as being a “good” shield. Such is
the case if there are many openings in the shield or if the shield material is not highly
conducting. In these instances, the testing of the shielding can be accomplished by
performing a local barrier illumination using a small antenna that provides EM field
illumination in the vicinity of the barrier penetration. Such tests are less reliable than are the
full system illumination tests, because the shielding effectiveness values depend on the
location of the internal measurement sensor, as well as the location of the external antenna.
Thus, a range of SE values can be obtained for any particular system. For example, as
illustrated in Clause 4, local illumination tests can be applied to the measurement of the
overall shielding of the enclosure (as in Figure 5), to the localized measurement of the
shielding provided by wire mesh or conducting panel protection over apertures (as in
Figure 15), or to the localized testing of other PoE protection methods (as suggested in
Figure 18).
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Due to the localized nature of the excitation source, this measurement provides information
only about the shielding in the region where the excitation EM field is strongest. For localized
PoE measurements the testing is performed in the vicinity of the penetration point.

As noted in Clause 4, the shielding behaviour of an enclosure at low frequencies is different
for the E- and H-fields. Because the E-fields are relatively easy to shield for these
frequencies, only tests of the magnetic field shielding effectiveness are required. As the
frequency increases, the E- and H-shielding effectiveness becomes identical, and it is
equivalent to the plane-wave shielding effectiveness. This quantity is also measured by the
test method.

Since the—etectrommagnetic barrer has—toTemmaimimtactduring—thectonmductofthe—stigelding

effectiveness measurements, and since the use of electrically noisy equipment has|to be
restridted, construction activity or unusual operations (facility modification, maintehancg) may
be affected. Radiated signal levels are low and present no hazard to equipment, but
frequgncy adjustments may be required to avoid self-interference or interference with nearby
facilities. Normal electrical safety precautions apply during this test.

Test det-up

In corlducting these low-frequency magnetic field or plane-wave shielding effectivenesyg tests
of the| enclosure, the basic test set-ups illustrated in Figure 29,and Figure 31 shall be|used.
Measuyrements of the receiving antenna responses, with and without the shield present, are
made, and the ratio of these responses provides an indication of the shielding effectivengss of
the lo¢al barrier as

V.
SE=20|0910—C dB (11)
Vm
where
Ve s the measured receiver response under calibration conditions (without the barrien);

m Is the measured response wjth the barrier in place.

This grocedure should be applied to shielded enclosures large enough to accommodate the
test eqquipment inside the_enclosure.

Test det-up for plane~wave measurements

The set-up for calibration and measurement of plane-wave shall be placed in accordance with
Figurg 30a)and Figure 30b).

If it is|not/possible to place the transmitting antenna outside due to physical constraints, the
set-up for the measurement follows Figure 30C). The oscillator and power ampliiier may be
placed inside the shielded enclosure with an additional shielded rack. When using a vector
network analyser, the oscillator is part of the network analyser and therefore in its location.
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Figure 30 — Test set-up for the plane-wave shielding effectiveness measurements
The d|mensiens and composition of the various distances d4 to d; are given in Table 2.

Table 2 Dimensions and composition of distances d4 to d;, with reference to Figu

re 30

Term Minimum dimension Composition
d, 2m d, + d, + barrier thickness
dy 30 cm d, — d, — barrier thickness
(within dynamic range and physical constraints)
d 30 cm d, — d, — barrier thickness

(within dynamic range and physical constraints)

Test set-up for magnetic field measurements

The set-up for magnetic field calibration and measurement shall be used in accordance with
Figure 31a) and Figure 31b).
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If it is not possible to place the transmitting antenna outside for a separation distance of twice
the loop antenna diameter and the thickness of the electromagnetic barrier due to physical
constraints, the transmitting loop antenna shall be placed at a distance of 30 cm from the test
area surface. In this case, the distance of the receiving antenna from the test surface shall
also be 30 cm, and the distance between two loop antennas for the calibration shall be twice
the loop antenna diameter and the thickness of the electromagnetic barrier.

Transmitting d4 Receiving
antenna antenna
P
4

Loop diameter

Oscillator || POVYETF Preamplifier | | Spectrum analyser
amplifier
IEC
a) Calibration
Transmitting a2 i?. Receiving
antenna antenna
Oscillator || F’°W.e.f Rreamplifier || Spectrum analyser
amplifier
Electromagnetic barrier /_

IEC

b) Measurement

Figure 31 — Test set-up fon.the H-field shielding effectiveness measurements
The d|lmensions and composition of the various distances d4 to d; are given in Table 3.

Table 3 — Dimensions and composition of distances d, to d;, with reference to Figyre 31

Term Minimum dimension Composition
Lgop diameter, - Usually 30 cm
4 60 cm + barrier thickness d, + d, + barrier thickness
dy 30 cm d, — d, — barrier thickness

(within dynamic range and physical constraints)

30 cm d, — d, — barrier thickness

(within dynamic range and physical constraints)

The localized antennas are used to illuminate various portions of the shielded enclosure. For
the plane-wave shielding measurements, the entire surface (including the floor when both
sides of the shield are accessible) of the electromagnetic barrier shall be divided into
numbered plane areas not greater than 2,5 m x 2,5 m, as illustrated by the example in
Figure 32. The circles in this figure in the centre of each area indicate the various transmitting
antenna locations for these measurements. The magnetic field shielding effectiveness
measurements shall be performed at seams and PoEs, such as air vent, access panel, filter
and so on.
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Figure 32 — Example of antenna locations for the localized antenna tests
for a hypothetical shielded enclosure or facility

quipment

st equipment required for shielding effectiveness measurements.includes the follo

signal oscillators;
power amplifier(s) with a power output as required fofcdynamic range;

— preamplifier(s);

re

NOTE

ceivers/spectrum analyser(s);
antenna(s);
miscellaneous cables and attenuators — as required.

Alternatively a vector network analyser can be used in place of RF signal

receivefs/spectrum analysers.
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rocedures
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area defined in Figure 32, eight
rements shall /be® made by sweeping the receiver antenna position.
rements shall®e-made at four distinct frequencies in the HEMP band, for each

transmitting antenna polarizations, as follows.
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Table 4 — Measurement frequencies and antennas in plane-wave

Frequency range

Antenna type

20 MHz to 100 MHz

Biconical

100 MHz to 300 MHz

Biconical

300 MHz to 600 MHz

Dipole or log periodic

600 MHz to 1 GHz

Dipole or log periodic

Instead of measuring only four single test frequencies, a vector network analyser can be used to

measure a sweep over the frequency range listed in Table 4. If available, transmitting antennas with a broad
frequency range (usually log periodic) can be used and the frequency ranges of the sweeps according to Table 4
can be adjusted to the frequency range of the chosen transmitting antennas. Receiving antennas with fibre optic
systems with corresponding sensors of a broad frequency range can be used as well.
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b) Transmitting antenna polarizations

Dipole (or antenna aperture) parallel to the test area surface in two orientations, at 90° to
each other and parallel to the principal weld seams in the shield.

The plane-wave calibration for each frequency and transmitting antenna polarization shall be
performed in accordance with Figure 29a). The transmitting and receiving antennas such as
biconical, dipole, log periodic, or other linear antennas shall be oriented parallel to each other
(or aperture antenna planes parallel to each other). The distance between antennas shall be
as large as possible, within dynamic range constraints, but shall be at least 2 m. The
receiving antenna position shall be varied by + 30 cm from its nominal location to ensure that

it is Wwwmw_w.en to
provide a dynamic range at least 20 dB in excess of the shielding effectiveness requirgement

at thg test frequency. During calibration, no equipment or other electromagnetic “reflector
(except ground) shall be closer than three times the antenna separation. The antennag shall
be at| least 0 m above ground. The received signal strength for each,. frequency and
transmitting antenna polarization shall be recorded as the calibration signal (7.) fgr that
configuration.

NOTE To get an idea of the limits of the measuring system and the truth\ of the test results a noise
measurement can be performed over all frequency ranges of interest. Therefofethe receiving antenna [can be
replaceld by a 50 Q terminator (or packed into an aluminium foil in case of a small,fibre optic field sensor).

After the calibration is completed, the plane-wave shielding. effectiveness measurements for
each fest area, and at each required frequency and transmitting antenna polarization, shall be
performed as shown in Figure 29b). Identical equipment, antennas, cable and equipment
settings (except attenuator settings) shall be use®d “in the calibration and measurgment
sequences.

The transmitting antenna shall normally be.pléced outside the electromagnetic barrigr and
centerfled on the test area. The transmitting antenna’s axis (or plane in the case of an apferture
antenpa) shall be parallel to the test area:surface and parallel to one of the two principgfl weld
seam |directions. The distance from the closest points of the transmitting antenna to the test
area dqurface shall be 30 cm less thanthe separation at which calibration was performed

To pefform the swept measurements, the receiving antenna shall be swept over the entife test
area at distances of approximately 5 cm to 60 cm from the test area surface and shall be
rotatefd in orientation untik @ maximum received signal is obtained. The maximum regeived
signall strength shall e recorded as the swept measure signal V,, for that test|area,
frequgncy, and transmitting antenna polarization. Shielding effectiveness values are
calculpted using Equation (11).

If it is|not possible to place the transmitting antenna outside due to physical constraints, the
transmitting,antenna can be placed in the shielded enclosure. The plane-wave calibration is
the sgmeras in Figure 29a) and the shielding effectiveness measurements shall be perfprmed
as shiewn—in igure—29¢c) or—measurements—3a eguHpment—excep 2 he ansmitting
antenna shall be placed outside or shielded inside the enclosure to avoid interference with the
transmitting EM wave. It is recognized that testing of the shielded enclosure shall be avoided
at, or very near, the shielded enclosure resonant frequency. The test procedure for shielding
effectiveness measurements is the same as that of placing the transmitting antenna outside.

Magnetic field shielding effectiveness measurements

For each 2,5m x2,5m magnetic field test area shown in Figure 32, six shielding
effectiveness measurements shall be made at three frequencies for each of two transmitting
antenna polarizations, as follows:

1) Frequencies
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One test frequency in each frequency range of Table 5 shall be chosen according to the
approved test plan by the owner.

Table 5 — Measurement frequencies and antennas in magnetic field

Frequency range Antenna type
10 kHz to 16 kHz Loop
140 kHz to 160 kHz Loop
14 MHz to 16 MHz Loop
NOTE Instead of measuring only three single test frequencies, a vector network analyser can be_ Uysed to

measure a sweep over the frequency range listed in Table 5. As receiving antennas, fibre optic systeths with
corresponding sensors of a broad frequency range can be used as well.

2) Antenna polarizations

Plane|of the loop antenna normal to the test area surface in two orientations, at 90° tq each
other pnd parallel to the principal weld seams in the shield.

For these measurements, magnetic field calibration at each.-frequency and transmitting
antenpa polarization shall be performed in accordance with Figlure 31a). The loops pf the
transmitting and receiving antennas shall be in the same plane:

The rgceiving antenna position shall be varied by + 30-cm from its nominal location to gnsure
that it|is not located at a minimum of the radiation paitefn. Test equipment shall be chogen to
provide a dynamic range at least 20 dB in excess of the shielding effectiveness requirement
at the test frequency. During calibration, no equipment or other electromagnetic reflpctors
(except ground) shall be closer than three times the antenna separation. The antennag shall
be at| least 2 m above ground. The received signal strength for each frequency and
transmitting antenna polarization shall be' recorded as the calibration signal 7, for that
configuration.

NOTE To get an idea of the limits (of the measuring system and the truth of the test results a noise
measurement can be performed over all*frequency ranges of interest. Therefore the receiving antenna [can be
replaceld by a 50 Q terminator (or packed into an aluminium foil in case of a small fibre optic field sensor).

After the calibration is completed, magnetic field shielding effectiveness measurements for
each {est area, and at @ach required frequency and transmitting antenna polarization, shall be
performed as shown_in Figure 31b). Identical equipment, antennas, cable and equipment
settings (except «attenuator settings) shall be used in the calibration and measurgment
sequences.

The transmitting antenna shall normally be placed outside the electromagnetic barrigr and
centeffedcon the test area. The plane of the transmitting loop antenna shall be normal [to the
test atea—surface—and pala“c= to—one—of-the—two pl;llb;pa: wetd—seam—directions—he—distance
from the closest points of the transmitting antenna to the test area surface shall be 30 cm less
than the separation at which calibration was performed.

The receiving antenna shall normally be inside the barrier. To perform the swept
measurement, the receiving antenna shall be swept over the entire test area at distances from
approximately 5 cm to 60 cm from the test area surface and shall be rotated from vertical to
horizontal polarization until a maximum received signal is obtained. The maximum received
signal strength shall be recorded as the swept measure signal V|, for that test area,
frequency, and transmitting antenna polarization.

Test frequencies and pass/fail criteria

The owner shall define test frequencies and all pass/fail requirements. However, as a guide
for owners, this standard recommends frequencies like Table 4 and Table 5 that can be
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selected for testing their shielded enclosures. Successful tests at these frequencies should
provide very high confidence that a shielded enclosure provides a “good” shield at all the
frequencies from 10 kHz to 1 GHz.

5.3
5.3.1

Current injection test procedures

General

Tests in 5.3 deal with those that involve the excitation of a HEMP protection device or
material by a direct injection of current (and charge), as opposed to the excitation by an
electromagnetic field. This corresponds to the excitation of the system shielding topology at

obser

ation points inside the principal shielding surface, as discussed in Annex A.

5.3.2

The |
injecti
repea
shield
two sé

This test is not designed to simulate the effects of an incident/ HEMP field acting d

enclog
condu
corres
its no
points|
possik

Test §

Figurs
acquis

Injection testing of enclosures
bw-frequency testing of the shielding provided by an enclosure or , box by G
ed in Figure 32a) which shows current being injected at one location on the ex

nse wires connected to the inside of the enclosure.

ure; rather, it simulates the effects of an HEMP-induced-current on long cables
cted onto the shielding enclosure. Thus, the locations of current injection
pond to points at which there would be current flowing onto the enclosure when
rmal operating configuration. In some cases, there may be multiple cable attac

le excitations of the shield.

et-up

32b) illustrates the set-up for.this test. A network analyser, controlled by 3
ition computer, feeds a low-level excitation signal to a power amplifier. This am

typica
conne
injecti
opera

ly with a coaxial cable output,”feeds a balun-like splitter which injects current on
tion on the enclosure .exterior and removes the current from another point.
bn points shall correspond to locations having electrical connections in the 1
ing configuration ofithe system.

urrent

bn is discussed in 4.2.4 and is illustrated conceptually in Figure 7. /This diagfam is

ternal
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b) Equipment configuration

Figure 33 — Test concept and equipment configuration for
current injection testing of a shielded enclosure or box

Test equipment

For this test, the following types of equipment are needed:

— network analyser or other suitable detector capable of measuring the injected current on
the enclosure exterior and the internal voltage;

— low-frequency amplifier suitable for injecting the amplified current onto the enclosure;

— balun or other coaxial balanced line transition device for injecting current onto the system;

— voltage and current probes;
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— fiber optic transmission unit or other data transmission medium suitable for passing the
internal measured voltage back to the network analyser without causing perturbations in
the external current path;

— CoO

— as

ntrolling computer and data analysis station;
sorted cables and connectors.

Test procedure

This test is conducted by first examining the system to determine the various current injection
points that would normally be excited by an HEMP event. The size of the enclosure (L) is
measured, and the highest frequency of operation (f,..,) is then determined, so that the

minimum wavelength (Amin) 18 Amin = ¢/27afmax > L. Then, the network analyser is swep} from

the lo
transf

This measurement is repeated for different internal voltage collection points, so as to ol

repreg
other

the injection of the CW current being made at these points.

The t
showi
effect

5.3.3

Test
define

measlirement techniques.

5.3.4
5.3.4.

The t

measyrements may not be indicative of how it might actually perform as a hardening el

when
useful

Test §

The test set<Up for this measurement is illustrated in Figure 14. In this figure, the m

under

vest possible frequency to the computed maximum frequency, and the complex
br impedance ratio of 7, /I is evaluated.

entative sampling of the variations of the internal responses. In @ddition, if the
external current injection points possible, these measurements.shall be repeate

btal set of measured responses should be presented in, the form of summary ¢

veness of the enclosure can be computed using Equation (4).

Transfer impedance and admittance of cable’shields and connectors

rocedures for determining the transfer impedance and admittance of cable shiel
d for example within the IEC 62153-4-x Series. Annex A provides information on

Testing of gasket material
U Resistivity measurement

esting of the resistivityy'of a gasket material has been described in 4.4.2.

nstalled in a facility.or enclosure, but, nevertheless, such tests of the d.c. resistiv
in characterizing.the gasket material.

et-up

testis located between two eIectrodeS' a current is caused to flow by the exc

voltagk

alued

tain a
‘e are
i with

urves

ng the response distributions as a function of frequency. Furthermore, the shiglding

is are
these

Such
ement
ty are

pterial
tation

jal test

set-up, the ex0|tat|on source and the voltmeter are all contalned in one unit — the four probe
voltmeter, as specified below.

Test equipment

For thi

is test, the following types of equipment are needed:

— afour-probe ohmmeter having a measurement range of 104 Q to 10 Q;

— silver- or gold-plated electrodes having a contacting area 4 = 1,6 cm? (corresponding to a
circular diameter of 1,43 cm) for holding the sample. These electrodes should have
suitable provisions for attaching the ohmmeter electrodes;

— at

hickness gauge for measuring in increments of 0,02 mm;
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— an appropriate fixture or apparatus having capabilities of supporting the electrodes and
test specimen, and suitable means of applying a pressure of (6,89 x 106) Pa on the
sample.

Test procedure

Gasket specimens with thicknesses ranging from 0,1 cm to 0,3 cm and a cross-sectional area
at least the same as the electrodes shall be obtained for testing. Prior to testing, the surfaces
of the material should be cleaned and any dirt or foreign matter removed. The electrodes
should also be cleaned. Prior to testing, the test specimen and test fixture and electrodes
should be conditioned for at least 3 h at a standard temperature of 23 °C and at a relative

humi

Measxre the area 4 of the silver- or gold-plated electrodes. Using the thickness

meas

The material being tested shall have sufficient area to contact the entire electrode area.
positign the material between the electrodes and apply a pressure of (6,89% 106) Pa
acros$ the sample. While maintaining constant pressure, measure and\record the s
resistance R.

With

A
PDC = Rf
where
ppc |8 the d.c. resistivity (W-m);
R s the measured resistance (W);
A s the smallest cross-sectional area-of part or sample between probe electrodes (n
L s the distance between the two_électrodes (m).

5.3.4.2 Material resistivity using the surface probe method

An a

gaskef material cannot becut. This involves making a surface measurement of the resig
of the[sample.

Test

For this test,\the two-point probe shown in Figure 34 is used. This probe has an ele
separgtion of L = 2,54 cm, and other typical dimensions are indicated in the figure. For

too s
may

ity of 45 % to 75 %

re and record the thickness L of the material at the contact location with thelelect

these measured quantities, the d.c. resistivity of the gasket/material is calculated a

lfernative test method for/the resistivity of a gasket may be used for cases whe

get-up

jauge
odes.
Then,
+ 5 %
pmple

(12)

2);

re the
tance

ctrode
parts

alllto be measured with this probe, a different probe with a smaller electrode sep3

ration

Each electrode should touch the gasket at one point. In the case of a part whose cross-
section configuration makes it difficult or impossible to measure using this method, the
smaller test probe described above should be used.
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Dimensions in centimetres

Insulating material
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-0 o e ’ Gasket material
A S 7
0 o A /
Iin Loyt /// i
/ / ] P
4 ["-—"—0 /' o O
Z <
Q 40 .
Cross-secfional
/ / area A
L NV L/
0,47 |
>« Probe weight: 200 g to 240 g
Probe separation L =2,54
< > IEC
Figure 34 — Surface probe for volume resistivity measurement
Test gquipment
For thjos test, the following types of equipment are needed:
— a four-probe ohmmeter having aiminimum sensitivity of 1 mQ;
— silyer- or gold-plated electrodes having the dimensions shown in Figure 34, and syitable
provisions for attaching the ohmmeter electrodes.
Test grocedure
The dlc. volume resistivity of the material shall be measured using an ohmmeter capgble of
measyring to a)minimum of 1 mQ. The sample to be measured shall be placed|on a
nonconductive surface. The measurement probe shall be placed on the gasket part|being
tested, or alternatively, on a piece of sample material that is 1,27 cm wide by 7,62 cm Igng by
0,14 dm te_0,3 cm thick, in such a manner that the weight of the test probe is uniformly
distribjuteéd” on the part or test sample. The entire width of the part shall be in contadt with

each electrode. After a 30 s stabilization period, the resistance R on the ohmmeter shall be
recorded. The d.c. volume resistivity shall be calculated using Equation (12).
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Annex A
(informative)

HEMP test concepts for electrical systems

A.1  Overview

HEMP testing of an electrical system is necessary because mathematical and numerical
models do not provide sufficiently accurate results to give a high confidence level in the
assessment of a system's survivability in an HEMP environment. Many different factors enter
into the decision to perform an HEMP test:

— relative importance of the system and its survivability requirements;
— type of system, its physical configuration and location;

— avhpilable funds, time and personnel for testing;

— depired accuracy of the results.

Before¢ determining the test requirements for a system, the above factors should be cafefully
weighped to see if a test is actually needed.

A.2 | Types of HEMP tests

A.2.1 General

There|are several different types of tests that can-be performed on systems to determipe the
response to an HEMP excitation. Some tesiscare rather simple and straightforward,| while
otherq require large facilities and significant data processing capabilities. The following
subclguses A.2.2 to A.2.6 briefly describe;the major types of HEMP tests.

A.2.2 System-level transient tests

Perhaps the most thorough test.of a system (aside from using an actual nuclear environment)
is to perform a threat-level test on the entire system. This type of test involves locafting a
threattlevel, pulsed EMPy simulator near the facility being investigated, and conducfing a
series| of measurementsiby changing parameters such as the angles of incidence ¢r the
system's electrical configuration (i.e. doors open or shut, etc.).

Typically, in thi§itype of test, a large amount of transient data is measured and savgd for
analygis aftef_the test is completed. The results of the post-test analysis are usually
expregsed-asra probability of survival of the system in the event of an HEMP even}, and
involve the-concept of waveform norms.

The principal advantage of this type of test is that the entire system is subjected to the
desired threat-level environment. As a result, any non-linear protection devices will be
stressed and the resulting system response will include the effects of these elements.
Furthermore, the effects of other unintended non-linearities such as flashovers in cables,
which are very difficult to predict analytically, will be included.

On the other hand, the equipment involved in such tests is bulky, expensive and not easily
transportable. Consequently, a fixed site simulator is usually used for this type of testing. If
the system to be tested cannot be easily moved, this test is difficult to conduct. Furthermore,
there is usually a large amount of data generated by this type of test, and the post-test
analysis effort can be considerable.
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A.2.3 CW field illumination tests

An alternative to the full-scale, threat-level pulse testing is to use the CW field illumination
test concept. This test concept is similar to that of the system-level pulse-testing concept in
that a radiating structure (i.e. an antenna) is located near the system under test. Unlike the
pulse test, however, the excitation of the antenna is time harmonic (e.g. CW) and is swept or
stepped through a range of frequencies, starting at a low frequency of 10 kHz to 100 kHz and
stopping at a high frequency of 100 MHz to 200 MHz. Some newer CW testing systems
operate up to the gigahertz (GHz) frequency range.

The basic goal of the CW test is to measure a transfer function from a suitable reference
electr i i ' ' ili insi ilj \s this
measlirement is conducted in the frequency domain, the transfer function is a complex-yalued
function, characterized by its magnitude and phase or conversely by its real and.imaginary
parts.

Suitaljle external reference quantities include a component of the incident or total E-[or H-
fields,| a current induced on a long external cable, or perhaps the input-current in the CW
antenpa itself. In cases when the measured response has to be extrapolated from an HEMP
respohse, the choice of the external reference should be made so that-it can be related to an
incident HEMP field. Internal response quantities can include. F-) and H-fields inside the
facility, currents on internal cables and voltages at equipment terminals.

This fprm of testing has several advantages over the full-scale pulse testing described darlier.
The eguipment used is readily available and is significantly less costly than that required for
pulse |testing. Furthermore, the entire system can bg) easily transported to remote sitgs and
quickly erected. Because of the narrowbandy characteristics of the excitationl and
measyrement process, the effects of noise can<be reduced. Typically, it is easier to|get a
"clean" CW spectrum than to get a clean transient waveform.

The major disadvantage of CW testing-is that, because of the low power level and non-
transignt mode of operation, non-linear\protective devices within the system are not triggered.
In addlition, other unpredictable non=linearities, such as cable insulation flashover, afe not
noted| Consequently, this test method only provides the linear (or low-level) response and
systems tested in this manner;may appear to be more vulnerable than they really are,|since
the ndn-linear effects can add extra protection — if they operate.

This teficiency may pofvbe serious in some circumstances, as many systems usqg both
nonlinear devices tagether with electrical filters. CW testing on these systems provides a
reasonable worst-Gase estimation of the response — namely, the response that would be
obtained if the non-linear device were not to function properly. Moreover, there exist mgthods
to combine analytically the low-level CW measurements of a system with the nonglinear
devicg characteristics to permit a calculation of the pulsed, non-linear behaviour ¢f the
system.

A second disadvantage of this test approach is that the final measured result is usually not
the final desired result. To obtain the extrapolated transient HEMP response, some additional
data processing should be undertaken, and this can give rise to errors in the resulting
transient response.

A.2.4 Current injection testing

The two previous tests are applied to the entire system. An alternate test concept is to excite
only parts of the system. One way of doing this is to identify important electrical conductors
entering a facility and inject pulse or CW currents onto the cables. The injected currents will
then re-distribute themselves within the facility and provide an indication of the system
response under external field excitation conditions.
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Typically for this type of test, a pre-test analysis should be performed in order to identify the
important conductive current paths into the facility or system being considered. These might
include power lines, communication cables or mechanical conductors. For each of these
conductors, an analysis of the external EM-field coupling should be performed to estimate the
amplitude and waveshape of the HEMP response. A current injection source having the
proper transient (or spectral) characteristics is then applied to each of the selected
conductors and the internal responses are measured.

The advantage of this type of test is that pulse injection equipment is typically smaller and
less expensive than the full-scale simulator and associated equipment. Furthermore, threat-
level currents are easier to induce by pulse injection methods than by an EM-field
ilumination\When nlr_\nrafnrl ina plllend mode this type of fnefing also prn\/idne the I|:\r\e"|b||||:y
of exdjiting nonlinear devices located along the conducting paths being excited. Thus, @gulsed
current injection test and a CW field illumination test can complement each other.

This ype of test is fundamentally incomplete, as the possible synergistic effe¢ts of
simultaneous excitation of the whole system are not taken into account. Thusg, there is glways
some [unknown error in this simulation technique. Furthermore, a key feafure of this type of
test igl that the linking of the injected current levels on the external conductors to the ingident
HEMH field is often done by analysis. This step can introduce uncertainties in the resultq.

A.2.5 Partial illumination testing

Partia[ illumination testing is the counterpart to pulse injection testing, except that the slystem
excitafion is viewed as arising from a partial EM-field-eXcitation of the system insteagl of a
currerjt injection on one of the system's conductors.This testing approach is sometimes
denoteéd as the piece-wise application of radiation *‘through an EMP simulator (PARTES)
concept.

This tpst is accomplished by using small electric or magnetic dipole antennas referred| to as
"drivefs" at various locations on the exterior'surface of the system being tested. Locally,|these
drivers produce an EM field excitation_of the system and a suitable internal response dan be
measuyred. Either CW or pulse testingyis possible using this concept. By considering a syitably
large jnumber of driver locations.and by analytically combining the measured responskes for
each, [the response of a plane-wave excitation of the system can be inferred.

The main advantage oftthis approach is that electrically large systems can be tpsted.
Althodgh such systems=might require many measurements as the driver location is chgnged,
the method can allow for such testing.

The principal disadvantage of this testing is that considerable analytical work should bg done
to correctly combine the measured data files to obtain the final desired result. In adfition,
there [is always the open question of deciding upon the best locations of the driver soprces.
Finally, the“question of non-linear device operation is not addressed completely in this type of
test.

A.2.6 Subsystem and component testing

Besides full-scale system testing, testing also exists at the subsystem (i.e. "black-box") level
and at the component level. In this test, a piece of electronic equipment or perhaps even a
discrete component within the equipment is tested for its response. In doing this the HEMP
stress at the component should be determined, either from a test or by analysis.

This type of test is advantageous because component testing is relatively inexpensive and is
rapidly conducted. Furthermore, if the component or equipment fails, hardening procedures
can be determined by analysing the mode of failure of the device.

However, the major disadvantage of this type of testing is that it is difficult to ensure that the
component is tested with the same electrical stress that would be found under HEMP
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excitation conditions. The HEMP stress inside a complex system is difficult to know exactly
without performing a system level test. (If such a test were to be performed, then there would
be no need to perform a component test.) Typically, the HEMP stress at a component is
usually determined by analysis, and this is then used to design the proper pulse or CW
excitation of the component.

A.3 Definition of the testing interface

A key aspect of testing is the definition of the testing interface within the system. This can be
thought of as the Iocat|on at which the s|mulated HEMP stress shall be applled to the system
It is ge
of shi

Idmg surfaces or "EM barrlers
several "EM penetration mechanisms," such as diffusion, aperture penetration or .conducting
penetration. Figure A.1 illustrates such a diagram for a generic electrical system; showing
regions of different HEMP-induced electrical stresses (within the horizontal_lines), together
with the various coupling paths and penetration mechanisms.

It shopld be noted in Figure A.1 that the HEMP interaction with the system has been dlivided
into tyo parts: one which deals with penetrations through the shielding barrier by diffusion
and apertures, and another part dealing with penetrations along deliberately made conducting
paths) such as signal lines, control lines, power lines, etc. This_standard deals with testing
concepts for the first type of penetration, namely test metheds for shielding enclopures.
IEC 61000-4-24 discusses the test methods for protective devices for HEMP-conducted
disturbances, which concentrate on test methods for @ppropriate signal injection onfo the
signalland/or power leads of equipment, as indicated if\Figure A.1.

Testing of the shielding of the system can be conducted at any one of the interface locptions
denoted by the letters A through H, which gnove progressively into the system. [[hese
interfgce locations are not actual "test points", as they do not refer to specific locatigns on
cableg or components in the system. Rather, they denote generic locations of possible test
points| within the system. The most straightforward testing is at interface point A at the
exteripr of the system, where the excitation is due to the external E- and H-fields produged by
the HEMP. At this location, it is nécessary to simulate the behaviour of the incident HEMP
fields jover the entire system (plustany reflected fields from nearby objects, such as a ground
plane)]. If this simulation is” carried out properly, the response of the system will be
comparable to that of the system under HEMP illumination.

Interfgce point B is still_located on the exterior of the system, but it occurs after the incident
field has coupled to'the system exterior and induced currents and charges on the exterior
shield| Thus, the-system excitation at this point is one step removed from the incident figld. As
noted|in FigureyA.1, HEMP stress at this level of the interaction diagram can penetrafe into
the system.through apertures, diffusion, or by conductive penetrations, often referred|to as
points| of, éntry (PoEs). In the field-illuminated case, all of these penetration mechanisms are
excitep\simultaneously by the incident field. In the testing at interface level B, however| each
penetration 5 usualty tested separately, due to the size of the system. Consequently, testing
at this level gives rise to potential errors, not only because of a more complicated requirement
on the temporal behaviour of the excitation sources, but because PoEs are usually not all
tested at the same time.
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ire A.1 — Sample HEMP interaction diagram illustrating penetration mechanisms,
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system responses and generic test interface locations

pcessary test excitations at this location can be described in terms of an injected durrent

and a corresponding charge density on the surface of the shield, or, if long cond
are cgnsidered, the sources are external currents and voltages relative to a suitable refq
conductor (groundtplane). Because the behaviour of these electrical responses depen
the n3gture of theyHEMP excitation and on the electrical nature of the exterior of the sy
these [responséstare more complicated than are the required simulation sources at locat

Lctors
rence
ds on
stem,
on A.

Moving further into the system, interface point C is a field point at a location just insitﬂe the
penetiation points of the primary EM barrier. At this location. the HEMP responses conkist of

the local E- and H-fields within the shield. These fields propagate into the interior of the
system, and couple to the surfaces of secondary shields in the system. These shields usually
consist of the enclosures of individual boxes or equipment racks and the shields of cables.
This gives rise to local current and charge on the inner shielding surfaces, denoted by
interface D. The responses at D contain all of the effects of internal cavity resonances,
internal cable resonances, local field perturbations due to internal loading and a myriad of
other complications arising from a realistic system.

Finally, the currents and charges at D penetrate through the secondary shielding layer, again
by diffusive or aperture type penetrations, to create internal excitation E- and H-fields at
location E. These fields couple to internal cables or wires and eventually lead to test interface
F at the component or "black-box" level.
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HEMP testing can be performed at any one of the aforementioned interface locations.
However, the deeper the test interface is located within the system, the more difficult it is to
accurately describe the HEMP stress needed to apply to the test. Thus, there will be
considerable uncertainty in the test results for internal test interfaces. However, the closer the
test location is to the components, the more accurate is the knowledge as to the behaviour of
the components or black boxes due to the stress. Consequently, one trade-off that occurs in
HEMP testing is choosing between the ease of describing and simulating the desired stress
on the system, and the accuracy of knowing the response of the system to this stress.

As mentioned earlier, there is an additional coupling path arising from the conducting
penetrations through the shields, and these give rise to testing interface points G and H.

Althow_wm,ﬁeww.ﬁ for
completeness.

A.4 | Use of test data

A.4.1 General

Data acquired under test programs can have several different uses,,depending on the pature
of the|test and on the functional requirements of the system. Different uses of test dafa are
summfarized below.

A.4.2 Acceptance of new systems

A new system which is designed to be hardened against'the effects of HEMP will have ¢ne or
more hardness specifications for the design. At the.end of the construction of the system and
just before formal delivery by the manufacturer, it.isscommon to require an acceptance {est to
demonstrate that the system meets the required, HEMP specifications.

The dpta acquired in test programs can berused for acceptance purposes. Such tests dan be
simplg "proof" tests where the survivahility of the system is validated, or they can amdunt to
detailgd measurements of stress levels' at the defined interfaces and a verification of pafety
margips by determining the strength of critical components or critical inputs to subsystems.

A.4.3 System assessments

For a|system that is notisubject to HEMP survivability requirements, or which has nof been
previqusly tested, a test' program can provide data useful for assessing the current state of
HEMHA hardness. Thissamounts to making detailed measurements of HEMP-induced stress at
the dgfined interface points and then comparing these stresses with the known (or estimated)
susceptibility ,of<the components. This comparison of the stress/response charactefistics
permi{s an estimation of the system behaviour.

A.4.4 Hardness surveillance monitoring

Once a system is determined as hardened against HEMP, periodic measurements of the
system can be made to ensure that the state of hardness remains intact. Frequently, such
measurements consist of CW transfer functions from an observation point outside the system
to one inside. Changes in this transfer function over a period of time indicate a degradation in
the hardness of the system or a reduction of the safety margin.

A4.5 System design

Another use of test data is in the area of new system design. Experience in system testing
can lead to an understanding of how better to harden equipment and how to design, from the
ground up, a HEMP hardened system. In addition, component testing (or laboratory "bench"
testing) can provide information about component and subsystem responses to HEMP
transients that can ultimately be useful for system-level testing and assessments.
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Testing uncertainties

In each of the testing concepts described above, there are uncertainties which add errors to
the final test results. Generally, these errors are difficult to know quantitatively, but a list of
the uncertainties will at least help the test personnel to be aware of potential difficulties with
the testing. Significant uncertainties can result from the following:

a) A lack of knowledge of the incident HEMP environment, as described by its angle of
incidence and polarization relative to the earth.

b) The variability of the HEMP waveform as a function of the system location on the earth,
and the inability to simulate this waveform precisely because of

top much from a single limited test. Only a finite number of excitations can be cons

in

su
tes
sy
co

Sy

non-ideal spatial variations of the simulated HEMP field;

an imprecise knowledge of the electrical properties of the ground;

errors in the calculations for extrapolating a low-level response to HEMPlevels;
measurement errors;

lack of precise information of the failure levels of components;

unknown degradation of the system hardness over time.

final source of uncertainty in the test process is often introduced by the desire to

know
dered

a test, and consequently, any statistical inference cabout the probability of s
rvival against HEMP will be incomplete. Furthermaore{)even if one system is thor
ted and characterized, it is difficult to extrapolate the results to an ensemble of

hsequently, the details of the HEMP responses can vary considerably from sys
stem. This is why the use of a safety margifnin hardening is useful.

ystem

ughly
imilar

stems. Each system can be (and usually is) glectrically distinct from the others, and

m to
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Annex B
(informative)

Characterization of shielded cables

B.1 Fundamentals of cable shielding

In its simplest configuration, a shielded transmission line system consists of a cable with the
shield connected to each of the enclosures. The enclosures and the cable are usually located
over a conducting ground plane with the cable at a height 4. As shown in Figure B.1, the two
enclogures are connected to the ground plane by external impedances Z(¢) so that either a
groung@led or open-circuit configuration can be considered.

Incident E-field

~,
e

A&k
Enclosure 1 \ Enclosure 2
I5 (X) and Qg (X)
'4 S s I—' Internal load
(i) | — i

P Z(I responses
1 l 4 BEONC
I::] | Internal conductor A |+ 1 [:I{__ - Ipand Vs
(e’l;]] o) [ [j (&)
Z, Ground plane .-'".. Z,
7 = - \(! — X
0 Cable shield L

(Inner radius a)
(Outer radius b)

IEC

Figure B.1 — Geometry of a shielded coaxial line with an internal circuit

For al shielded cable illuminated- by an electromagnetic field, the external electric and
magneétic fields can penetratecthrough imperfections in the cable sheath and give nise to
disturbing currents and voltages on the internal conductors. Annex B does not |[cover
additipnal field penetration.that may occur through the enclosures at either end of the line.

The coupling throughthe cable shield between the external electromagnetic field and the
inner gonductors eceurs through three basic phenomena:

— diffusion of the E- and H-fields through the sheath material;
— pehnetration of the fields through the small apertures of the braided shields;

— a moré complicated induction phenomenon due to the overlapping of the individual sfrands
(or carriers) of the shield.

The last two phenomena occur only for braided shields.

The behaviour of the induced response on the inner conductors of a shielded cable can be
described in terms of a transfer impedance Z; and a transfer admittance Y, of the shield. To
understand the transfer impedance and admittance concepts, a time-varying external EM field
which induces both a cable sheath current /; and a sheath-to-ground voltage Vg (or
equivalently, a sheath charge density) is considered. Portions of the external electric and
magnetic fields are able to penetrate through the shield, and these induce internal voltage
and current responses, V; and J;, respectively. These quantities and their assumed polarities
are shown in Figure B.1. For this conductor system, a return current Iq flows in the ground;
this current is the sum of /5 and /;.
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Figure B.2 — Coaxial cable located over a conducting ground plane

The cprrent flow in the cable sheath creates an axialelectric field inside the sheath. Due to
the skin effect, the current distribution and the associated electric field distribution jn the
sheatly cross-section are not uniform. If /g is the total current flowing in the sheath, the electric
field A; on the inner surface of the shield is preduced by an attenuated current density, with
the rgduction being determined approximatély by 6, the skin depth in the shield mdterial,
given py

5:,/1/17;7”0'#; m (B.1)

where
o is the conductivity of the sheath material;
f is fhe frequency of the induced current;

u is the permeability of the sheath material.

This a@xial electric field component on the inner surface of the sheath creates a vpltage
between thexinternal conductors and the sheath, and, depending on the termipation
impedances) of the inner signal conductor, a current may flow. The protection capability |of the
cable |shield is determined by the amount of reduction of the electric field component due to
the skin depth attenuation. This reduclion capability is determined more precisely in
Clause B.2 through the concept of a transfer impedance, which is defined as the ratio
between the inner electric field £; and the total shield current /g in the frequency domain.

The electrical dual of the transfer impedance is the transfer admittance, which describes the
process by which a portion of the induced charge on the cable sheath finds its way onto the
internal wire inside the shield. This induction of charge on the inner conductor amounts to an
injected current on the internal cable. This effect can be related to the external shield-to-
ground voltage V¢ by a transfer admittance.

B.2 Definitions of transfer impedance and transfer admittance

The cable sheath with its external return (generally a ground plane) and the internal conductor
form two coupled circuits, as shown in Figure B.2. Figure B.3 shows two per-unit-length
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circuits formed by the sheath and its ground return, and the sheath and the internal
conductor. In this development it is assumed that the external circuit is independent of the
behaviour of the internal circuit, and that the internal circuit has both a voltage- and current-
controlled source providing the excitation from the external circuit. This circuit configuration

results from the assumption that the cable performs as a good shield.

Figu
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re B.3 — Two per-unit-length circuits\formed by the sheath and its ground ret

and the sheath and the internal conductor

urn,

ese two coupled lines, the current and voltage I and ¥V, of the outer shield and the
t and voltage 7, and V; of the”inner conductor are described by the following

ntial equations:

al circuit

dv,

X

+Zglg = Veg VIM

dl ' !
S +YVs =Isg AIM

d1L

set of

(B.2)

Internal circuit

In these expressions, the external

7

+Zi[i = Vsi V/m
X

D Y% = 1 Am
dx

(B.4)

(B.5)

transmission line is described by the per-unit-length

impedance and admittance parameters Z'sand YS', which for a lossless line are related to the

external per unit length line inductance and capacitance quantities by

Z; = ja)L'Sand

Ys' = ja)C'S . Similarly, for a lossless cable the internal line parameters Zi' and Yi'are related

to the internal per unit length line inductance and capacitance by Zi' = ja)L'i and Yi' = ja)Ci'.
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The primary excitation sources in this problem are the distributed voltage and current sources
VS'S and I'SS on the external circuit. The excitation sources for the internal circuit are the

voltage and current sources shown in Figure B.1 and are denoted by Vs'iand 1;i respectively.
These internal sources are related to the external line responses by

Vg = Zlg VIm (B.6)
I = Y,V AIm (B.7)
where
Zianc Yt' are the transfer impedance per unit length and transfer admittante p¢r unit

length of the shield.

Thesg quantities may be formally defined from Equations (B.4) and (B.5).by setting /; anfd 7; to
zero, as

LI IO (B.8)
Iy dx [=0

C- 1] Ngim (B.9)
Vs dx %0

In thg definition of the transfer impedance in Equation (B.8), the resulting parameler Zt'

depends only on the electrical and physical composition of the shielded cable. This is not true
for th¢ transfer admittance in Equatien (B.9), however, because the external shield vqltage,
Vs, depends on the geometry -of the external conductor. More specifically, the transfer
impedance depends on the external capacitance of the cable shield to the reference dround
plane

An alternative to evaltiating the internal current excitation source as in Equation (B.7) is to
consider the pertingnt-external response to be the external charge density on the cable ghield,
q's, instead of thevexternal shield-to-ground voltage. In this manner, the internal qurrent
source¢ can be-wfitten as

Isi = —joCiSsqe B.10)

where
C' is the per-unit-length capacitance of the internal line;

S, is a shield leakage factor (measured in m/F) which depends only on the shield

characteristics.

S

Typically, the shield leakage factor Sg is the more desirable indicator of cable shield
behaviour, as it is independent of the external line geometry. However, measurement

techniques frequently provide a direct knowledge of Yt' instead of Sg. Once Yt' is known for a
particular test set-up, the actual cable shield parameter can be determined by the expression
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y
Ss :L,—E (B.11)
JjoC; Ce

B.3 Relative significance of Z', and Y",

The definitions of the transfer impedance and admittance of the cable shield in Equations
(B.8) and (B.9) as described above are valid for both solid tubular and braided cables. For a
solid tubular shield, the electrostatic shielding is much greater than the magnetostatic
shielding, and, as a result, the transfer impedance term dominates at low frequencies. This
fact s led some investigators to neglect the transfer admittance term in FMC coupling

problgms.

For bfaided cables, the coupling mechanisms giving rise to the transfer impedancg and
admitfance are enhanced, due to the E- and H-field penetration through the shield apeftures.
Again| at low frequencies, the electrostatic shielding of the braid is much’ better than the

magnetic field shielding, and Yt' is usually small compared with Zt'. However, gs the

frequgncy increases, both the E- and H-fields are able to penetrate through the| braid
apertyres. In this case, the induced effects on the inner conductor frem both field compgnents
can bg¢ of the same order of magnitude. For shields that are not_ well designed to exclugle the
E-fielq, neglecting the transfer admittance may lead to roughly factors of 2 error |n the
estimated internal responses.
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Annex C
(informative)

Equipment for HEMP pulse measurements

General

the years, specialized equipment has evolved for performing fast tra

measurements on systems. This equipment falls into three broad categories:

2) d
3) ftre

1) sjnsors designed to measure a transient response;

nsient

ta links to transmit the measured information from the test point to an analysis.sta

nsient recording device capable of storing the measured data.

ion;

For dach of these components, considerable effort has gone into itheir desigg and

perfor|

— Su

— mi

mance optimization. Considerations have included the following:

fficient bandwidth to accurately measure the fast HEMP-induced transients;

himal phase distortion to maintain the integrity of measured-pulse shapes;

bment

— mipimal end-to-end loss in the measurement chain to providesa high signal-to-noise fatio;
— standard calibration of the measurement probes and sensors.

Annexq C provides basic information on the key elements of a HEMP pulse measur
system.

C.2 | Sensors for HEMP measurements

c.21

B- and H-field sensors

Sensdrs for measuring the transient:magnetic field are essentially small loops which may be

config
on thq

ured in such a way as to minimize any additional response that the E-field may ihduce
sensor. All of these senhsors create a voltage across the loops that is proportignal to

the time rate of change of the‘magnetic flux passing through the loops. Thus, they arg often

referr

Figur

two (dn the top ofsthe figure) are configured to work in conjunction with a reference con

as a

the cqnductor.~The others are for operation away from a reference conductor, and thu
measlire the'free-field" response of the H-field.

d to as B-dot sensors, as they actually respond to the derivative of the B-field.

C.1 illustrates~several common configurations for such measurement loops. Th

round pJane. Hence they can provide an indication of induced surface current flow

e first
Huctor
ng on
5 they
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Figure C.1 — Magnetic field sensors [23]

types of coil configurationsvare also found in H-field HEMP sensors. Figu
tes a cylindrical coil sensor having a single slot across which the induced volt
red with two shielded(coaxial cables, providing a balanced output. Figure C.3

nd four-gap configurations for the cylindrical coil.

re C.2
hge is
shows

IEC

Figure C.2 — Single-slot, cylindrical coil sensor [23]
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IEC

Figure C.3 — Two- and four-slot cylindricalcoil sensors [23]

The bsic limiting factor of these types of sensors ig their size, since the sensor sholild be
electrically small in order for it to function properly;in HEMP tests. Large (~0,5 m diamneter)
sensofs are available for measuring the B-fields*in a range of 10 kHz to 30 MHz. Smaller
sensofs (approximately 10 cm diameter) are~available for higher frequency measurements,
typically with an effective bandwidth of 9 kHzto 150 MHz.

C.2.2 D- and E-field sensors

The bfasic configuration for an E-field sensor is shown in Figure C.4. The two plates,|when
immeilsed in a time-varying E-field, produce a short-circuit current that is proportional [to the
time rpte of change of the field. This signal is often integrated (either passively as shon, or
by an|active integrator) toyprovide an indication of the actual E-field.

er IEC

Figure C.4 — Electrical configuration of an E-field sensor [23]

E-field measurements made in free space usually use an antenna (or sensor) similar to that
illustrated in Figure C.5. This sensor responds to the E-field component that is parallel to the
long dimension of the antenna. This antenna can be relatively large (about 1,4 m in overall
length) and this size limits the practical upper frequency response of the antenna to about
30 MHz, if frequency dependent calibration curves are not provided. However, in the event
that the antenna manufacturer provides such a calibration factor relating the measured
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voltage at its terminals to the incident E-field at a specified frequency, this type of antenna
can be used at frequencies up to about 200 MHz.

IEC

Figure C.5 — Biconical E-field sensor

Other|types of smaller E-field sensors are possible. Figure C.6 illustrates a spherical dipole
sensof which is used to measure the E-field on a conducting surface. Larger|sénsors of this
type Have a maximum frequency of about 45 MHz with a rise-time measurement capabjlity of
about|7,4 ns. Smaller units of this type have a maximum frequency off\150 MHz and ja rise
time of 2,3 ns.
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Conductive plate = dl 50 Q

coaxial
7 Four 200 Q striplines

Conductive hemispherical cap ——__]

2
[ﬂa
\\

50 Q coaxial
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Figure C.6 — E-field sensor mounted on a conducting ground plane [23]

Other| types of _sk:field sensors have rather odd cross-sectional shapes, as shown in
Figurg C.7. Thisds the asymptotic conical dipole (ACD) sensor which is designed to proyide a
known response by simply measuring some geometrical factor. This is known as "califjration
by theg ruler';and is only possible for a limited number of antenna shapes.

IR NI s TR T

IEC

Figure C.7 — Equipotential shapes for an optimally designed E-field sensor [23]


https://iecnorm.com/api/?name=b35b4b33833e8c137394d341468bf123

- 76— IEC 61000-4-23:2016 © IEC 2016

Cc.2.3 Current sensors

Current sensors (or probes) are essentially small transformers which are clamped over a
cable carrying a current and provide a voltage which is proportional to the current flowing
through the cable. The operation of these devices is similar to that of a Rogowski coil, as
pictured in Figure C.8.

IEC
Figure C.8 — Rogowski coil used for current measurements [23]

Usually, these coils are made of a single-turn loop of high permittivity material to increage the
measlirement sensitivity. Figure C.9 illustrates this configuration, in which a voltdge is
induced across the slot in the high permeability toroid by thé)current in a wire passing thHrough
the hqgle in the sensor.

Typical realizations of these devices are the probes:which use multiple voltage pick-up points
as shpwn in Figure C.10. Large versions of these probes have a bandwidth of 100 KHz to
100 MHz. The smaller versions of these probes are of the "clip-on" type and can operate
typically from 200 kHz to 300 MHz.

Slot

IEC
Figure'C.9 — Toroidal current sensor made of magnetic material [23]

200 Q stripline

/”/7\\

100 Q cables J
\
50 Q
IEC IEC IEC
a) — Unbalanced at b) — Unbalanced at c) — Balanced
two points four points pick-up

Figure C.10 — Voltage pick-up points on the edges of the toroidal sensor [23]
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C.3

C.31

Signal transmission

General

Measured responses from the sensors should be relayed from the sensor to the measurement
equipment. The preferred technique for doing this is to employ fibre optic links, because they
have a minimal influence on the EM environment surrounding the test equipment.

C.3.2 Fibre optic links
Many different methods are used to transmit information in HEMP tests, for example wires,
coaxigleables—wavegutdes—andradio—Forthe-highestqualitysigral-transmissien—hardywired
electrical connections from the sensors to the transient digitizers should be used. However,
such Wwires can also pick up part of the HEMP signal and corrupt the responses ¢of the
sensofs. Furthermore, the presence of long electrical cables inside a facility can-distqrt the
normgl EM fields and may even introduce an inadvertent EM coupling path.
WeigHht is one of the main disadvantages of coaxial cables: the RG14 and"RG19 cables [weigh
350 k(};/km and 1 100 kg/km respectively: a typical single-fibre cable~weighs only 12 kg/km.
This difference may become much more drastic in multichannel cables. Noise immunity is also
a prolflem in coaxial cables. They are sensitive to the electric and“'magnetic fields gen¢rated
by machinery, lightning or EMP. Ground loops and oscillations’ are also severe pojential
problgms in coaxial cable systems.
As a fesult of these difficulties, the use of fibre opticdinks is often recommended for HEMP
testing. The use of such links eliminates filtering and.grounding problems, and minimizgs to a
few miillimetres the aperture sizes for pass-through:connectors in the shielding structufe. An
additipnal benefit is that the fibres are practically.free from crosstalk: even if light is rafliated
by ong fibre, it cannot be recaptured by other fibres.
Figurg C.11 illustrates a single-channel fibre optic transmission system. Typically, thefe are
actually two fibre channels: one for transmitting the signal, and another for controlling the
settings of a signal attenuator located)in the transmitter unit near the sensors.
Attenuator LED Main optical fibre Photediode -
s «‘:} T = /1 = SF {;3 o
Inpt Measuring Measuring Output
amplifier amplifier
B ' Sensitiv|ty

<:] ¥ o= "lll — ¥ <‘j — remote

PIN Auxiliary optical fibre LED o control

photodiode Amplifier

ﬁpfnolnr‘frnnih transmitter ﬁpfnolnr‘frnnih receier

IEC

Figure C.11 — Example of a single-channel fibre optic transmission system [23]

Figure C.12 compares the attenuation and bandwidth characteristics of two RG type cables
with those of typical fibres. The skin effect in a coaxial cable causes the attenuation to rise
with the square root of the frequency, typically starting below 1 MHz. As a result, for very long
coaxial lines, serious dispersion effects arise which should be corrected with filters.
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Fibre optic transducers

Hucers should be located at each end of the‘fibre optic cable to convert the ele
5 to modulated light beams, and to then convert the light back to electrical signals
can take many forms, but the more madern units consist of a microprocessor con
ternal bus system which can house,power and control different modules. This p

stem to be tailored for specific applications.

cal plug-in system consists of 'a’base module fitting into the main unit, a fibre optic
nals, a fibre optic cable for control if necessary, one or two battery-powered,
shielded (more than 200,VV/m CW and 100 kV/m pulsed electromagnetic fields) mq
ne or two battery «chargers. Each plug-in can be individually managed b

dedicated contrél Joptic link. These modules are powered by batteries which p

sition,

than 8 h continubus operation. The maximum optic link length for standard mog

e range of fibre optic plug-ins is available, providing a large selection of working T
telemetry, stimulation, EM field monitoring, audio and video transmisg
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ncyranges (from d.c. up to 1 GHz) and variable gain attenuation.

Signal detection and processing

The detected signal from the fibre optic transducer is digitized, processed and then archived.
A number of different transient digitizers are currently available on the market. The one
selected should be capable of measuring the leading edge of the fastest HEMP waveform that
is to be measured. Typical rise-time requirements will be of the order of 1 ns. Furthermore,
the digitizer should have an adequate dynamic range (number of bits in the representation of
the digitized data) so as to avoid the digitization errors in the responses. Finally, the digitizer
should have sufficient memory to be capable of measuring the complete transient response,
from start to finish, without the requirement of having multiple digitizers sampling different

portions of the same waveform.
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The present-day capabilities of personal computers make it unnecessary to use the older,
larger and slower computers that have traditionally been used for data acquisition and
analysis purposes, both for pulse and CW testing. Similarly, the initial data processing
(plotting and correcting) of the raw data and the subsequent extrapolation analysis can be
performed on a PC using standard signal processing programs.
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Annex D
(informative)

Equipment for CW testing

D.1 General

Annex D discusses the equipment and calibration techniques needed for conducting
test. Some of the equipment, such as the field sensors and the fibre optic links, is the

a CW
same

as that used for transient tests. However, other items such as the CW network analyser and

the rafliating antennas are different.

D.2 | Antenna system

Severpl different types of radiating antennas are possible, depending*on the d
polarizations and the frequency range of operation. For frequencies between about 1 M
100 MHz, the antenna shown in Figure D.1a) radiates an E-field in the)direction broads
the arjtenna that is mainly horizontally polarized. At lower frequencies, the radiation effi
drops|and at the high-frequency end, the radiation field contains side lobes due to the
electrical size of the antenna.

The dntenna is connected to the earth at both ends, through a resistance of the or
400 Q) to 500 Q. This electrical connection serves to. enhance the low-frequency rag
charagteristics of the antenna. The antenna is fed. at its apex by a power amplifier wh

bsired
Hz to
ide to
Ciency
large

Her of
iation
ich is

connected via a coaxial cable. This unbalanced\lne should be matched to the balpnced

antenpa input at the top of the dielectric support tower by a balancing transformer, refen
as a halun. Care should be exercised to ensure that during the testing the power level
amplifier does not exceed the rated operational power level of the balun.

red to
of the

If a vgrtical incident E-field is desired, a vertical antenna can be employed. This is illugtrated

in Figlire D.1b). A vertical conductonis fed by a voltage source between the antenna bag
the grpund, producing a vertically,'polarized E-field. At low frequencies (i.e. frequencies
that 4[> antenna length), the radiation from this type of antenna is very poor.

Figurg D.1c) illustrates~another type of radiating antenna, known as the P x M anter
appears as a simple rend-fed transmission line, having a load at the end equal

e and
such

na. It
o the

charag¢teristic impedanice of the line. This line has the beneficial property of radiating an EM

field having a characteristic impedance of exactly 377 Q — even at very low frequencies
radiatjon occurs*in the "backward" direction, that is to say, to the right of the sou

. This
rce in
br. As

Figurg D.1c)=This antenna is effective in this manner only for low frequencies, howev
the frequency begins to increase so that 1 > the line length, the beam of the radiation

egins

to moyé\teo the forward direction and the antenna becomes the well-known Beverage antgnna.

For both horizontal and vertical antennas, it is important to add resistive loading along the
wires. This resistance serves to damp out the natural antenna resonances, thereby creating a

smoother radiated field spectrum. In addition, by properly choosing the level of impe

dance

loading on the antenna, the E/H ratio of the fields near the antenna can be made more like

that of a plane wave in free space, namely 377 Q.
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Figure D.1 — Various antennas for CW testing

As thepfesence of the antenna feed cable can perturb the radiated fields, care shodild be
used tn—mﬁmmmm—mﬁmaweﬁomwmﬂhe—mﬁevhvurd run

directly down the support mast and then out from the antenna in a perpendicular direction to
the antenna broadside. Periodically placed ferrite beads on the exterior of the coaxial cable
can help to eliminate unwanted coupling effects to this cable.

CW antennas are used to provide an incident CW field on the system under test that
approximates a plane wave. As shown in Figure D.2, the angle of incidence of the simulated
HEMP field, denoted by the angle y, is defined by the angle from the top (apex) of the
antenna down to the facility under test. Thus, the location of the antenna relates to the angle
of incidence of the HEMP being simulated.

For the simulated EM field to appear as a plane wave, the antenna should be located as far
from the facility as possible. Specifically, the distance d in Figure D.2 should be larger than
the typical dimensions of the facility under test. In addition, the distance 4 should be larger
than the dimensions of the antenna. Often these requirements cannot be met, due to the large
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size of the facility. It should be noted that this difficulty concerning antenna placement also
occurs in pulse testing.

If the facility being tested is very large and the antenna cannot be located so that d is larger
than the facility dimension, the CW test can be conducted using the PARTES concept
discussed in annex A. This involves determining the principal points of entry (PoEs) of the
facility and locating the antenna so that this part of the facility is suitably illuminated by the
simulated plane-wave excitation from the antenna.

To HEMP

burst location  jinc Incident plane

wave field

Einc

CW antenna

IEC

Higure D.2 — Relationship between the CW antenna and the incident HEMP field

In addition to the proper placement of the antenna, there is a need to locate the antenna
power amplifier, the motor-generator unit and the measurement equipment (ngtwork
analyser). As discussed_garlier, the location of this equipment should be chosen in quch a
way that the EM fields'produced by the antenna do not severely interact with the equipment
and ciause perturbations in the measured results. This implies that all conducting ¢ables
should be run closely to the ground and in such a direction that they are orthogonal to the E-
fields |produced{by the antenna. If possible, the measurement equipment should be Iqcated
away from the facility or in a separate shielded enclosure to minimize the effects of dirgct EM
interagtion-with the antenna fields.

D.3 Power amplifier

The power amplifier takes a low-level CW signal from the network analyser as an input,
amplifies it to a power level of the order of 50 W to 100 W, and then feeds the signal to the
CW antenna through a 50 Q coaxial cable. A typical amplifier operates from a low frequency
of 10 kHz to a high frequency of 250 MHz. The frequency of the signal provided to the
amplifier is swept over a range of frequencies by the network analyser. The amplifier should
not be overdriven at its input by the analyser, and the output power should not overdrive the
antenna balun, which would result in possible damage to the balun coils.

The power amplifier is located near the base of the antenna so that the feed cable from the
amplifier to the antenna balun is as short as possible.
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D.4 Receiver (network analyser)

The receiver for this system is typically a network analyser. For this application, the network
analyser is swept from approximately 10 kHz to 200 MHz in a mode that is controlled by the
computer connected to the analyser through the IEEE bus. The network analyser provides a

low-level, 50 Q sinusoidal output as it sweeps through the designated frequencies,
serves to control the aforementioned power amplifier.

which

Two input channels to the network analyser are used: one is the reference channel from the
reference sensor located on the exterior of the facility and the other is the measurement
channel which is connected to a suitable measurement sensor or probe, normally located

inside[the Tacility. AS noted In Figure 22 In 5.2.3.2Z, These sensor connections should be
with flbre optic transducers, so as to eliminate electrical coupling with the measur
equipment.

made
ement

The network analyser provides a transfer function for the measurement I(w), which is a

complex valued quantity defined at each angular frequency o by a magnittide and a
The phase quantity provides information of the relative times of arrival of\the responses
sensofs and shall be retained for high-quality CW measurements. Frequently, when C
result$ are presented, only the magnitude of the response is plotted and discussed
phaselis equally important, but it is often omitted in discussion.

D.5 | Reference and response sensors

Many [of the same sensors used for transient HEMP testing can be used for CW tg
Annexq C provides information about these sensors. An important aspect of the CV
configluration is the proper location of the reference sensor. The purpose of hay
reference sensor measurement is to provide~a’way of relating the measured results
facility using the CW antenna to the responsé-that would be obtained if the excitation w
incidept plane wave. Thus, it is necessary to understand how the reference sensor is ex

As shown in Figure D.3, the response measured by the reference sensor consists

incidept wave contribution plus a“contribution reflected from the ground. This resulting fL?Id is

the total excitation field at thelsensor. If the reference sensor is located far from th
antennpa, it can be seen that the direct and ground-reflected rays from the antenna ape
from the driving source_0on the antenna) will have about the same path length as w
contributions for the edujvalent incident HEMP plane wave. In this case, the response
sensof will be easily related to the response of a plane-wave excitation. However,

hase.
at the
IV test
. The

sting.
V test
ing a
in the
bre an
ited.

of an

Cw
X (i.e.
ill the
of the
if the

sensof is too close\to the antenna, the sensor response for the CW case will be different from

that of the plane-wave excitation. A general rule of thumb is that the reference sensor s
be loclated at @ distance equal to several antenna lengths away from the antenna.

hould
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to other conducting structures which can contaminate the local EM fields. This implies th
referepce sensor should not be located too closé to the facility under test.

Figurs

sensof spectrum taken in an actual CW>test. This response was taken using equally s
sampIF points and exhibits a very rapid fall-off of the response at high frequencies due

senso|
reflec
the gr
off of

Figurs

inversie Fourier transform of the spectrum. This transient response clearly illustrates the
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Figure D.3 — Incident and ground-reflected field contributions
to the reference sensor extcitations

is another important rule in locating the reference sensor: it should not be located

D.4a) serves as an example of ;#his, by illustrating the measured H-field refg

limitations. The resonances in the response are due to antenna resonance
ions from nearby objects.«Fhe first null in this total field response due to the reflec
pundplane occurs at about 200 MHz, and this also accounts for the high-frequeng
he spectrum.

nse of the(sensor, arriving with a time delay determined by the antenna and refg

at thesensor. These have been reflected from a nearby building and shol
ated if possible by moving the sensor further away from the building.

2016
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D.4b) illustrates the delta-function response of this spectrum, obtained by takipg the

initial
rence

I geometry and the details of the fibre optic cables. Later in time, smaller impulses

Id be
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