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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ANALYSIS TECHNIQUES FOR SYSTEM RELIABILITY -
PROCEDURE FOR FAILURE MODE
AND EFFECTS ANALYSIS (FMEA)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization

comprising

all national electrotechnical committees (IEC National Committees). The object /6f ¥C is to promote

this engl and in addition to other activities, IEC publishes International Standar: ical
Technigal Reports, Publicly Available Specifications (PAS) and Guides (
Publication(s)”). Their preparation is entrusted to technical committees; any K

in the |subject dealt with may participate in this preparatory work. {
governmental organizations liaising with the IEC also participate in this prepagation;
with the International Organization for Standardization (ISO) in accordance Wwith

agreemfent between the two organizations.

internafional co-operation on all questions concerning standardization in the electricall and elegtroni
:
red

2) The formal decisions or agreements of IEC on technical matters ex € posgible, an i
consengus of opinion on the relevant subjects since each ica i épresentati
interested IEC National Committees.

3) IEC Puplications have the form of recommendations fo y Mig
Commiftees in that sense. While all reasonable efforts are rwads hat the technical con
Publicafions is accurate, IEC cannot be i
misintefpretation by any end user.

4) In ordef to promote international uniformity i ¢ i undertake to apply IEC H
transpafently to the maximum extent posgible |n th' i and regional publications. Any
betweep any IEC Publication and the corre ional er regional publication shall be clearly
the latter.

5) IEC prevides no marking proced indjcate(i xoyal and cannot be rendered responsil
equipmpnt declared to bp.i i C

7) No liabllity shall/attash Bmp
membefs of its te atfonal Committees for any personal injury, property

other damage of an g ether direct or indirect, or for costs (including lega
expenses arising t 1 i ge of, or reliance upon, this IEC Publication or any
Publications.

8) Attentidn i 3 e references cited in this publication. Use of the referenced pul
indispe K ation of this publication.

Internatiq IEC 60812 has been prepared by IEC technical comm
Dependar)ility.

c fields. To
cifications,
b as “IEC
iaterested

nd non-
tes closely
ermined by

ternational
bn from all

C National
ent of IEC
or for any

ublications
divergence
ndicated in

le for any
xperts and
damage or

fees) and
other IEC

lications is

subject of

ittee 56:

This second edition cancels and replaces the first edition published in 1985 and constitutes a

technical revision.

The main changes from the previous edition are as follows:

introduction of the failure modes effects and criticality concepts;

— inclusion of the methods used widely in the automotive industry;

— added references and relationships to other failure modes analysis methods;
— added examples;

— provided guidance of advantages and disadvantages of different FMEA methods.
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The text of this standard is based on the following documents:

FDIS Report on voting

56/1072/FDIS 56/1091/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remaim~unchanged until
the mainfenance result date indicated on the IEC web site under "http:{//webstqre.jec.ch” in
the data felated to the specific publication. At this date, the publicatiorKwi

* reconfirmed;
* withdrawn;
+ replagced by a revised edition, or

@@
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ANALYSIS TECHNIQUES FOR SYSTEM RELIABILITY -
PROCEDURE FOR FAILURE MODE
AND EFFECTS ANALYSIS (FMEA)

1 Scope

This International Standard describes Failure Mode and Effects Analysis (FMEA) and Failure
Mode, Effects and Criticality Analysis (FMECA), and gives guidance as to how they may be
applied to_achieve various objectives by VAN

— providing the procedural steps necessary to perform an analysis;
- identifying appropriate terms, assumptions, criticality measures,\faily
— defining basic principles;

— providing examples of the necessary worksheets or othg

All the geéneral qualitative considerations presented fo
latter is gn extension of the other.

2 Normative references

The following referenced documents ar
For dated references, only the edition
of the referenced document\includi

IEC 603(
techniqud

IEC 6104

IEC 6107

3 Terg

For the p

3.1
item

any part, component, device, subsystem, functional unit, equipment or system that can be

individually considered

NOTE 1

An item may consist of hardware, software or both, and may also in particular cases include people.

NOTE 2 A number of items, e.g. a population of items or a sample, may itself be considered as an item.

[IEV 191-01-01]

MECA, since the

pcument.
st edition
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A process can also be defined as an item which carries out a predetermined function and for
which a process FMEA or FMECA is carried out. Normally, a hardware FMEA does not
address people and their interactions with hardware/software, while a process FMEA normally
includes actions of people.

3.2
failure
termination of the ability of an item to perform a required function

[IEV 191-04-01]

3.3

fault
state of an item characterized by the inability to perform a required
inability during preventive maintenance or other planned actions, o
resources

ding the
external

NOTE 1 A fault is often the result of a failure of the item itself, but may exis

[IEV 191{05-01]

NOTE 2 Ip this document “fault” is used interchangeably with the te

3.4
failure effect
consequeénce of a failure mode in ter the

3.5
failure njode
manner ih which an item fails

3.6
failure criticality

combinafion of thexse
of a failure as aur

3.7
system
set of int

attributes

NOTE 1 |
a) defined
b) stated c

c) a defined boundary.

NOTE 2 Thestrocture of @ SystenT s tierarcicat:

[ISO 9000:2000]

3.8

failure severity

significance or grading of the failure mode’s effect on item operation, on the item surrounding,
or on the item operator; failure mode effect severity as related to the defined boundaries of
the analysed system
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4 Overview

4.1 Introduction

Failure Modes and Effect Analysis (FMEA) is a systematic procedure for the analysis of a
system to identify the potential failure modes, their causes and effects on system performance
(performance of the immediate assembly and the entire system or a process). Here, the term
system is used as a representation of hardware, software (with their interaction) or a process.
The analysis is successfully performed preferably early in the development cycle so that
removal or mitigation of the failure mode is most cost effective. This analysis can be initiated
as soon as the system is defined enough to be presented as a functional block diagram where
performance of its elements can be defined.

FMEA tirhing is essential; if done early enough in the development i rporating
the design changes to overcome deficiencies identified by the FME §>ctive. It
is therefpre important that the FMEA task and its deliverab iNCx dlinto the
development plan and schedule. Thus, FMEA is an iteratve P es place
coincidentally with design process.

FMEA is|applicable at various levels of system decomposition 3 of block
diagram down to the functions of discrete componefts e FMEA is
also an iferative process that is updated as the d g i Il require

that releyant parts of the FMEA be revig

A thorough FMEA is a result of a tea
assess the magnitude and consequences of

product design that might lead to failures("Advantage
thought process, and ensyr z e.

als qualified to recognize and
pes of potential inadequaciges in the

FMEA is|considered tg ke a identify the severity of potential failure modg¢s and to
provide 3n input tQ mitigati S educe risk. In some applications however, FMEA
also includes ﬁ pati probability of occurrence of the failure modes. This
enhances the an i asure of the failure mode’s likelihood.

Applicati ! S ed by/a hierarchical decomposition of the system (hardware
with softyare ) o itS"more basic elements. It is useful to employ simfple block
diagramg to ’ i mposition (IEC 61078). The analysis then starts with lowest
level elejrie & effect at a lower level may then become a failure cause of a
failure 8 e next higher level. The analysis proceeds in a bottom-up fashion
until the system is identified. Figure 1 illustrates this relationship.

FMECA [Failure Modes, Effects and Criticality Analysis) is an extension to the FMEA to
include a means of ranking the severity of the failure modes to allow prioritization of
countermeasures. This is done by combining the severity measure and frequency of occur-
rence to produce a metric called criticality.

The principles of an FMEA may be applied outside of engineering design. FMEA procedure
can be applied to a manufacturing or any other work process such as in hospitals, medical
laboratories, school systems, or others. When FMEA is applied to a manufacturing process,
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this procedure is known in industry as the Process FMEA, or PFMEA. For an FMEA to be
effective, adequate resources for a team work have to be committed. A thorough
understanding of the system under analysis may not be essential for a preliminary FMEA.
With development of design, a detailed failure mode analysis requires thorough knowledge of
the design performance and its specifications. Complex engineering designs usually require
the involvement of multiple areas of design expertise (e.g. mechanical engineering, electrical
engineering, systems engineering, software engineering, maintenance support, etc).

FMEA generally deals with individual failure modes and the effect of these failure modes on
the system. Each failure mode is treated as independent. The procedure is therefore
unsuitable for consideration of dependent failures or failures resulting from a sequence of
events. To analyse these situations other methods and techniques, such as Markov analysis
(see IEC 61165) or fault tree analysis (see IEC 61025), may be required. /~

In determining the impact of a failure, one must consider higher i resultant
failures and possibly the same level of induced failures. The<analysi dicate,
wherevell possible the combination of failure modes or their seguen se of a
higher leyel effect. In that case additional modelling is requireq to esti nitude or
probabilily of occurrence of such an effect.

FMEA is| a flexible tool that can be tailored to mg aCifi t needs.
Specialized worksheets requiring specific entries ations. If
severity levels of failure modes are defined, different
systems pr different system levels.

4.2 Pudrpose and objectives of the a

The reaspns for undertaking Failure le Effects

and Criti¢ality Analysis (FME

a) to idgntify those faj
or sighificantly deg

b) to satfisfy co
rovéyr

c) to allpw imp

preclude

ations or

qualit
d) to all f risk or
noncq
In view ¢ FMEA (or
FMECA)

a) a co ithin the
defingd.boundaries of the system being analysed, and the sequences of events brought
about by each identified item failure mode, from whatever cause, at various levels of the
system’s functional hierarchy;

b) the determination of the criticality or priority for addressing/mitigation (see Clause 6) of
each failure mode with respect to the system’s correct function or performance and the
impact on the process concerned;
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c) a classification of identified failure modes according to relevant characteristics, including
their ease of detection, capability to be diagnosed, testability, compensating and operating
provisions (repair, maintenance, logistics, etc.);

d) identification of system functional failures and estimation of measures of the severity and
probability of failure;

e) development of design improvement plan for mitigation of failure modes;

f) support the development of an effective maintenance plan to mitigate or reduce likelihood
of failure (see IEC 60300-3-11).

NOTE When criticality or probability of occurrence is addressed, the comments regard FMECA methodology.

5 Failgre modes and effects analysis

5.1 General considerations

Traditionplly there have been wide variations in the manner in cted and
presented. The analysis is usually done by identifying th bspective
causes and immediate and final effects. The analytica 4 be presentued on a
worksheet that contains a core of essential i \ H details
developed for that specific system. It shows the wg fail, the
components and their failure modes that would S f and the
cause(s)|of occurrence of each individual failure

The FMHA effort applied to the complex_produs ' ive. Thi t may be
sometimes reduced by having in mind tha i arts may
not be e}tirely new and by identifying tion or a
modification of a previou buld use
informatipn on those exi also point
to the nged for eventu g detailed
FMEA iy cceeding

generatid rely new
analysis.

When us ake sure
that the 1 esses as
the previ iew of the
previousl bquire an

entirely

The FME

a) establishment of the basic ground rules for the FMEA and planning and schelduling to
ensure that the time and expertise is available to do the analysis;

b) executing the FMEA using the appropriate worksheet or other means such as a logic
diagrams or fault trees;

c) summarizing and reporting of the analysis to include any conclusions and
recommendations made;

d) updating the FMEA as the development activity progresses.
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5.2

Preliminary tasks

5.2.1 Planning for the analysis

FMEA activities, follow up activities, procedures, relationship with other reliability activities,
processes for management of corrective actions and for their closure, and milestones, should
be integrated into the overall program plan.

The reliability program plan should describe the FMEA analysis method to be used. This
description may be a summary description or a reference to a source document containing the
method description.

Th | L 1ol o o £fall HP~E 3
IS p a STTUUTU LUTTtant s TUTTUwWwITTy PpUITINO .

The plan
managen
or its m
mitigatiorﬁa
5.2.2
5.2.2.1
4
The folloi
a) differenisyste ements with their characteristics, performances, roles and func
b) logical connections between elements;
c) redundancy level and nature of the redundancies;
d) position and importance of the system within the whole facility (if possible);
e) inputs and outputs of the system;
f) changes in system structure for varying operational modes.

clear|definition of the specific purposes of the analysis and expe

the sicope of the present analysis in terms of how the FMEA
design elements. The scope should reflect the design maf
that may be considered to be a risk because they perform a
immdturity of the technology used;

desciliption of how the present analysis supports thé

identified measures used for control of the
documentation. Revision control of the analysi
methpds should be specified;

partidipation of design experts in th

key project schedule milestones ctearly ma
timely manner,;

manner of closure of
mod¢dgs that need to

>certain

e design
bcause of

relevant
1 archive

ded;

uted in a

bd failure

y project
A product
tions for

fions;

Information pertaining to functions, characteristics and performances are required for all
system levels considered up to the highest level so that FMEA could properly address failure
modes that preclude any of those functions.
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5.2.2.2 Defining system boundary for the analysis

The system boundary forms the physical and functional interface between the system and its
environment, including other systems with which the analysed system interacts. The definition
of the system boundary for the analysis should correspond to the boundary as defined for
design and maintenance. This should apply to a system at any level. Systems and/or
components outside the boundaries should explicitly be defined for exclusion.

The definition of the system boundary is more likely to be influenced by design, intended use,
source of supply, or commercial criteria rather than the optimum requirements of the FMEA.
However, where it is possible to define the boundaries to facilitate the system FMEA and its
integration with other related studies in the programme, such action is‘(gg‘perable. This is
especia” ; so if the eyefnm is funr‘finnnlly r\nmplnv with mnlfipln intercénnestions. between
items within the boundary and multiple outputs crossing the boundary Ar such cagesp it could
be advaptageous to define a study boundary from functional ra vare and
software |point of view to limit the number of input and output links {0 oth y s. This
would tend to reduce the number of system failure effects.

Care shquld be taken to ensure that other systems or co 1S Y daries of
the subject system are not forgotten, by explicitly stating X from the
particulaf study.

5.2.2.3 Levels of analysis

It is impdrtant to determine the indenttice Ie ¢ 3 i analysis.
For exanjple, systems can be broken dov subsystems, replaceaple units,
or indiviqual components (see Figure/1). for selecting the system {ndenture
levels for analysis depend on the results i 3 )e availability of design infprmation.

The following guidelines apé

a) The highest level withi S iskselected from the design concept and [specified
outpyt requirements

b) The Ipwest I ith ich the analysis is effective is that level for which
information is\a 3 astablish definition and description of functions. The [selection
of th |8 sve| Ns”influenced by previous experience. Less| detailed
analysi Stem based on a mature design, with a good feliability,
mainfai 7 Conversely, greater details and a correspondingly lower

syste ated for any newly designed system or a system with [unknown
reliajh

c) The< i i ed maintenance and repair level may be a valuable |guide in
deter
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R bl it -
i :
i Subsystem |
. 2 |
|| Subsystem %/ | | Subsystem _I
. 1 5 |
I Subsystem - :
i 3 System failure cause |
i |

Failure modes

Effect: subs stem 4 failure

//// /////m

Module Module Module

\\\

“/ - / Subsystem 4 fa//ure cause
. Subsystem 4
Vs e Fallure modes _ .
Effect: m%qtl{a\g failure
ﬁ&ﬂ"ﬁﬁf‘xﬁ
Module 3

Part 2 failure cause

N TR ]
I N X@.- ) O 2 K N O A E_a!'/L_’!_g,C_EiL!SQ.S.._.. LI

&
Effect: failure mode 3 occurrence

—_— e — e — —

< Cause Cause Cause
1 2 3

Part 2, Mode 3 failure causes
P Al O O A A

IEC 2640/05

Figure 1 — Relationship between failure modes and failure effects in a system hierarchy
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In the FMEA, the definitions of failure modes, failure causes and failure effects depend on the
level of analysis and system failure criteria. As the analysis progresses, the failure effects
identified at the lower level may become failure modes at the higher level. The failure modes
at the lower level may become the failure causes at the higher level, and so on.

When a system is broken down into its elements, effects of one or more of the failure mode
causes make a failure mode, which in turn is a cause of the higher level effect, a part failure.
Part failure is then the cause of a module failure (effect), which in itself is a cause of a
subsystem failure. The effect of a cause of one system level thus becomes a cause of another
effect at a higher level. The above rationale is shown in Figure 1.

5.2.2.4 Representation of system structure T~

Symbolic representations of the system structure and operation, especi
useful tolaid the analysis.

are very

Simple djagrams should be created, highlighting all the functighs™ess ystem. In
the diagr| { olitputs for

each fun ) s to be |precisely

described. There may be several diagrams to cover diffe XS operation.

As the s h blocks

represen precise

identifica

The diag ents and

the funcf . es to be

tracked through the systenr ) 8y be needed to display the alternative

modes of system operati@n. a q be required for each operatiorjal mode.

As a minjmum, the blog

a) breaKdown of the jorsubsystems including functional relationships;

b) all appropria S 1 _outputs and identification numbers by which each
subsystem is cog S ;

c) all re ative al paths and other engineering features which provide

prote
5.2.2.5

The staty operating conditions of the system should be specified, ds well as
the changes i figuration or the position of the system and its components during the
different ppération ases. The minimum performances demanded of the system ghould be
defined such that success and/or failure criteria can be clearly understood. SucH specific
requirements as availability or safety should be considered in terms of specified minimum
levels of performance to be achieved and maximum levels of damage or harm to be accepted.
It is necessary to have an accurate knowledge of

a) the duration of each function the system may be called upon to perform;
b) the time interval between periodic tests;
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c) the time available for corrective action before serious consequences occur to the system;

d) the entire facility, the environment and/or the personnel, including
interactions with operators;

interfaces and

e) operating procedures during system start-up, shut-down and other operational transitions;

f) control during the operational phases;
g) preventive and/or corrective maintenance;

h) procedures for routine testing, if employed.

It has been stated that one of the uses of FMEA is to assist in the development of the

maintenance strategy. However, if the latter has been pre-determined,

information on

maintenance facilities, equipment and spares should be known for b/a{-h\preventive and

correctivg maintenance.

5.2.2.6 System environment

The envifonmental conditions of the system should be specifi
and those created by other systems in the vicinity. The
respect tp its relationships, dependencies, or interconnections
and human interfaces.

At the dgsign stage these facts are usually not all kno
assumptipns will be needed. As the project progresse
and the FMEA modified to allow for’new i
mations. |Often the FMEA will be helpfukin d

5.2.3 Failure mode determination

Successful operation of a<give WIS
elements. The key to ion acperfori
elementsl. The proced i

effectively enhanced b
following @

)
)
)
)
)

QO

® O O T

onditions
ated with
systems

ions and
gmented
approxi-

h| system
e critical

e’ modes, their causes and effect$ can be
ist of failure modes anticipated in the light of the

An example list of general failure modes is given in Table 1.

Table 1 — Example of a set of general failure modes

1 Failure during operation

2 Failure to operate at a prescribed time

3 Failure to cease operation at a prescribed time
4 Premature operation

NOTE This listing is an example only. Different lists would be required for different types of systems.
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Virtually every type of failure mode can be classified into one or more of these categories.
However, these general failure mode categories are too broad in scope for definitive analysis;
consequently, the list needs to be expanded to make the categories more specific. When used
in conjunction with performance specifications governing the inputs and outputs on the
reliability block diagram, all potential failure modes can be identified and described. It should
be noted that a given failure mode may have several causes.

It is important that evaluation of all items within the system boundaries at the lowest level
commensurately with the objectives of the analysis is undertaken to identify all potential
failure modes. Investigation to determine possible failure causes and also failure effects on
subsystem and system function can then be undertaken.

—To assist

a) for new items, reference can be made to other items with simi i >ructure
and tp the results of tests performed on them under appropria

b) for ngew items, the design intent and detailed functional ¥SiS i al failure
modgs and their causes. This method is preferred to the 0 3 stresses
and the operation itself might be different from ~ e of this
situat||on may be the use of a signal processor d e similar
design;

c) for itgms in use, in-service records

d) potential failure modes can be dedugced \cti i typical of
the operation of the item.

It is impdrtant that item failure modes 3 it ck of data and that initial ¢stimates
are improved by test res Yhe FMEA should record the [status of
such estimates.

The idertification .of {ailur where necessary, the determination of [remedial
design ac¢tions, p e actlons or preventative maintenance actions is
of prime|import if possible, to mitigate the failure
modes effects by dé Qs Uure arl to know their probablllty of occurrence. When it is

difficult t i allty ghalysis may be required.

5.2.4

The moSt i each potential failure mode should be identified and described.
Since a fai have more than one cause, the most likely potential independent

causes for eac mode need to be identified and described.

The idenfification and description of fallure causes Is not always necessary jor all failure
modes identified in the analysis. Identification and description of failure causes, as well as
suggestions for their mitigation should be done on the basis of the failure effects and their
severity. The more severe the effects of failure modes, the more accurately failure causes
should be identified and described. Otherwise, the analyst may dedicate unnecessary effort
on the identification of failure causes of such failure modes that have no or a very minor effect
on system functionality.
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Failure causes may be determined from analysis of field failures or failures in test units. When
the design is new and without precedent, failure causes may be established by eliciting the
opinion of experts.

When the causes of each failure mode are identified the recommended action will be
evaluated based on their estimated probability of occurrence and the severity of their effect.

5.2.5 Failure effects
5.2.5.1 Failure effects definition

A failure effect is the consequence of a fallure mode in terms of the op ation, functlon or
status ofa—sy {see—de ) y S LoneSerr ore failure
modes of

The con{ & status

need to bjectives
should a the next
level up effect of

failures gn the level above should be evaluated.

5.2.5.2 Local failure effects

The expression “local effects” refers ¢ ¢ element
under consideration. The consequences oOf €s i i the item
should be described. The purpose of identifyj fects is to provide a |pasis for
judgeme i isting \: visions or devising recommended
correctiv£ actions. in i ot Be a local effect beyond the failure
mode itself.

5.2.5.3

When |deent|fy|n d possible failure on the highest system level is
defined 4 9 gll intermediate levels. The end effect descrjibed may
be the 1 i F example, failure of a safety device resplts in a

catastropghi gvent that both the safety device fails and the prime
function i ¢ icé is designed goes beyond allowed limits.) These end
effects rgsult ’ iplefailure should be indicated on the worksheets.

526 ¢

For each| fai the analyst should determine the way in which the failure is|detected
and the means by which the user or maintainer is made aware of the failure. Failure detection
may be I IIP:UIIIUIItUd by (<10} GUtUIIIGtIL’ fUGtUIU Uf thc dUOI\\.’II (bul:t ;II tcot), cctab:|0h| ent Of a

special checkout procedure before system operation or by inspection during maintenance
activities. It may be implemented at start up of the system or continuously during operation or
at prescribed intervals. In either case failure detection and its annunciation should preclude a
hazardous operating condition.

Failure modes other than the one being considered which give rise to an identical
manifestation should be analysed and listed. The need for separate detection of failure of
redundant elements during operation should be considered.
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For a design FMEA detection considers how likely, when, and where a design deficiency will
be identified (by review, by analysis, by simulation, by test, etc.). For a process FMEA
detection considers how likely and where in the process a deficiency can be identified and
with which probability e.g. by operator, by statistical process control, by quality check
procedure or by later steps in the process.

5.2.7 Failure compensating provisions

The identification of any design features at a given system level or other provisions that have
the ability to prevent or reduce the effect of the failure mode is of an extreme importance.
Thus the FMEA should clearly show the true behaviour of such a feature in the presence of
that failure mode. Other provisions against failure that need to be recorded in the FMEA
include the 'Fnlln\A/ing' /\

a) redurndant items that allow continued operation if one or more elejtents f
b) alternative means of operation;
¢) moniforing or alarm devices;
d) any gther means of permitting effective operation or li
During a h may be
repeated tage, the
relevancy peated.
5.2.8
Severity peration.
The clas bn and is
develope
- the n ironment

resul
- the fy nctionf
— any contractuatre
- gove
- requif
Table 2 oduct for
one of t

trative example of a severity classification for end effectj

Class Severity level Consequence to persons or environment :

v Catastrophic A failure mode which could potentially result in the failure of the system's

primary functions and therefore causes serious damage to the system and
its environment and/or personal injury.

Il Critical A failure mode which could potentially result in the failure of the system's
primary functions and therefore causes considerable damage to the system
and its environment, but which does not constitute a serious threat to life or
injury.

I Marginal A failure mode, which could potentially degrade system performance
function(s) without appreciable damage to system or threat to life or injury.

Insignificant A failure mode which could potentially degrade the system's functions but
will cause no damage to the system and does not constitute a threat to life
or injury.
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Frequency or probability of occurrence

The frequency or probability of occurrence of each failure mode should be determined in
order to adequately assess the effect or criticality of the failure mode.

For determination of the probability of occurrence of the failure mode, besides published
information regarding the failure rate, it is very important to consider the operational profile
(environmental, mechanical, and/or electrical stresses applied) of each component that
contribute to its probability of occurrence. This is because the component failure rates, and
consequently failure rate of the failure mode under consideration, in most cases increase
proportionally with the increase of applied stresses with the power law relationship or
exponentially. Probability of occurrence of the failure modes for the desiwn be estimated

from

— data from the component life testing,

— availd

ble databases of failure rates,

— field rilure data,
r

— failu

When pr|
which thg
period of

data for similar items or for the component class

b estimations are made. It usually is the
that item or product.

The appIcation of frequency and probabiit

descripti

5.2.10

The flow

n of the criticality analysis.

Analysis procedure

9,

e time ¢

eriod for
hined life

bd in the
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Initiate FMEA or FMECA of an Item

/N

—
Select a component of the item to analyze
v
Identify failure modes of the selected component
v
> Select the failure mode to analyze
v
Identify immediate effect and the final effect of the failure mode
* {
Determine severity of the final effect <
AN
v AN
Identify potential causes of that failure mode/\
v AN

Estimate frequency or probability of occurrenée for

mode during the predetermineW' d

N

Pgopose mifigatio hod,\sqr_réctive agtions or compensating
N rovisions. Identi tions and\responsible personnel
( ~y

recommendations, actions, and

Are there
other components for
analysis?

No

lata EAEA Dot H ik =3
SffPreteTivie Ao EteHHRCTEREXT

revision date as appropriate

~

Figure 2 — Analysis flowchart

«————

IEC 2641/05
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5.3 Failure mode, effects, and criticality analysis (FMECA)
5.3.1 Purpose of analysis

Symbol C added to FMEA denotes that the failure mode analysis yields also the criticality
analysis. Criticality determination implies addition of a qualitative measure of magnitude of a
failure mode effect. Criticality has a multitude of definitions and measures, most of which
assume a similar meaning: impact or importance of a failure mode that would demand it to be
addressed and mitigated. Some of those measures are explained in 5.3.2 and 5.3.4. The
purpose of a criticality analysis is to quantify the relative magnitude of each failure effect as
an aid to decision making, so that with a combination of criticality and severity, priority for
action to mitigate or minimize effect of certain failures may be set.

5.3.2 Risk, R, and risk priority number (RPN)

One of the methods of quantitative determination of criticality is ¢he Ri fogi ;ﬁumber,

RPN. R|sk is here evaluated by a subjective measure of the seve and an

estimate| of the expected probability of its occurrence for{a ime period

assumed| for analysis. In some cases where these measures.are 3\ ! become

necessarjy to refer to a simpler form of a non-numeric FM

A generdl relation regarding a measure of a potentiz analysis

types expressed as follows:

where

S isan ongly the
effects of the failure w

P is als it is less
than g ‘ i ve FMEA
methods, C, i » i pffect will
occur}

Some FN ection at

system l¢ 50 @ hon-

dimensio

4 RPN =S x0x%xD

where

O denotes’ probability of occurrence of a failure mode for a predetermined or stated time
period > i i i e actual

probability of occurrence;

D means detection, i.e. an estimate of the chance to identify and eliminate the failure before
the system or customer is affected. This number is usually ranked in reverse order from
the severity or occurrence numbers: the higher the detection number, the less probable
the detection is. The lower probability of detection consequently leads to a higher RPN,
and a higher priority for resolution of the failure mode.

Risk priority number may then be used for prioritization in addressing the mitigation of failure
modes. In addition to the magnitude of the risk priority number, the decision for mitigation is
primarily influenced by the severity of the failure mode, meaning that if there are failure
modes with similar or identical RPN, the failure modes that are to be addressed first are those
with the high severity numbers.
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These relations can be evaluated numerically either on a continuous or discrete scale (a finite
number of defined values).

The failure modes are then ordered with respect to their RPN and high priority is assigned to
high RPN. In some applications effects with a RPN exceeding a defined threshold are not
acceptable, while in other applications, the high importance is given to the high severity
numbers, regardless of the RPN value.

Different types of FMECA assign different scales for the values of S, O, and D. Some are 1
through 4 or 5, some, such as the FMECA used widely in the automotive industry for analysis
of design and production process, known as DFMEA and PFMEA, use scales for all of the
three attributes from 1 through 10.

5.3.3 Relationship between FMECA and risk analysis

Criticality combined with severity is a measure of risk, which diff
measure$ of risk only in the less rigorous, and hence ofte
evaluation. The difference shows not only in the manner qf p edlc
failure effect but also that far less complex |nteract|on bet

modelled| i SR : ly results
in a relative rankmg of the contrlbutlons to the overall ri white i i high-risk
systems e ity systems
FMECA may be a very cost- effectlve and appr b . i FMECA
the likeli i z analysis
(PRA) sh

A FMEC/ t the risk
of a particular effect of a hjgh-ri i i i , eyen if the
estimate |of frequency and j . Thi task of a
probabiligtic risk analysis, v i ¥ iri ons) can

be taken|into account, res, fault

detection mechanjsms
Using the failure :f :

severity ¢class. A "

propriate
s for the

part congerned. criticality
number, i ue, or, if
the scale rrence is
measuref ce) class

criticality
assessm the risk

priority n

5.34 Failure mode failure rate, probability, and criticality number determination

If failure rates for the failure modes of like items are available, and those were determined
under environmental and operational conditions similar to those assumed for the system
being analysed, the event frequencies for the effects can be added directly to the FMECA. If,
as is more often the case, failure rates are available for items, rather than for failure modes,
and for different environmental or operating conditions, the failure rates of the failure modes
need to be calculated. In general the following relation holds:

A; =/1j><a,~><,8,-


https://iecnorm.com/api/?name=653debe89503881fc6ce137bacaec750

60812 O IEC:2006 - 45—

where
A; denotes the estimate of failure rate for failure mode i assumed constant.
A; stands for the failure rate of the component ;.

a; is the failure mode ratio of failure mode i, i.e. the probability that the item will have failure
mode ;.

S is the conditional probability of the failure effect given the failure mode i.

The major deficiencies of this approach are the implicit assumption of constant failure rate
and that many of the factors are predictions or best guesses only. This is especially the case
when the system components cannot have an associated failure rate, just the calculated
failure probability for the specific application, its duration, and associate/d,ﬁ{esses, such as
mechanigatcompoments—amnd systenTs:

e failure
5 for this
needs to
b specific

Environmjental, loading and maintenance conditions different from
rate datg
modificaf]
be exerc
system and its operating conditions.

In some re mode
criticality different
meanings$) is used instead of a failure.mode f 3 iticali makes a
connection between the conditional fai i nich then
may help get a more realistic assessment™o ~ termined

period of|the product use.

me used
n.

where ¢
for FME(Q

Criticality

m
Cj =D A xa; % xt;
i=1

It is to bg noted t e criticality number is not related to the term criticality itself. I is just a
value calculated for some FMECA types in_context that it is a relative measufe of the
consequence of a failure mode and its probability of occurrence. Here, criticality number is a
measure of risk, and not the measure of probability of occurrence.

To determine P;, the failure mode probability of occurrence for a time ¢, from the calculated
criticality:

P =1-¢

With a rough approximation, when the failure rates of failure modes and the resultant
criticality numbers are small, it can be said that for probabilities of occurrence less than 0,2
(where criticality would be equal to 0,223), values of criticality number and probability of
failure are very similar.
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In case of variable failure rates or failure frequencies, probability of occurrence is to be
calculated rather than the criticality which is based on the assumption of a constant failure
rate (frequency).

5.3.4.1 Criticality matrix

Criticality can be presented on a criticality matrix, as shown in Figure 3. It should be noted
that there is no universal definition of criticality but that criticality needs to be defined by the
analyst and accepted by the project or programme management. The definitions differ widely
between different application sectors.

'/\

5 Highrisk
(A) /\C \
4 Failure \\
(B) mode 1

N\
: NS
(©)

Fa
SN
1 | Low ri{\
(E)

| 1] v

Severity
B B IEC 2642/05
Critic matrix

creases with the ascending order of humbers,
peration,
sented in

N

©) i'”’fzm\“*\\>
0,
N

Likelihood — probability of occurrence

In Figurg 3 it is jmpli
where n{imber @
injury). I is also uip

ascendin a value
0,2, prob ch other.
One of th

— Critic

— Criticghty’numbef 4 or B, Probable, probability of occurrence: 0,1 < P; < 0,2

— Criticality number 5 or A, Frequent, probability of occurrence: P; = 0,2

Figure 3 is presented as an example only. Other methods may present criticality or severity
with different labels and with different definitions.

In the example given by Figure 3, failure mode 1 has a higher likelihood of occurrence than
failure mode 2, which in turn has a higher severity. The decision which failure mode has
higher priority to be addressed depends on the scaling of the severity and frequency classes
and the ranking principles. While in a linear scaling failure mode 1 (as usually suggested by
the matrix) would have a higher criticality (or probability of occurrence) than failure mode 2,
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there may be applications where severity has absolute priority over frequency thus making
failure mode 2 the more critical failure mode. Another evident observation is that only failure
modes related to the same system indenture level may be meaningfully compared with the
criticality matrix because for low-complexity systems failure modes on a lower level usually
tend to have a lower frequency.

The criticality matrix (as shown in Figure 3) can be applied qualitatively and quantitatively as
explained above.

5.3.5 Risk acceptability assessment

When the required end product of the analysis is a criticality matrix, this can be plotted from
the allocated severities and the event frequencies. Risk acceptability is defined.subjectively or
is driven |by professional and financial decisions and varies in different jndustry typed. Table 3
gives some examples of risk acceptability classes and a modified criticality atix.

Table 3 — Risk/criticality matri

Severityde Is\
Frequency of occurrence Yr\ \

of failure effect 1 2 \ 4
Insignificant Margina/\ itical Catastrophic
5: Frequen Undesirable Intolerable/\ ( (\ Intol?a){ble\/ Intolerablg
4: Probablg Tolerable Undesi}e&l X\// Ill{t?)‘}‘erab\l§ Intolerable
7

e
3: Occasional Tolerable \ Lhd\e&@ble\ Undes}}able Intolerablg

2: Remote Negligible koler}b@ Dﬁdéirable Undesirable
1: Improbable Negligible ( Nt(afg'Hg\ible Tolerable Tolerable

5.3.6 FMECA types

FMECA lypes deScribes
analysis |of pro

sommonly used in the automobile industry for
he analysis of the production procesq for that

product.
The anal ame as described in general form FMEA/FMECA ekcept the
definition three tables prepared for Severity, S, Occurrence, @, and for
the Deteg}i

4
5.3.6.1 rity determination
Table 4 |qi ample of severity ratings that are primarily used in the automotive

industry.
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Table 4 — Failure mode severity
Severity Criteria Ranking

None No discernible effect. 1

Very minor Fit and finish/squeak and rattle item does not conform. Defect noticed by 2
discriminating customers (less than 25 %).

Minor Fit and finish/squeak and rattle item does not conform. Defect noticed by 50 % of 3
customers.

Very low Fit and finish/squeak and rattle item does not conform. Defect noticed by most 4
customers (greater than 75 %).

Low Vehicle/item operable but comfort/convenience item(s) operable at a reduced level 5
of performance. Customer somewhat dissatisfied.

Moderate Yehietettermeperable-but-comforteonvrentereeter{snoperable—Gustorer 6
dissatisfied. /\&

High Vehicle/item operable but at a reduced level of performance. Custg, very 7
dissatisfied. {n\

Very high Vehicle/item inoperable (loss of primary function) N

Hazardous Very high severity ranking when a potential failure mode affects sa ficle

with warning operation and/or involves non-compliance with governwém\re ula@ ith warning.

Hazardous Very high severity ranking when a potential failure mode ffeE[s§af W 10

without operation and/or involves non-compliance with gotern t alation\withodt

warning warning.

NOTE Frgm SAE J1739.

A severity rank is allocated to the failure e
of the effect on the overall system
requirements, objectives and constraipts, i

readily dp

straightfqrward for severity
be subjegtive.

5.3.6.2

Table 5

mode based on the severity
ty in the light of thg¢ system
vehicle as a system. Thig is most

ne on the FMECA ke rmy G everity according to Table[4 is very

ination of severity from 3 through 5 may

AIter@ determi
(also bufy pomotive industry) gives examples of dqualitative

occurrenge meas gd in the RPN concept.

Table § - F4iluce rence related to frequency and probability of occlirrence

Fai&ure\;qc}n{e Nu?ren}\e Rating, O Frequency Prpbability
Remote: \K\ \\/ 1 < 0,010 per thousand < 1x10-5
Failure is|unlik vehicles/items
Low: 2 0,1 per thousand vehicles/items 1x10-f
Relatively fewfailures 3 0.5 per thousand vehicles/items 5x10=h
Moderate: 4 1 per thousand vehicles/items 1x10-3
Occasional failures 5 2 per thousand vehicles/items 2x10-3

6 5 per thousand vehicles/items 5x10-3

High: 7 10 per thousand vehicles/items 1x10-2
Repeated failures 8 20 per thousand vehicles/items 2x10-2
Very high: 9 50 per thousand vehicles/items 5x10-2
Failure is almost inevitable 10 >100 in thousand vehicles/items >1x10-1

NOTE Sou

rce: AIAG: Potential Failure Mode and Effects Analysis, FMEA, Third Edition.
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It should be noted that in Table 5 the term “frequency” is used as a ratio of occurrence in
number of opportunities during a mission or designated lifetime, which can be compared to a
“fraction failed” or probability of occurrence, and the corresponding probabilities merely reflect
this fraction. For example, a failure mode which is rated with an O value of 9 would cause
failure of one of three systems during a predetermined mission period. Here, determination of
this probability of occurrence must be related to the time period of interest. It is advisable to
state this time period in the heading of the analysis.

The best practice is applied when the probability of occurrence is calculated for the
components and their failure modes based on their own specific failure rates under the
applied expected stresses (environmental and operational). When that information is not
available, an est|mate may be aSS|gned but, wh|Ie domg SO, the anaIyS|s eam must keep in

mind thermeaning Cesp housand
vehicles i i i \e i her); it is
the calcy [ ili i i itneNperiod of
interest. It is also to be noted that, unlike the severity scale, occt i linear
and alsq| is not logarithmic. Therefore, it should be kept in m 3 sulgant RPN
number when calculated and evaluated is also not linear an e d with a
special cpre.

5.3.6.3 Rating of failure detection probability

In the RH l; that is,
the prob potential
failure m (process
FMEA, o rently in
place wil d to the
subsequ

In particlilar for generic ; W\ used in several different systems and
applications, the probaility © et fficult to estimate.

Table 6 dives oh S ioH criteria, as used in the automotive indystry.
(\ ble

ode detection evaluation criteria

Detecfion /\ \ Criteria: Likelihood of detection by Design Control Ranking
Almost cer{ain D\%Q C ntrc)\w}f(almost certainly detect a potential cause/mechanism and 1
<9\ sequen failure mode

Very high er Wance the Design Control will detect a potential cause/mechanism 2
and bsequent failure mode

High Mance the Design Control will detect a potential cause/mechanism and 3
subsequent failure mode

Moderately high Moderately high chance the Design Control will detect a potential 4
cause/mechanism and subsequent failure mode

Moderate Moderate chance the Design Control will detect a potential cause/mechanism 5
and subsequent failure mode

Low Low chance the Design Control will detect a potential cause/mechanism and 6
subsequent failure mode

Very low Very low chance the Design Control will detect a potential cause/mechanism and 7
subsequent failure mode

Remote Remote chance the Design Control will detect a potential cause/mechanism and 8
subsequent failure mode

Very remote Very remote chance the Design Control will detect a potential cause/mechanism 9
and subsequent failure mode

Absolutely Design Control will not and/or cannot detect a potential cause/mechanism and 10

uncertain subsequent failure mode; or there is no Design Control

NOTE Source: AIAG: Potential Failure Mode and Effects Analysis, FMEA, Third Edition.
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5.3.6.4 Risk evaluation

This very intuitive approach described above shall be followed by a ranking of priority of
actions to be performed to assure the best level of safety to the customer. For example, a
failure mode with high severity, low rate of occurrence and very high detection (say 10, 3 and
2 respectively) may have a much lower RPN (here 60) than one which has all average
parameters (say 5 in each case resulting in a RPN of 125). Thus additional procedures are
often defined, to ensure that failure modes with high severity ranking (say 9 or 10) are given
priority and are mitigated first. In that case, the decision should be guided by the magnitude of
severity, rather than RPN alone. In all cases, a good practice is to view severity rank of a
failure mode along with the RPN for a better decision-making process.

» that are

i > mode

iciencies

Risk priog
primarily

With the
mitigatiom. The words of caution from 5.3.2 must be rememb
must be kept in mind.

Some of the deficiencies of the RPN are as follows:

erated,
RPN,

- sensi ll chang s a much larger effect when
the o 9x9x4 =
324

- inade

- gaps
—  dupli

e.g. the

ratio

- inadg e while in
fact bduce an
RPN F 48, ould produce RPN = 60. The second RPN is not
twice|the firs Qi is twice the probability of occurrence with O = 4.
Thergfore the ' shouhd not be compared linearly.

- mislepding c RPN Comparison as the scales are ordinal and not rational.

Review of a
thorough
opinion

aution and good judgment. A good practice would fequire a
or the Severity, Occurrence, and Detection, before fgrming an
rective measures.

5.4 Reporto
5.4.1 Scope-and-content-of-areport

The report on the FMEA may be included in a wider study or may stand alone. In either case,
the report should include a summary and a detailed record of the analysis and the block or
functional diagrams which define the system structure. The report should also contain a list of
the drawings (including issue status) on which the FMEA is based.
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5.4.2 Effects summary

A listing of the failure effects on a specific system highlighted by the FMEA should be
prepared. Table 7 gives a typical set of failure effects for a motor vehicle starter motor and

circuitry.
Table 7 — Example of a set of failure effects
(for a motor vehicle starter)
1 Starter motor fails to operate
2 Starter motor speed less than specified
3 Starter motor fails to engage ring gear VAN
4 Starter motor operates prematurely /\&
NOTE 1 This list is an example only. Each system or subsystem being analyseq wi i >Jf failure
effects.
A failure|effects summary may be required in order to determipe t M failure of
: . i NN\S .
the systgm resultant from the listed failure effects and to € medial or
preventive actions. The failure effects summary should be 2\ d failure
effects and should contain details of the item failure v re effect.

The probability of occurrence for each of the failurg
pre-deterfmined time period of item use as well f
Table 8 illustrates an example of failurg~effects

tablished
stresses.

Table 8 — Exampleof axfalure effects_probability

Number Effect ( con ing failure mode Failure effect grobability
reference of occurrgnce

1 Starter motor fa|ls 3, 7\\8@, 16, 21, 22 8x10-3

2 Starter motor |sp ed ess tha ~412, 19, 20 6x10-4
specifigi\

3 Starte§\m@rf Is to e&age ing gear " 2, 4, 5,10, 13 1,1x10-5

4 Starter m/QQr o}\?éés\ W 14, 15, 17, 18 3,6x10-7

NOTE 2 Tlhis talpte_can be\constructed for other qualitative and quantitative rankings of an item or a sygtem.

The sumpraryshouldXalso, con

in a brief description of the method of analysis and the level to

which itQvas sondiicted, the assumptions and the ground rules. In addition it should include

listings of the foltewing:

Q O T O

)
)
)
)

failure modes, that result in serious effects;

recommendations for the attention of designers, maimtenance stalf, pfanners and users;
design changes which have already been incorporated as a result of the FMEA;
effects that are mitigated by the incorporated design changes.
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6 Other considerations

6.1 Common-cause failures

In a reliability analysis, it is not sufficient to consider only random and independent failures.
Some “common-cause” failures (CCF) can occur, that cause system performance degradation
or failure through simultaneous deficiency in several system components, due to a single
source such as design error (improper components derating), environmental stresses
(lightning), or human error.

Common cause failures (CCF) are those fa|Iures which defeat the fundamental assumption
that the fai ill cause
more th ime as to
have the|effect of simultaneous failures.

Typically| sources of CCF include

- design: software, rating;

- manyfacturing: batch related component flaws;

— envirpnment: electrical interference, temperature
-  humg
The FME

uses red
of failure

en analysing a system that
te consequences in the event

A CCF is logical dependencies, causes a coincidence
of failurg i & ding secondary failures caused by the
effects of i wre). ailures can be in identical parts with the same
failure m s\used imyarious assemblies of a system — possibly rgdundant,
where re

CCFs ca itati g FMEA, but the ability of FMEA to fully analyse CCF
is quite limited. ; A_is g/procedure to examine successively each failfre mode

and associ a also to identify all periodic tests, preventative maiptenance
measures, . [ a study of all the causes that can induce potential GCF.

A combi ethods is useful to prevent or mitigate CCF (system nmodelling,
physical pna mponents): functional diversity (where the redundant branches or parts
of the system ing the same function are not identical and have differept failure
modes), physical separation to eliminate influence of environmental or EMI (electromagnetic
interference) siresses causing CCF, {esis, eic. Usually the FMEA does noi consider the
examination of preventive measures against CCF. However, these measures have to be

included in the remarks column, to help in understanding the whole FMEA.

6.2 Human factors

Some systems have to be designed to prevent or mitigate some human errors. An example of
those measures would be providing mechanical interlocks on railway signals, and passwords
for computer usage or data retrieval. Where such provisions exist in a system, the effect of
failure of the provisions will depend on the type of error. Some modes of human error should
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also be considered for an otherwise fault-free system, to check the effectiveness of the
provisions. Although incomplete, even a partial listing of these modes is beneficial for the
identification of design and procedural deficiencies; the identification of all possible forms of
human error would probably be impossible.

Many CCFs involve human errors. For example, incorrect maintenance of similar items can
negate redundancy. To avoid this, material diversity in redundant elements is often
introduced.

6.3 Software errors

An FMEA conducted on the hardware of a complex system may have repercussions on the

software j le aal probabilities
resulting from the FMEA may be dependent upon the software eleme r nature,
sequence and timing. When this is the case, the interrelationship are and
software ' ent of
the softw § oftware
development and change may be conditional upon a revisior{ of e related
assessments, e.g. software logic may be altered to imp 3 bense of
operational reliability.
Malfuncti b that will
be deter errors or
inadequ ; ) e effects
upon assgociated hardware of possiblé fi & i provision
of fallbagk arrangements either in softwa 3 ALENIS X nalysis.
6.4 FMEA regarding consequence$ of
A system and could
then be 3 G plies that
might thg @ S blifier, an
electric motor, a@h ical valve
However| it i & d to the
particula pffects of
failures g ,|fail-safe,
repairabl fects on
individua

4
The neeq hd on the
project a as fault
trees, Mz

7 Applications

7.1 Use of FMEA/FMECA

FMEA is a method that is primarily adapted to the study of material and equipment failures
and that can be applied to categories of systems based on different technologies (electrical,
mechanical, hydraulic, etc.) and combinations of technologies or it may be specific to
particular pieces of equipment, to systems or to projects as a whole.
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FMEA should also include the consideration of software and human performance where these
are relevant to the dependability of the system. An FMEA can be a study for general use to
study various processes (medical, laboratory, manufacturing, development, educational, etc.)
when it usually assumes the name of the Process FMEA or PFMEA. When a Process FMEA
is performed, it is always done in regards to the process end goal or the target of a process,
and then considers each step within that process as a potential to produce an unfavourable
outcome of the other steps in the process or of the process end goal.

711 Application within a project

A user should determine how and for what purposes FMEA is used within his/her own

technical discipline. It may be used alone or to complement and support other methods of
re||ab|||ty anlycie The rnqnirnmnni‘c for FMEA nriginni‘n from the meed \to understand

hardwarg behaviour and its implications for the operation of the sys ment. The
need for FMEA can vary widely from one project to another.

FMEA suUpports the design review concept and should be put into~use gsible in
the period of system and subsystem design. FMEA is applicable m design
but is mpst appropriate for lower levels where large numbers of i d and/or

there is functional complexity. Special training of personnelperforing E is essential and
they need the close collaboration of systems engineg i hould be
updated [as the project progresses and as design are™ ed At t & end of the project,
FMEA is|used to check the design and may be ¢ , * tion of conformity of a
designed| system to the required standafe g ati : er’s yequirements.

Informatipn from the FMEA identifies phioritre i alprocess control, sampling and

inspection tests during manufacture
acceptance and start- up tests

and for qualification, ppproval,
information for diagnostic and

In deciding on the ext in.which FMEA should be applied to an item gr design,
it is impdrtant to ¢onsi Recifi purposes for which FMEA results are needed) the time
phasing with ot viti nce of establishing a predetermined degree of
awareneg re modes and effects. This leads to the planning of
FMEA in|qualitativ gvels (system, subsystem, component, item)| to relate
to the itefati i t process.

To ensuf
depend

the place of FMEA should be clearly establishgd in the
ther with the time, manpower and other resources needed to

make it g vita} that FMEA is not abridged to save time and money. If time and
money afe s should concentrate on those parts of the design which afe new or
are used|i ays> FMEA can be economically directed to areas identified as grucial by

other methods of andlysis.

71.2 Application with a process
When prepared for a process, performance of PFMEA requires the following:
a) a clear definition of the process goal. When a process is complex, the process goal can

be broken down to the overall goal or the product of the process, goal or a product of a
set of process sequences or steps, and product of individual process step;
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b)
c)
d)

e)

understanding of the individual steps in the process;
understanding of potential flaws in each process step;

understanding of the effect that each individual flaw (potential failure) can have on the
product of the process;

understanding of potential causes of each of the flaws or potential process failures/faults.

If a process has more than one product, then it can be analysed with the specific product in
mind; that is a PFMEA is made for individual products. The process can also be analysed in
terms of its steps and potential unfavourable outcomes, which would result in a generalized
PFMEA for the process regardless of types of individual products.

7.2

a)
b)

Benefits of FMEA /N

Some of the detailed applications and benefits of FMEA are listed beloiv:
to avpid costly modifications by the early identification of desj
to idgntify failures which, when they occur alone or in co ptable or
significant effects, and to determine the failure mode ffect the
expe¢ted or required operation;
NOTE |1 Such effects may include secondary failures.
to de undancy,
operg
to pr rrence of
anom -
to dig equlatory
requirements;
NOTE |2 Frequently, sepa Wi I therefore
coope
to ensure that the )

7.3

tion and

to focus upgh\ key
manuffacturing pyo

to assist in def tegy and
schedule;

to fagilits he determination of test criteria, test plans and diagnostic
proc rformance testing, reliability testing;

to s{ppo i of fault isolation sequences and to support the planning for

to prqovide _de
the system;

igners with an understanding of the factors which influence the reljability of

to provide a final document that is proof of the fact that (and of the extent to which) care
has been taken to ensure that the design will meet its specification in service. (This is
especially important in the case of product liability.)

Limitations and deficiencies of FMEA

FMEA is extremely efficient when it is applied to the analysis of elements that cause a failure
of the entire system or of a major function of the system. However, FMEA may be difficult and
tedious for the case of complex systems that have multiple functions involving different sets of
system components. This is because of the quantity of detailed system information that needs
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to be considered. This difficulty can be increased by the existence of a number of possible
operating modes, as well as by consideration of the repair and maintenance policies.

FMEA can be a laborious and inefficient process unless it is judiciously applied. The uses to
which the results are to be put subsequently should be defined, and FMEA should not be
included in requirements specifications indiscriminately.

Complications, misunderstandings and errors can occur when FMEA attempts to span several
levels in a hierarchical structure if redundancy is applied in the system design.

Any relationships between individual or groups of failure modes or causes of failure modes

cannot be effect|vely presented |n FMEA since the main assumption of uch anaIy5|s is

independe n view of
software/lhardware interactions, where independency assumpt|on does 3 he same
type of djfficulty can be encountered when adding the human intera¢ i are and
modelling their interdependencies. Assumption of independency ms m%s mode
that may| have drastic consequences when a result of anothe i each of

them separately might have a low probability of occurrence. 1 i ionship $cenarios
are far better modelled using the approach of failure [ FTA tool
(IEC 603p0-3-1, Edition 2).

It is thefefore preferable for an FMEA to be restrict i ly in the
hierarchical structure. For example, ‘ : y failure
modes of items and to determine thei become
the failure modes at the next level up, gful multi-
level FMIEAs are often carried out.

Additions
reliability,

provide a measure of overdll system
ble to provide any measure ¢f design

7.4 Re

FMEA (of Z{aNe]° $a systematic inductive method of analysis,| FMEA is
most oftg meto ernapproaches, especially deductive ones, such ag FTA. At
the desig i 3 i decide whether the inductive or deductive approach is
dominanf d in processes of thought and analysis. Where leve|ls of risk
are identifi i i ties and systems, the deductive approach is prefg¢rred but
FMEA is [gti esign tool. However, it should be supplemented by other methpds. This
is partic when problems need to be identified and solutions need to bg found in
situations i ailures and sequential effects need to be studied. The method used
first will g

During the early design stages, where only functions, general system structure and
subsystems have been defined, successful performance of the system can be depicted by a
reliability block diagram or by a failure path by a fault tree. However, to assist in drawing
these diagrams of the system, an FMEA inductive process should be applied to the
subsystems before they are designed. Under these circumstances, the FMEA approach
cannot be a comprehensive procedure but is instead a thought process not readily expressed
in a rigid tabular form. In general, when analysing a complex system involving several
functions, numerous items and interrelations between these items, the FMEA proves to be
essential but not sufficient.
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Fault Tree Analysis (FTA) is a complementary deductive method for analysis of failure modes
and their respective causes. It traces the low-level causes of a postulated high-level failure.
Though the logical analysis can be, and sometimes is, used for purely qualitative analysis of
fault sequences, it is usually a precursor to estimating the frequency of the postulated high-
level failure. FTA is capable of modelling the interdependency of various failure modes, where
that interaction might result in an event of substantial proportions, and perhaps of high
severity. This is especially important where occurrence of one failure mode first would induce
occurrence of another with high probability and high severity. This scenario could not be
modelled successfully with an FMEA, where each failure mode is considered independently
and individually. One of the deficiencies of an FMEA is its inability to view interaction and
dynamics of failure mode occurrences in a system.

FTA congeentrates—en—thelegi 2 ¢
undesirable consequences. It can produce a correct model of the sy nalysed as
well as an estimate of its reliability (or probability of failure), aluate the

influence| of the design improvements and failure mode mitigatik [N\system
reliability, which can be advantageous. The FMEA format ca iptyve. Both
methods |have their uses in a full analysis for safety and dep system.
However| if the system is based mainly on series logicy witf and few

functions|, then FTA is an unnecessarily complicated the Ipgic and
identifying the failure modes. In such cases FME ‘ gck diagfams are
adequatg. In other cases where FTA is preferred, i i ¢ be enhanced with
descriptions of the failure modes and effects.

The mai pbarticular

requirem Y 3 mescale,

cost, effi g > i

a) FME/ no edge of the failure characterisfics of an
item Is required.

b) FME

c) FMEA is an e i ge when
unac( eptablct of fai

d) FMEA that are of innovatory design and thejir failure

char

e) FMEA nts to be
consider

f) FTAJS gene pendency
involying coRrgple ilys levels in
the s [t need for
detailed’FMEA-at Jower levels during detailed design.
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Annex A
(informative)

Summary of procedures for FMEA and FMECA

A.1 Steps for performance of analysis

Procedural steps needed to perform an analysis are as follows.

Y

Decide whether FMEA or FMECA is required.

[}

)

) Define system boundaries for analysis.
) Undefs

)

)

O

tand system requirements and function.

o

Definfe failure/success criteria.

Detenqmine each item’s failure modes and their failure ef

)

) Summarize each failure effect.
g) Report findings.

Additiongl steps to be taken for FMECA

h) Determine system failure severity cle
i) Establish item’s failure mode severit
j) Deter
k) Determine failure mode
I) Draw]up criticality
m) Summarize the crit
n) Draw|up criti@

o) Report findings at

NOTE Qu
h), i) and j)

b out steps

A.2

A.21

The FMEAworkstreettapturesthe detaitsof the—amatysis—matabutarized—marmer—Although
the general FMEA procedure is a standard, the design of a particular worksheet can be
tailored to fit the application and project requirements.

Figure A.1 is an example of a format for an FMEA worksheet.

A.2.2 Worksheet header
The header part of the form captures the following information:
- the system, as an end item, identifies the item for which the end effects are being

identified. This identifier should be consistent with the terminology used in the block
diagrams, schematics or other drawings;
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— the operating mode assumed for the analysis;
— item refers to the item (module, component or part) being analysed on this worksheet;

— revision level, date and the name of the analyst coordinating the FMEA effort as well as
the names of the core team members who provide additional information for document
control purposes.

A.2.3 Worksheet entries

The entries for "ltem reference" and "ltem description and function" are to identify the subject
of the analysis. The reference should be keyed to the block diagram or other supporting
documents. A brief description of the item and its function is entered.

N

The manner in which the item might fail is entered under "Failure mdae", Su\b%:ljse 5.2.3
provides |guidance for identifying potential failure modes. Entering a uni i ifiex| ("Failure
mode co i ' of the
analysis.
The mos
A concis 5 entered
under "L icate the
effects o irable to
evaluate xt higher
assembly iscussed
further in
A brief d method".
The dete e design
or may r mportant
to identif ction will
occur.
Features ) are to be
noted un against failure". Compensation provided by specific
maintenance or operato i should also be noted here.
The "Sev e severity level as determined by the FMEA analysts

4
"Frequenicy of occurrence" identifies the rate of occurrence of the particular
failure mjode¢ e fregquency scale is tailored to fit the application (e.g. failures per million
hours, fallures per digtance travelled, i.e. 1 000 km, etc.).

The "Remarks" entry captures the observations and recommendations of the analysts as
described in 5.3.4.

A.2.4 Worksheet remarks

The last worksheet entry should give any pertinent remarks to clarify other entries. Possible
future actions such as recommendations for design improvements may be recorded and then
amplified in the report. This column may also include the following:
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a)
b)
c)

any unusual conditions;

effects of redundant element failures;

recognition of specially critical design features;

any remarks to amplify the entry;

references to other entries for sequential failure analysis;
significant maintenance requirements;

dominant failure causes;

dominant failure effects;

decisions taken, e.g. at design review.

@%

g
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Annex B
(informative)

Examples of analyses

B.1 Example 1 — FMECA for a part of automotive electronics with RPN
calculation

In Figure_B.1, a small part of an extensive FMECA done for an automoiive p
presented. The assembly analysed is the power supply, and only jts| connestior
battery lipe.

The batte
the grour
the item, th|s negative voltage would short to ground, proté
capaciton is for the EMI filtering.

oduct is
s to the

gtte ry to

hected to
age. The
e battery

would algo short to ground which could lead to the draihingx i ; ch failure

is certai

considerg¢d hazardous. Therefore, for the failure

Occurren ¢

the vehid iwe FMEA. Detectig
low, as noticed in test —
operational.

Opening |of any of the abgwe e ahy damage to the item, exc
diode opens, then there & protection, while with the capac

there wolild be no EMIfi

There is|a coil,
coil opens, the it ,

warning display wou
is 2.

Resistor /
render t ich also would be severity 9. Since resistors have a
failure r is 2. Detection is 1, since the item would not be operation

industry is

gnk is 10.

bsses for
n is very
item not

bpt if the
tor open,

ng. If the
and the
currence

it would
very low
al.
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