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FOREWOUORD

nternational Electrotechnical Commission (IEC) is a worldwide organization for standardizatiofnco
ational electrotechnical committees (IEC National Committees). The object of IEC |is to
hational co-operation on all questions concerning standardization in the electrical and electronic fi
end and in addition to other activities, IEC publishes International Standards, Technical Specifi
nical Reports, Publicly Available Specifications (PAS) and Guides (hereafter/referred to
cation(s)”). Their preparation is entrusted to technical committees; any IEC Natignal Committee in
e subject dealt with may participate in this preparatory work. Internatiohal,” governmental 34
rnmental organizations liaising with the IEC also participate in this preparation. IEC collaborateq
the International Organization for Standardization (ISO) in accordance “with conditions detern
ement between the two organizations.

formal decisions or agreements of IEC on technical matters express, as nearly as possible, an inte

ested IEC National Committees.

Publications have the form of recommendations for international use and are accepted by IEC
mittees in that sense. While all reasonable efforts are made to ensure that the technical conten
cations is accurate, IEC cannot be held responsible.for the way in which they are used or
terpretation by any end user.

der to promote international uniformity, IEC Natienal Committees undertake to apply IEC Pub|
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bment declared to be in conformity with’an IEC Publication.

sers should ensure that they havge the latest edition of this publication.
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Vision signats, sound signais and Interactive services, of TEC technicatl committ
video and multimedia systems and equipment.

e 100:

This standard was submitted to the national committees for voting under the IEC Fast Track
Procedure as the following documents:

CDV Report on voting
100/577/CDV 100/684/RVC

Full information on the voting for the approval of this standard can be found in the report on

voting

indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
2006. At this date, the publication will be

« reconfirmed;
« withdrawn;
¢ replaced by a revised edition, or

¢ amended.

The following differences exist in some countries:

The Japanese de facto standard (NCTEA S-006) concerning requirements for the HFC
outsid¢ plant management, which was published in 1995, has already been available in
Japan,| The purpose of this standard is to support the design and implementation of
interogerable management systems for HFC cable networks used in Japan.
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INTRODUCTION

Standards of the IEC 60728 series deal with cable networks for television signals, sound

signals

and interactive services including equipment, systems and installations for

« head-end reception, processing and distribution of television and sound signals and their

ass

ociated data signals, and

e processing, interfacing and transmitting all kinds of signals for interactive services

using all applicable transmission media.

All kKindl[s of networks Tike

« CA[TV-networks,
¢  MATV-networks and SMATV-networks,

e ind

and al

this scppe.

The ex

input, where no system outlet exists.

The s

terminals, etc.) as well as any coaxial and ofptical cables and accessories there
excludped.

vidual receiving networks,

kinds of equipment, systems and installations installed in such networks, are

within

tent of this standardization work is from the antennas,“special signal source inputs to
the hepd-end or other interface points to the network up tocthe system outlet or the t¢rminal

andardization of any user terminals (i.e.<tuners, receivers, decoders, mulf

imedia

fore is
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CABLE NETWORKS FOR TELEVISION SIGNALS,
SOUND SIGNALS AND INTERACTIVE SERVICES -

Part 7-2: Hybrid Fibre Coax Outside Plant status monitoring —
Media Access Control (MAC) layer specification

1 Scope

e Plant

Layer. This standard is part of the series develgped to

volving

bble networks. The HMS Media Access Control (MAC) layer specification.'describes the

messapging and protocols implemented at the Data Link Layer (DLL), layer 2lin the | layer
ISO-O8I reference model, that support reliable and efficient communicatiohs betweepn HMS
complipnt transponders interfacing to managed OSP network elements (NEs) [and a
centralized head-end element (HE).
This standard describes the MAC layer protocols that must be)implemented betwgen all
Type 4 and Type 3 compliant OSP transponders on the HEE plant and the conrolling
equianent in the head-end to support bandwidth management and reliable communications.
Any exceptions to compliance with this standard will be specifically noted hergin as
necesgary. Refer to Table 1 for a full definition of the type classifications.
Transgonder type classifications referenced within.the HMS series of standards are defined in
Table
Table 1 — Transponder type classifications
Type Description Application
This transponder interfaces with legacy network pquipment
Refers to legacy transponder through proprietary means.
Type 0 equipment, which isincapable of This transponder could be managed through the [same
supporting the specifications management applications as the other types thrdugh
proxies or other means at the head-end.
This transponder interfaces with legacy network pquipment
Refers to gtand-alone transponder through proprietary means.
Tvoe 1 equipment (fegacy or new), which can . . )
yp be up§raded to support the Type 1 is a standards-compliant transponder (either
spekifications manufactured to thg standar.d or upgrgded) Fhat onnects to
legacy network equipment via a proprietary interface.
This transponder interfaces with network equipmient
designed to support the electrical and physical
Type 2 Refers to a stand-alone, compliant specifications defined in the standards.
trancnandae
LA It can be factory or field-installed.
Its RF connection is independent of the monitored NE.
This transponder interfaces with network equipment
designed to support the electrical specifications defined in
the standards.
Refers to a stand-alone or embedded, It may or may not support the physical specifications
Type 3 defined in the standards.

compliant transponder.

It can be factory-installed. It may or may not be field-

installed.
Its RF connection is through the monitored NE.

2 Normative references

None.
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3 Terms, definitions and abbreviations

For the purposes of this document, the following definitions apply.

3.1 Terms and definitions

3.2

data link layer (DLL)

layer 2 in the Open System Interconnection (OSIl) architecture; the layer that provides
services to transfer data over the physical transmission link between open systems

3.3
forwarld spectrum
pass band of frequencies in HFC cable systems with a lower edge of between 48-MHz and
87,5 MHz, depending on the particular geographical area, and an upper edge that is typically
in the fange of 300 MHz to 860 MHz depending on implementation

3.4
full spectrum
combined forward and return spectrums in HFC cable systems and excludes any guard [band

3.5
guard |band
unused frequency band between the upper edge of theusable return spectrum and the lower
edge df the usable forward spectrum in HFC cable systems

3.6
netwofk element (NE)
active plement in the outside plant (OSP) that\s capable of receiving commands from g head-
end el¢ment (HE) in the head-end and, as;necessary, providing status information and falarms
back t¢ the HE

3.7
open’_}ystem interconnection(OSl)

a framework of the International Organization for Standardization (ISO) standairds for
commuynication between multi-vendor systems that organizes the communication process into
seven [different categorjes-that are placed in a layered sequence based on the relationship to
the usger. Each layer(uses the layer immediately below it and provides services to the layer
above|Layers 7 through 4 deal with end-to-end communication between the message [source
and dgstination,<nd layers 3 through 1 deal with network functions

3.8
organizationally unique identifier (OUI)
a 3-octlefEEE assigned identifier that can be used to generate universal L AN MAC addresses
and protocol identifiers per ANSI/IEEE standard 802 for use in local and metropolitan area
network applications

3.9

physical (PHY) layer

layer 1 in the open system interconnection (OSI) architecture; the layer that provides services
to transmit bits or groups of bits over a transmission link between open systems and which
entails electrical, mechanical and handshaking procedures

3.10

return spectrum

pass band of frequencies in HFC cable systems with a lower edge of 5 MHz and an upper
edge that is typically in the range of 42 MHz to 65 MHz depending on the particular
geographical area
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3.1

transponder

device that interfaces to outside plant (OSP) NEs and relays status and alarm information to
the HE. It can interface with an active NE via an arrangement of parallel analogue, parallel
digital and serial ports

3.12 Abbreviated terms

CCITT  Comité Consultatif International de Télégraphie et Téléphonie
(ITU — International Telecommunication Union)

CRC Cyclic Redundancy Code

DLL Data Cink Cayer

EMS Element Management System
FCS Frame Check Sequence

HE Head-end Element

HEX Hexadecimal

HFC Hybrid Fibre Coax

HMS Hybrid Management Sub-Layer (defined in the standafd)

/G Individual / group address bit

IEEE Institute of Electrical and Electronics Engineers
IP Internet Protocol

ISO International Organization for Standardization
LSB Least Significant Bit

MAC Media Access Control

MIB Management Information Base

MSB Most Significant Bit

NE Network Element

OSI Open System Interconnection

OSP Outside Plant

Ooul Organizationally Unique Identifier
PDU Protocol-Data Unit

PHY Physical

POSIX (< Portable Operating System Interface
RF — Radio Frequency

RFC Request for Comment

RSVD Reserved

SNMP  Simple Network Management Protocol
TOD Time-of-Day

UART Universal Asynchronous Receiver/Transmitter

UDP User Data-gram Protocol


https://iecnorm.com/api/?name=9f9053ceb20a8330bb214b0256265cc4

- 10 -

60728-7-2 0 IEC:2003(E)

4 Reference architecture forward and return channel specifications

The reference architecture for the series of specifications is illustrated in Figure 1.

1 1 Fiber Node 1
1 1 1
RF : Optical RF : RF
! Laser iverf™ spiitter | RECEIVER
TRANSMITER [ \ RF Amplifier Chain —@—> Receiver[>] Splitter :
: . Headend
M Stgatu§ ! 3 ! ! Status
onitoring - . h | o
Device -| Diplexer” |- ° ! Monitoring
1 1 < 1 Equipment
i i | i
RF I 1 Optical RF 1 RF|
rRepever | i Receiver “®_ Laser [«{combined®|-fRANSMITER
1 1 I
1 1 I
i i i
B C A
* The diplexer filter may be included as part of the network element to which the
transponder interfaces, or it may be added separately by the network operator. IEC 2203/03
Figure 1 — Reference architecture diagram

All qugntities relating to forward channel transmissionor reverse channel receptipn are

measufed at point A in Figure 1. All quantities relating toforward channel reception or reverse

channgl transmission are measured at point B for two-port devices and point C for single-port

devicep as shown in Figure 1.

5 Media access control layer specification

5.1 Dverview

This clause describes the MAC protocol. Some of the MAC protocol features include:

e support for transaction-based message exchange over the HFC forward and retyrn RF
chgnnels. Transactions\can be initiated by either the HE or the NE; support for trangport of
muftiple network PBU types over the HFC forward and return RF channels including, but
nof| limited to, |IP. over serial and SNMP over serial;

« extensions provided to support future transport of other network PDU types;

« efficient use/of HFC forward and return RF spectrum through central HE management of
NE|transmission opportunities.

511 Definitions and conventions

5111 Separate forward and return channels

The one-way communication channel from the HE to a managed OSP NE is referred to as the
forward channel. The one-way communication channel from a managed OSP NE to the HE is
referred to as the return channel. Both the forward and the return channels are placed on
specific centre frequencies. The forward and return channels’ centre frequencies are different.
Since the NEs only listen to the forward channel, they cannot listen to return channel
transmissions from other NEs. This channel separation is a result of the sub-band split
between the forward and return portions of the typical HFC plant spectrum.
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5.1.1.2 Single forward and return path channels per MAC layer domain

To keep management of carrier frequencies simple, each status monitoring system has a
single forward channel and a single return channel. This does not preclude the use of multiple
monitoring systems, each with its own individual forward and return RF channels.

A MAC layer domain consists of a single forward RF channel and a single return RF channel
over which a single MAC layer bandwidth allocation and management protocol operates. It
includes a centralized HE and multiple compliant transponders interfacing to managed OSP
NEs. The centralized HE may support multiple HMS-based status monitoring systems, i.e.
multiple MAC layer domains. Each OSP NE must only access a single forward channel and its
associated single return channel, i.e. it must only operate within a single HMS MAC layer
domain.

5.1.1.3 Network element (NE) term usage

The HMS MAC layer supports bandwidth management and reliable communiCations bgtween
a HE and multiple compliant transponders that interface to managed OSR NEs. Throughout
this standard, the terms “compliant transponder”, “transponder’A'and “NE” arg used
interchangeably when describing the MAC processes that support.-the exchange of dgata or
other ipformation between two or more entities at the DLL.

51.1. Packet

A pacHet is a unit of data exchanged between the HE and any of a number of managegd OSP
NEs affthe DLL. Packets are strings of bytes that candévsent contiguously or be separated by
periods of silence. Document Outside Plant Status Monitoring — Physical (PHY)| Layer
Specification describes specific byte transmissionnmodes that must be implemented |n both
forwardl and return channels. A MAC packet_consists of a MAC header, a variableflength
payload, and a frame check sequence (see 5:3).

5.1.1.5 Most significant byte

Unlesq otherwise specified, it is assumed throughout this standard that the left-most gntry in
any numeric value is the most significant, i.e. for the address represented as 12-34-56{78-9A-
BC thd left-most entry ‘12’ is the'most significant value.

5.1.1.6 Byte number.-representation

Throughout this standard, bits labelled ‘O’ are the least significant bits (LSBs) apd bits
labelled ‘7’ are the most significant bits (MSBs). The bits in a given byte will be describgd with
bit 7 (MSB) at"the left and bit 0 (LSB) at the right. This convention has been adopted for
prese;itation purposes only and has no effect on the actual bit transmission order. Bit

transmlission)order details are provided in 5.2 of this standard.

51.1.7 Reserved bits

A number of bits are indicated with the word “Reserved” or the abbreviation “RSVD” in the
various MAC packets described in this standard. Any receiving NE must ignore these bits
when implementing this version of the MAC protocol.

5.2 MAC packet transport
5.2.1 Byte transmission format

Bytes transmitted over both forward and return channels are ten bits in length. They contain
one start bit, eight bits of data, and one stop bit. The start bit has the binary value ‘0’, and the
stop bit has the binary value ‘1.’
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5.2.2 Byte transmission order

Fields consisting of multiple bytes, i.e. a MAC address will have the most significant byte
transmitted first. Any exceptions to this rule will be specifically noted in this standard as
necessary.

5.2.3 Bit transmission order

The LSB of a single byte, bit 0, is always transmitted first following the start bit. The MSB of a
single byte, bit 7, is always transmitted last followed by the stop bit. The transmission order is
summarized in Figure 2.

sent first sent last
stayt bit (0) bit 0 bit 1 bit 2 bit 3 bit 4 bit 5 bit-6 bit 7 stop bit (1)
LSB MSB

IEC 2294/03
Figure 2 — Bit transmission order
NOTE |In the NCTEA S-006, eleven bits data format is used as follows:

— start bit(0);

— LSB bit(0) ~ MSB bit(7);

— parity bit;

— stop bit(1).

5.2.4 Transmission timing

5.2.4.1 Forward channel packets

5.2.4.11 Timing

Forwand channel packets shall be.trafismitted in such a manner that

a) no two bytes within a packetyare separated by more than 3 ms, and

b) thelentire packet must be transmitted within 120 % of the shortest time for that frame. The
shqgrtest time is defined as the time for transmission of the packet with no gaps between
bytes.

5.2.4.2 Returfi channel packets

5.2.4.21 Front porch

NE transmission of the first byte of a message shall begin within a window of twa ahd five
byte times after the transmitter power reaches 90 % of its final value. Until the first byte is
transmitted, the frequency will rest on the ‘mark’ frequency. This is standard Universal
Asynchronous Receiver/Transmitter (UART) transmission. The front porch ensures that the
receiving UART can be cleared of all framing errors prior to the start of reception of valid
data.

5.24.2.2 Timing

Return channel packets must be transmitted in such a manner that no two bytes within a
packet are separated by more than 260 us (1 byte time). All bits within a single byte shall be
immediately contiguous; there shall be no gaps at bit boundaries within a byte.
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5.3 MAC packet structure

MAC packets consist of a MAC header, a variable-length payload, and a two-byte frame check
sequence. Packet structure and sizes are identical for both forward and return channel
packets. MAC packet structure is illustrated in Figure 3.

Start End

Synch Control Address Sequence Length Payload FCS

IEC 2295/03

Figure 3 — MAC packet structure

All MAC packets must have the general format as described in Table 2.

Table 2 — Generic MAC packet structure

Field name Length (bits) Subclause
Synch 8 5.3.1
Control 8 5.3.2
Address 48 5.3.3
Sequence 8 5.3.4
Length 16 53.5
Payload N 5:3.6
FCS 16 5.3.7

5.3.1 Synch

The synch field consists of a single byte-and identifies the start of the MAC layer pagket. It
shall be set to OxAS5.

5.3.2 Control

The cantrol field consists of a‘single byte and defines the type and format of the payload field.
The biF definition of the control byte is shown in Figure 4. The control field also serpes, in

conjungtion with the synch, length and FCS fields, as a packet delimiter as described in[5.4.
Bift 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bif 0
RSYD3 RSVD2 RSVD1 RSVDO Protocol
IEC 2296/03

Figure 4 — MAC header control byte — bit definition

5.3.2.1 Protocot(bits3:0)

The four-bit protocol field indicates the type of protocol to be used to interpret the payload
field of the MAC layer packet. In addition, the protocol field allows the message service
handler to pass messages with alternative protocol values to other upper layer processes
without having to unravel the entire message. The value represented by the protocol field
shall be as assigned in Table 3.
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Table 3 — Protocol field values

Description Binary value
MAC management message 0000
SNMP over serial (see note below) 0001
IP over serial 0010
SNMP trap over serial 0011
Available for future use 0100 to 1111 2

NOTE This is SNMPv1 as defined by RFC 1157. However, the UDP and IP protocols
are not used for this implementation. Thus. all references by RFC 1157 to UDP are not
relevant. Subclause 3.2.4 of RFC 1157 explains how the SNMP mechanisms are
suitable over different transport protocols. Clauses 4 and 4.1 of RFC 1157 explain this
further. In fact, in 4.1, the RFC states: “Other transport services may be used to support
the SNMP.”

@ Protocol 0101 is not allowed to prevent accidental creation of a synch byte (0xA5):

5.3.2.2 RSVDx (bits 7:4)

The bifs identified as RSVD are reserved for future use. They must be set to 0.

5.3.3 Address

The Address field consists of six bytes. It is used to addréss devices on a unicast, multicast,
or bropdcast basis. The address field follows the MEEE Organizationally Unique Idgentifier
(OUI) [Std 802 usage for a Universal address. For clarity, this standard conforms [to the
addregs documentation suggested by the IEEE as'follows:

a) each byte is represented as a two digit hexadecimal numeral (with no radix identification)
using leading zeroes where the first (Ieft-most) digit of the pair is the most significant.
b) eacth byte is separated by hyphens, with the most significant byte in the left-most pgsition.

An exgmple address is 00-AA-BB-00-43-21.

A universal address is a sequéence of six bytes. The first three take the values of th¢ three
bytes ¢f the OUI in order.\Fhe last three bytes are administered by the assignee. The|binary
represgntation of an address is formed by taking each byte in order and expressing it as a
sequence of eight bits,)LSB to MSB, left to right. For example, the OUl AC-DE-48 cquld be
used tp generate theraddress

AC-DE-48-00-00-80

Whos¢qg binary representation is:

First byte of Second byte of Third byte of
Ooul Oul Oul
0011 0101 0111 1011 0001 0010 0000 0000 0000 0000 0000 0001
|
1/G Address bit
| | | | | I I I | | | |
LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB

C A E D 8 4 0 0 0 0 0 8

The first (left-most) bit in the binary representation of the MAC address is the I/G
(Individual/Group) Address Bit. This bit is the LSB of the most significant byte. When set to 0
as shown above, it indicates an individual address. It may be set to 1 in an address allocated
by the assignee to indicate that that address is a group address. For example, the same OUI
above could be used to generate the group address.
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AD-DE-48-00-00-80

First octet of Second octet Third octet of
oul of OUI oul
1011 0101 0111 1011 0001 0010 0000 0000 0000 0000 0000 0001

I/G address bit
| | | I I | | | |
LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB LSB MSB

D A E D 8 4 0 0 0 0 0 8

The address shall be transmitted the most significant byte first and the least significant byte
last.

5.3.3.1 Unicast

The Unicast address is the unique address assigned to a particular NE. An,NE transm[ltting a
messapge places its unicast address in the Address field, most significant byte first. This
addregs is completely unique across all manufacturers. By definition, the /G bit is set tq 0.

Each yendor shall obtain an address prefix, or OUI, from the |EEE and assign a junique
address using this prefix to each HMS-compliant transponder at‘\time of manufacture. [This is
the Unlicast address for that NE. This standard places no restriction on the number of DUIs a
single |[manufacturer may obtain as the IEEE governs that:An OUI assignment allows the
assignge to generate approximately 16 million addresses<by varying the last three octets.

5.3.3.2 Broadcast

A mesfsage with a broadcast address is intended for all NEs that receive it. All NEs must
suppoit the broadcast address. The broadcast‘address is FF-FF-FF-FF-FF-FF.

5.3.3.3 Multicast

The mylticast address follows the |JEEE Standard 802 for indicating a group Address, |.e. the
I/G addiress bit is set to 1.

A mulficast address defines.a group to which zero, one, or more than one NE ha$ been
assigned by a higher leyél:management system. An NE maintains a list of multicast adct)esses
to whigh it will respond.“\An NE is a member of a particular multicast group if at least ong of its
provisipned multicast addresses matches that particular multicast address. The assignment
and ugage of multicast addresses is out of the scope of this standard. However, exgamples
might Ibe fault jselation, frequency changes, and firmware downloads.

All NEp must support a minimum of four (4) multicast addresses not counting the brgdadcast
addregs\This standard places no maximum limit on the number of multicast address groups
an NE may support.

Multicast addresses are not assigned at manufacture. The network provider provisions
multicast addresses into the NE. The method for this provisioning is out of the scope of this
standard. To avoid accidental assignment to the wrong multicast address, all multicast
addresses held at the NE shall default to the broadcast address prior to provisioning.

5.34 Sequence

The MAC protocol is transaction-based, i.e. every originating message from a “requestor” has
a corresponding response from the “responder” regardless of which device originated the
message. The sequence field consists of a single byte and defines a message sequence
number to ensure message exchanges are synchronized. In order to handle possible loss of
messages in either the forward or the return channel, and to avoid duplication of messages at
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the application layer, all messages have a sequence number. The bit definition of the
sequence byte is shown in Figure 5.

Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

SYN MSGSEQ

IEC 2297/03

Figure 5 — MAC header sequence byte — bit definition

53.41 MSGSEQ (Bits 6:0)

nge for

he I/G
NE for
bssage
E shall

always process broadcast or multicast messages regardles$.of sequence number;

d) NE-originated transactions will have bit 6 of the MSGSEQ-field set to 0. Thus, the rapnge for
the INE is 0x00 through 0x3F with wraparound to 0x00;

e) as a requestor, the NE can have only a single originating message requiring a regponse
outgtanding at any time (see 6.8). Thus, the NExonly needs to track the sequence number
for this single value;

f) the [MSGSEQ field is incremented by the‘originator of the number. The sequence number
shall be incremented only:

1) |when a response is received with a matching sequence number (excluding the SYN
bit, see 5.3.4.2), or

2) |when a requestor’'s maximum allowed number of MAC layer transmission retries has
been exceeded. The MSGSEQ shall not change if a message must be retransmijtted at
the MAC layer, which occurs only when a response or acknowledgement has ngt been
received within a pre-determined timeout window, and the maximum allowed number of
MAC layer transmission retries for this message has not been exceeded. See clause 6
of this standard for additional details on MAC protocol operation;

g) thel respondingientity shall save the sequence number of the last received message
dirgcted to ts‘unicast address and perform one of the following:

1) | if thesMSGSEQ field is different from the last one seen, the responder should grocess
the ‘'message, form a response if one is required, and send it. The responding entity
shall take the value of the sequence number in the MSGSEQ field from the nequest
and place it in the MSGSEAQ field of its response,

2) if the MSGSEQ field is the same as the last one seen, the responder knows that its
last response was not received and it should resend the response. The responder
should not process the message again. It must simply resend the previously
transmitted message. The responding entity shall take the value of the sequence
number in the MSGSEQ field from the request and place it in the MSGSEQ field of its
response;

h) if the responding entity has been reset, it shall process the first received message
directed to its unicast address regardless of the value in the MSGSEQ field.

NOTE A possible implementation refinement to ensure subsequent message exchanges are synchronized is to
initialize the “last sequence number” to an out-of-range value that a requestor cannot possibly support. This would
guarantee that the first message from a responder after a reset always has a unique sequence number associated
with it that forces the requestor to re-issue the original request thus ensuring message exchange re-

synchronization.
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5.3.42 SYN (Bit7)

The following rules govern the selection of the SYN bit value and elicited behaviour:

a) after a device (HE or NE) is reset, it shall set the SYN bit to 1 in every packet it originates
and sends to a given responder until the first correct response is received from that
responder. When the SYN bit is set to 1 by a requestor, the responder is not to verify the
MSGSEQ field in the message. The MSGSEQ field contained within the packet is to be
used by the requestor as the last received value. This will synchronize the responder to

the

current requestor sequence number;

b) the SYN bit shall always be set to 0 when responding to a request. When the SYN bit is

set

toQ hy a rnqnncfnn the rncpnndnr is-to \/nrify the MSGSEQ field in the pnnkn’r

Clausq 6 of this standard provides additional information on the use of the sequence

also in

5.3.5

The le

cludes a sample message exchange for illustration purposes.

Length

ngth field consists of two bytes and specifies the number of bytes, in the payload

the MAC layer packet. Although the theoretical maximum payload length is 65 535 byt

and s
trans

absol:}e maximum message length that may be transmitted (including all message ov

issions before automatic RF transmission cut-off is ivoked. An Outside Plant

Monitaring - Physical (PHY) Layer Specification document requires that co

transp
transp

An im

bnders support automatic RF transmission cut-off\en the return channel to shu
bnders that have failed with their transmitter ON,

plementation of this protocol need not ‘accept messages whose length e

484 bytes. However, it is recommended that”implementations support larger me

whene
length

5.3.6

ver feasible. Synch bytes inserted in the payload do not count towards the m
see 5.4.3.

Payload

The pdyload field contains the.data delivered to/from the higher layer protocols.

5.3.7

The F
appen
the sy
Synch
includ
comp

Frame check sequence (FCS)

CS field consists of two bytes. It is CCITT CRC-16 as documented in RFC
ices C.1 and C.2. The CRC calculation is performed over the entire packet, ex
ch field,{but including the control, address, sequence, length, and payload
byte insertions for achieving transparent throughput of all data (see 5.4.3) ar
d ip-'the CRC calculation.The final value obtained from the CRC calcula
meénted and transmitted least significant byte first. The following example illu

A5 00 00 10 3F 00 43 214900 01 021D 1C

field. It

field of
es, the
erhead

nch byte padding) will be determined by the maximyum, duration of return dghannel

Status
pliant
down

kceeds
5sages
bssage

1662,
cluding
fields.
e NOT
tion is
strates

The FCS for this message is calculated to be O0XE3E2. When complemented, the value is

0x1C1

D. This is then transmitted least significant byte first (Ox1D, 0x1C).
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MAC packet delimiters

003(E)

The synch, control, length and FCS fields are used to delimit a packet and indicate its
integrity.

5.4.1

Packet start

Detection of a synch byte followed by a non-synch byte will identify the start of a packet.
Characters received after the end of a packet (see 6.4) but prior to detection of a new synch
byte and a non-synch byte combination shall be discarded.

5.4.2
The ex

byte. T
be disq

5.4.3

In ordq

is necgssary to distinguish a true synch byte from any other byté in the payload that

same

after any data byte having a value of 0xA5. This rule shall ‘apply to the address, seq

length
synch
the pa

—Paeket-end
act location of the FCS and the end of the packet can be calculated from-the

he integrity of the packet is checked using the FCS. Packets with an invalid FC
arded. Packets with a valid FCS, but with invalid content will also be discarded.

Synch byte padding
r to ensure message synchronization and obtain data transparency in the mess
alue. To accomplish this, a transmitting device (NE or®HE) will insert the synd
payload, and FCS fields but not to the synch andscontrol fields. This ensures t

byte and non-synch byte combination will never¢be found together in the remai
Cket.

After

from apy two-byte sequence that contains back-to-back synch bytes [0xA5, 0xA5]. If
synch pyte is detected within the packet, the data up to that point shall be discarded &
receiver shall begin the packet delimitation process again, using the newly received 0
the start of packet indicator.

Synch
are no

5.5

MAC
illustra

The pr

etection of the start of a packet, the receiver of the packet will remove one syn

bytes added for data transparency are not counted toward the length of the pack
included in the FCS calculation for a packet by either the sender or the receiver

MAC protocol data-units (PDUs)

PDUs are contained in the payload field of the message. MAC PDU struc

length
S shall

age, it
as the
h byte
uence,
hat the
nder of

h byte
single
nd the
XAS as

et, and

ture is

ted in Figure 6.
Payload Payload+1 Payload+n
I CMD ‘ Data ‘ Data ‘ Data ‘ Data Data
: - & IEC 2298/03
—Frg-m‘e—ﬁ-——M-A&P-B-U—su ucture

esence of the data fields depends on the PDU.

The PDUs defined for the MAC layer are listed in Table 4. Since all MAC layer messages are
transaction-based, a list of possible transactions is shown in Table 5.
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Table 4 - MAC PDUs

PDU Name CMD Subclause
NAK 0x00 5.5.1
ACK 0x01 5.5.2
STATRQST 0x02 5.5.3
STATRESP 0x03 5.5.4
TALKRQST 0x04 5.5.5
TALK 0x05 5.5.6
CONTMODE Ux06 0.9./
REG_REQ 0x07 5.5.8
SET_ADDR 0x08 5.5.9
REG_END 0x09 5.5.10
CHNLDESC 0x0A 5.5.11
INVCMD 0x0B 5.5.12
TIME 0x0C 5.5.13

Table 5 — Possible MAC protocol transactions

Qriginator PDU Responder Possible responsles
HE STATRQST NE STATRESP
HE CONTMODE NE ACK or
INVCMD
HE TALK NE NAK
REG_REQ
INVCMD
Non-MAC protocol megsage
HE SET_ADDR NE ACK
INVCMD
HE REG tEND NE ACK or
INVCMD
HE CHNLDESC NE ACK or
INVCMD
HE TIME NE ACK
NE TALKRQST HE ACK

only message restriction at this time is that SNMP traps shall not be transmitted by t
prior to registration completion as signalled by reception of a successful REG_END PDU from
the HE (see 5.5.10). Additionally, there is no restriction on SNMP Get, GetNext, and Set

requests.

5.5.1 NAK

The NAK PDU is a possible NE response to the HE TALK PDU. The NAK PDU has the format

shown in Table 6. Description of the use of this message can be found in A.5.5.

d. The
he NE
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Table 6 — NAK PDU format
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Field

Size (bytes)

Value

CMD

1

0x00

ACK

The ACK PDU can be originated by the HE or the NE. The ACK PDU has the format shown in

Table 7.

Table 7 — ACK PDU format

Field

Size (bytes)

Value

CMD

1

0x01

Only upicast addresses can be used with the ACK PDU. Additional details on the use] of the

ACK PDU can be found in A.5.5.

5.5.3

STATRQST

The STATRQST PDU is originated by the HE. The expectedyresponse is a STATRESRF PDU.

The STATRQST PDU has the format shown in Table 8.

Table 8 — STATRQST.PDU format

Field

Size (bytes)

Value

CMD

1

0x02

Only upicast addresses can be used with the STATRQST PDU.

5.5.4

STATRESP

The STATRESP PDU is the NE response to a HE STATRQST PDU. The STATRESP PDU has
the fofmat shown in Table 9. The STATRESP PDU has a one-byte STATUS Dafa field
associpted with it. The-STATUS Data field bit definition is shown in Figure 7

Table 9 - STATRESP PDU format

Field Size (bytes) Value
CMD 1 0x03
STATUS 1 See Figure 7
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
RSVD3 RSVD2 RSVD1 MINOR MAJOR CNTCUR CNTNRM CHNLRQST

Note that this STATUS byte is identical to the common NEStatus variable.

Figure 7 — STATRESP STATUS byte — Bit definition

IEC 2299/03
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5.5.4.1 CHNLRQST (bit 0)
The CHNLRQST bit indicates when the NE has unsolicited messages it wants to transmit to

the HE. See Table 10 for the bit value definitions. See Figure 9 for the state diagram
governing the actions and usage of contention.

Table 10 - CHNLRQST bit settings

Value Meaning

0 NE has no unsolicited messages to transmit.

1 NE has unsolicited messages that will be transmitted when the return channel is allocated a transmit
opporttRy-with-a—T-AEKPBU—aspermitted-by-theregistration-state

Until gn NE is registered, only a REG_REQ PDU can be generated (see(5:5.8) After
succegsful registration (REG_END with SUCCESS status, see 5.5.10), the CHNLRQST bit
shall be set for any non-MAC messages that are to be transmitted (e.g. SNMP’traps).

5.5.4.2 CNTNRM (bit 1)

The CNTNRM bit indicates the “normal” state of contention, asset by the last CONTMODE
PDU njessage (see 5.5.7). See Table 11 for the bit value definitions.

Table 11 — CNTNRM bit settings

Valug Meaning
0 The “normal” mode of contention is OFF for thistNE.
1 The “normal” mode of contention is ON for this’NE.

5.5.4.3 CNTCUR (bit 2)

The CNTCUR bit indicates the_.“‘current” state of contention, as set by the last CONTMODE
PDU njessage (see 5.5.7). Seg TFable 12 for the bit value definitions.

Table 12 — CNTCUR bit settings

Valug Meaning
0 Contention‘is OFF for this NE.
1 Contention is ON for this NE.

5.5.4.4 MAJOR (bit 3)

The MAJOR bit indicates whether alarms with a major severity are present in the NE or in the
equipment monitored by the NE. See Table 13 for the bit value definitions.

Table 13 — MAJOR bit settings

Value Meaning

0 No alarms with MAJOR severity are present.

1 Alarms with MAJOR severity are present.
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5.5.4.5  MINOR (bit 4)

The MINOR bit indicates whether alarms with a minor severity are present in the NE or in the
equipment monitored by the NE. See Table 14 for the bit value definitions.

Table 14 — MINOR bit settings

Value Meaning

0 No alarms with MINOR severity are present.

1 Alarms with MINOR severity are present.

5.5.4.§ RSVDx (bit 7:5)

The bifs identified as RSVD are reserved for future use. They must be set to,0,

5.5.5 TALKRQST

The TALKRQST PDU is originated by an NE. The expected HE response is the ACK PDU.

The TALKRQST PDU has the format shown in Table 15.

The TALKRQST is transmitted by the NE onl/y under the following conditions:

a)
b)

Table 15 — TALKRQST PDU format

Field Size (bytes) Value
CMD 1 0x04

thel NE must have unsolicited messages that it wants to transmit.
contention mode must be in the ON state for the NE (C; = 1). See 5.5.7.

Once an ACK PDU response has-been received, the TALKRQST PDU can be trangmitted

again in either of two cases:

a)

the| current contention\mode of the NE has been toggled OFF then ON again using the
CONTMODE PDU ((effectively a new contention period, see 5.5.7). In this cage, the
TALKRQST PDU can be transmitted again since the CHNLRQST bit (bit 0 in status pyte of
the] STATRESR.PDU) is still set; or

thel NE transmitted a NAK PDU in response to a TALK PDU, i.e. the last time the NE was
given permission to transmit it had no more messages to send (see 5.5.6). In thig case,
thel NE,_which previously had no more messages to transmit, now has new outstanding
mefsages and is permitted to generate a new TALKRQST PDU. 1

5.5.6 TALK

The TALK PDU is originated by the HE. The expected NE responses are:

a)
b)
c)

NAK PDU (no more messages to transmit);
non-MAC protocol message (e.g. SNMP trap over serial);
REG_REQ PDU (NE requesting registration, see 5.5.8).

The TALK PDU has the format shown in Table 16. The TALK PDU has a one-byte ACKSEQ
data field associated with it.
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Table 16 — TALK PDU format

Field

Size (bytes)

Value

CMD

1

0x05

ACKSEQ

1

See text

The TALK PDU gives the addressed NE access to the return channel to transmit a single
message. In typical usage, the HE issues a CONTMODE PDU to turn off contention mode,
then issues the TALK PDU to give the clear return channel to the NE. See the transaction

examp

The A
that th
acknoy

If the
the ex
param
TALK

indicat
its last

5.5.7

The C
in Tab
the DU

le illustrated in Table 19.

CKSEQ field of the TALK PDU contains the sequence number of a previous/m
s packet is acknowledging. In the situation where the HE has no previous(mesg
viedge, the ACKSEQ field shall be OxFF.

nessage sequence number in the ACKSEQ data field of the TALK BDU does not
pected number, the NE shall respond with the INVCMD PDU-using the |
pter” error code (see 5.5.12). The expected HE behaviour would\then be to re-i
PDU. The ACKSEQ byte in the TALK PDU will have a seqdence number of O
e that the HE lost track of the sequence numbers. This will cause the NE to retr
response to the HE TALK PDU allowing the HE to resynchfonize correctly.

CONTMODE
DNTMODE PDU is originated by the HE. The, CONTMODE PDU has the format

RATION field both of which are one byte in length.

Table 17 - CONTMODE PDU format

Field Size (bytes) Value
CMD 1 0x06
MODE 1 See Table 18
DURATION 1 Time duration of Cg =1

CONTMODE: MODE

ODE field determines the contention state for the addressed NEs. The expec

bssage
age to

match
invalid
ssue a
XFF to
ansmit

shown

e 17. The CONTMODE PDU has two data fiélds associated with it: the MODE fi¢ld and

ed NE
nd the
e). An

Table 18 — CONTMODE: MODE settings

e value

Value Meaning

0 (OFF) Contention is turned OFF for the addressed NEs. Cy =0, C; = 0.
DURATION has no effect.

1 (ON) Contention is turned ON for the addressed NEs. Cy =1, Cc = 1.
DURATION is meaningful.

2 (INH) Contention is inhibited for the addressed NEs. Cy = unchanged, Cc = 0.
DURATION has no effect.

3 (RES) Contention is restored for the addressed NEs. Cy = unchanged, C¢ = Cy.
DURATION is meaningful for NEs with Cy = 1.
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4 (REG

) Contention is enabled for non-registered NEs. Cy =0, Cc = 1.
DURATION is meaningful for these NEs.

Contention is inhibited for all registered NEs. Cy = unchanged, C = 0.
DURATION has no effect for these NEs.

Cc: Contention mode “current” — the setting of this flag controls whether or not contention is
currently enabled or disabled for the NE. A value of 0 means that the NE is not permitted to
send the TALKRQST PDU.

Cy: Contention mode “normal” — the setting is restored with the MODE value of 3. This flag is
changed only with the OFF and ON MODE values.

Upon NE power up for the first time or NE reset, the state of these flags shall be
Cn=0,C:=0
Figure|9 illustrates the applicable state machine diagrams and describes how these |[modes
are to|be used in the NE. If a MODE value is valid, but not applicable in a given state (as
shown|in the state diagram), it shall not be processed. However, ‘if the NE was addressed
using @ unicast address it shall respond with an ACK PDU.
Table [19 illustrates the use of the CONTMODE PDU,inJthe case of an NE with three
messapes to send. The value in parentheses for the TALK PDU is the value of the ACKSEQ
field.
Table 19 — NE message retrieval example
HE Message To/from NE Message MODE
sequence sequence valug
number number
CQONTMODE ON 00 - * 1
<= A TALKRQST 15 1
AQK 15 -> A 1
CONTMODE INH 00 -> * 0
TALK (OxFF) 43 -> A 0
<- A SNMP trap 1 43 0
CONTMODE RES 00 -> 1
<- A TALKRQST ' 16 1
AQK 16 -> A 1
TALK.(0x43) 44 > A 1
<- A SNMP trap 2 44 1
TALK (0x44) 45 -> A 1
<- A SNMP trap 3 45 1
TALK (0x45) 46 -> A 1
<- A NAK 46 1
New alarm occurs 1
<- A TALKRQST * 17 1
ACK 17 ->
' Case 1: New contention window.
2 Case 2: New alarms after a NAK, same contention window.
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5.5.7.2 CONTMODE: DURATION

When a CONTMODE PDU is issued which changes the state of C. to 1, the DURATION field
specifies the number of seconds that this mode will be active. Specifically, the DURATION
field has meaning for the ON, RES, and REG modes. This field has no meaning when the
state of C; will be set to 0. Note that if a RES mode is issued and C. is set to 0, the
DURATION field, though valid, has no effect. A value of 0 in the DURATION field indicates
unlimited time.

If the duration timer is active, i.e. a previous CONTMODE PDU with MODE setting and
DURATION value has started the timer, and a new CONTMODE PDU with a new MODE
setting and DURATION field is received, the timer is restarted using the new DURATION field

value.

The duration timer acts as a “master shutoff’ meaning that once the DURATION [period
expires a state change to Co = 0 occurs. This action is identical to using |all MAQ layer
transmlission retries (see Clause 6). When this occurs, the NE shall not transmit any [further

The D

PDU setting Cc = 0 that is not received by the NE. In this case, the DURATION fig

TALKF%
expirafion of the DURATION period will have the same effect.

QST packets. Note that any CONTMODE PDU which explicitly setsHC = 0 priof

JRATION field protects against the possibility of the HE transmitting a CONT|

to the

MODE
Id and

timer-dctivated shutoff action provides an NE-based failsafe_backup mechanism to prevent
unwanted transmissions.

5.5.8 REG_REQ

The REG_REQ PDU can be generated by an“NE in response to the TALK PDY. The

REG_H
IP_AD

REQ PDU has the format shown in Fabile 20. The REG_REQ PDU has a fo
DRESS data field associated with it.

Table 20 =*\REG_REQ PDU format

Lir-byte

Field Size'(bytes) Value
CMD 1 0x07
IP_ADDRESS 4 IP address programmed into the NE (IPv4
only)
The NE transmits¢he ' REG_REQ only after it “boots” (power-up, hard or soft reset, et¢.) The
NE usges this meSsage to register it in the system. This message may be transmittgd only

when

he contention state is non-REG (see Figure 9). Note that if a REG_END H

DU is

received when this message is waiting to be transmitted, it will cause the NE to cangel the
transnTission of this message (see 5.5.10). See clause A.7 for more details about thT auto-
registration-process-

5.5.9

SET_ADDR

The SET_ADDR PDU is originated by the HE. The expected NE response is the ACK PDU.
The SET_ADDR PDU has the format shown in Table 21. The SET_ADDR PDU has a four-byte
IP_ADDRESS data field associated with it.

Table 21 — SET_ADDR PDU format

Field Size (bytes) Value
CMD 1 0x08
IP_ADDR 4 Appropriate
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The HE transmits the SET_ADDR command to set the IP address of the NE. The value for

IP_AD

DR can be:

a) address 0.0.0.0 for an NE in a proxy system; or

b) a real IP address. How this IP address is determined or obtained by the HE is beyond the
scope of this standard. This could be the IP address received with the REG_REQ PDU,

i.e.

the HE is setting the NE to the IP address already programmed into the NE; or

c) the IP address of the HE (only in a proxy system).

The following ranges of IP addresses are reserved and define sets of invalid IP addresses for
the NEs:

a) 224

The IP

Only ynicast MAC addresses may be used with this command.\(The NE must dis
SET_ADDR command if a MAC multicast address or the MAC broadcast address is usse
NE shall respond with an INVCMD PDU if any of the following ececurs:

a) ift
IN

anything about the validity of the IP address, but rather the ability of the NE to save
address in non-volatile memory; or

b) if t
res

5.5.10

The R

REG_END PDU has the format shown in Table 22. The REG_END PDU has two dat

associ

address of the NE must not be set within any of the above ranges-

ne NE was unable to set its IP address as indicated, the NE shall respond v

.0.0.0 — 239.255.255.255. This address range is reserved for IP multicast achresses
(clgss D); and

b) 24(0.0.0.0 — 255.255.255.255. This address range is reserved for future use(class E

card a
d. The

vith an

CMD PDU with the “undefined error” value (see(5,5.12). Note that this does not imply

bted with it: a one-byte STATUS field and a four-byte TOD field.

Table 22 - REG_END PDU format

Field Size (bytes) Value
CMD 1 0x09
STATUS 1 See Table 23
TOD 4 Time of day in POSIX format, most
significant byte first

the IP

he NE is commanded to set its IP addsess to an invalid IP address, the NE shall
[pond with an INVCMD PDU with the “invalid parameter” value (see 5.5.12).

REG_END
FG_END PDU is originated by the HE. The expected NE response is the ACK PD[U. The

fields

5.5.10.1 REG_END:STATUS

The REG_END PDU is transmitted by the HE upon completion of NE registration. The
STATUS field indicates NE registration status. Defined STATUS field settings are shown in
Table 23.

Table 23 — REG_END: STATUS settings

Value Meaning

SUCCESS. Registration succeeded.

The NE must continue its start-up sequence.
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1 DENIED. Registration has been denied.

The NE may optionally use the CHNLDESC PDU mechanism (see 5.5.11) to search for another
channel, or it may request registration on this channel again.

2 FAILED. Registration failed.
The NE must wait until the next registration opportunity (CONTMODE REG).
3 PENDING. Registration is pending.

The NE has found the correct HE but the HE is not yet ready to process this NE. The NE must not
send any further registration requests. The NE must not send any SNMP traps or perform alarm
processing.

Receipt of the REG END PDU with a STATUS value of 0 (SUCCESS) shall change the
contention state to REG (see Table 18 and Figure 9). Additionally, if the NE has a),pending
REG_REQ PDU waiting to be transmitted, receipt of the REG_END will clear this)y"pending
request.

The NE shall be permitted to send SNMP traps and may perform alarm processing only upon
receiving a STATUS of 0 (SUCCESS). If a REG_END PDU with STATUS of 3 (PENDING) is
receivgd by the NE, the NE must still wait for reception of a REG_END"PDU message with
STATUS of 0 (SUCCESS).

Upon feception of a REG_END PDU with a status of PENDINGy the NE shall remain|in that
state for a maximum period of 1 h. At the end of that time, if the NE is still in that state, |it shall
return fo the non-registered OFF state.

Upon fleception of a REG_END PDU with a status of 'SUCCESS, the NE shall not redognize
any further REG_END PDU commands. If a unicastyaddress was used, the transpondegr shall
respond with an INVCMD PDU with the “invalid parameter” error code (see 5.5.12).

5.5.10]2 REG_END: TOD

The TQD field shall contain the time in POSIX format (see A.2) with the most significapt byte
first. The NE is required to synchronize its internal time-of-day clock to this time. This ffield is
alwayg valid regardless of the valuge of the STATUS field.

5.5.11| CHNLDESC

The CHNLDESC PDU-isJoriginated by the HE. The expected NE response (unicast address
only) is the ACK PDY. The CHNLDESC PDU has the format shown in Table 2§. The
CHNLDESC PDUShas two Data fields associated with it: the FORWARD field apd the
RETURN field both of which are four bytes in length.

Table 24 - CHNLDESC PDU format

Field Size (bytes) Value
CMD 1 0x0A
FORWARD 4 Forward channel frequency in use for this channel (centre frequency in Hz)
RETURN 4 Return channel frequency in use for this channel (centre frequency in Hz)

The CHNLDESC is transmitted by the HE under any of the following conditions:

a) periodically, at least every 30 s, with a +5 s tolerance, using the broadcast address. This
is used by the NE to automatically find the proper forward and return channels in use.

b) anytime forward or return channel

frequencies are changed. In this case, it is

recommended that the message be transmitted several times in sequence. There are no
address restrictions in this mode. If a unicast address is used, the NE must send an ACK
PDU in response.
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The NE shall always process this PDU if it belongs to the addressed group. If either of the
frequencies specified in the PDU are invalid for the NE, then

a) the

NE shall not change either frequency; and

b) if a unicast address was used, the NE will reply with the INVCMD PDU using the “invalid
parameter” error code (see 5.5.12).

The NE shall implement a failsafe mechanism to recover from loss of forward channel
frequency due to a requested frequency change. The recovery method used shall be
determined by the vendor. The method used to determine loss of forward frequency shall also
be determined by the vendor.

5.5.12

The IN
messa
INVCM
data fi

5.5.12

This message is transmitted by the NE .with the REASON field indicating various

conditi

INVCMD

VCMD PDU can be originated by the NE in response to a command fromthé HE
ge is transmitted only if a unicast address was used in the originalhmessage

pld associated with it.

Table 25 — INVCMD PDU format

Field Size (bytes) Value
CMD 1 0x0B
REASON 1 Reason code (see{Table 26)

1 INVCMD: REASON

pns. Defined REASON field codes.@re listed in Table 26.

Table 26— INVCMD: REASON codes

Value Meaning Response to

0x00 Undefined error CHNLDESC: unable to execute
SET_ADDR: unable to execute '

0x01 Invalid/parameter CHNLDESC: invalid frequencies
CONTMODE: invalid MODE
TALK: invalid ACKSEQ number
REG_END: invalid STATUS
SET_ADDR: invalid IP address

5.5.13

' Parameters are valid but the transponder cannot execute the command for other reasons

(e.g. non-volatile write did not succeed)

TIME

. This
. The

D PDU has the format shown in Table 25. The INVCMD PDU has a oné-byte REASON

error

The TIME PDU is originated by the HE at its discretion. The expected NE response is an ACK
PDU only if a unicast address is used. The TIME PDU has the format shown in Table 27. The
TIME PDU has a four-byte TOD data field associated with it.


https://iecnorm.com/api/?name=9f9053ceb20a8330bb214b0256265cc4

60728-7-2 0O IEC:2003(E)

5.5.13.

— 29 —

Table 27 — TIME PDU format

Field Size (bytes) Value
CMD 1 0x0C
TOD 4 Time of day in POSIX format, most significant
byte first
1 TIME: TOD

The T
signifig
time.

6 M|

This ¢
compli
are cri

6.1

The p
initializ

AC protocol operation

Non-volatile parameters

ause covers key operational characteristics to support the interaction between
ant transponders that interface to OSP NEs and a centratized HE. These proc
ical to ensure interoperability among multiple NEs.

prameters listed in Table 28 must be stored¥in non-volatile memory for
ation of the NE after a power failure. Note that.this list is not exhaustive; it simpl

the minimal parameters required for operation aftér-a reset.

The IP

Table 28 — Non-volatile parameters

Parameter

Forward channel frequency

Return channel frequency

Return channel power

MAC address

IP address

k parameter (to calculate backoff period before attempting a
new transmission in contention mode, see 6.8.5)

address is inserted into the SNMP trap message in the appropriate field.

DD field shall contain the time in POSIX format (see Clause A.2) with theé most
ant byte first. The NE is required to synchronize its internal time-of-day clock

to this

HMS-
edures

proper
y gives

6.2

Duplex capabilities

All NEs shall support half-duplex operation. There is no requirement for full-duplex operation.

6.3

Packet priorities

The MAC layer shall treat all packets with equal priority regardless of protocol. Both the HE
and the NEs shall transmit packets on a first-in, first-out (FIFO) basis.

6.4

Packet reception

The receiving device (NE or HE) looks for a proper synch byte followed by a non-synch byte
combination to indicate the start of a packet. Data is discarded until a proper packet start is
found. Once a proper packet start is identified, packet length is determined using the length
field, reception is completed and the FCS is calculated on the incoming data. The calculated
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FCS is compared to the transmitted FCS. If they match, the packet is declared valid and
passed on to the appropriate higher layer protocol. If the calculated FCS does not match the
transmitted FCS, the packet is discarded. If the FCS is valid, but subsequent decoding of the
message shows invalid contents, the packet is discarded. Synch bytes added for data
transparency are not counted toward the length of the packet, and are not included in the FCS
calculation for a packet by either the sender or the receiver.

6.5 NE responses
6.5.1 NE processing times — broadcast and multicast messages

The NE shall never respond to any message containing a MAC address with the |/G address
bit set[fo 1. This Indicates either a multicast address or the broadcast address. Howgver, if
the coptention state for the NE is turned ON as a result of such a message, cthe| NE is
permitfed to send TALKRQST messages until the contention state is reset.

Procedsing times for messages received at the NE must conform to the followihg rules:

a) an |NE must be able to process a packet 250 ms after reception of.a MAC packet wWith the
I/Gladdress bit set to 1. See 5.3.3 for details about address.

b) an|NE must be able to process a packet 5 s after reception of'a SNMP packet with the I/G
address bit set to 1.

6.5.2 NE response times — Unicast messages

When gn NE receives a MAC PDU management message (protocol identifier 0000) addfressed
to its pnicast address and that requires a response, the NE shall begin to respond| within
15 ms)|i.e. transmit the first byte of its response._This interval begins following the recejpt of a
valid fprward channel packet and ends whemtransmission of the response begins jon the
return channel.

The target response time was chosen.to allow a write to non-volatile memory to complete;
many ¢f these memory devices require) 10 ms to complete.

If an NE does not respond to a.MAC management message within 15 ms, i.e. it times qut, the
HE cap assume that the NE (will not respond to this particular message. The HE mgy then
initiatel an error handling procedure which may attempt to contact the NE again or other NEs
around it in the network;~or it may invoke other such actions that the HE vendor [deems
approgriate.

Any time the NESreceives a non-MAC PDU management message, i.e. a messadge with
protocol identifier other than 0000, addressed to its MAC unicast address and that requires
a response, the-NE shall begin to respond within 5 s, i.e. the timeout period shall be 5 4.

6.6 Message sequence numbers and transaction synchronization

The HMS MAC protocol is transaction-based, i.e. every originating message from a
“requestor” has a corresponding response from the “responder” regardless of which device
originated the message. The sequence field in all HMS MAC packet headers consists of a
single byte and defines a message sequence number to ensure message exchanges are
synchronized. In order to handle possible loss of messages in either the forward or the return
channel, and to avoid duplication of messages at the application layer, all messages have a
sequence number. The sequence field in all HMS MAC packet headers and the rules
governing its use are described in detail in 5.3.4.

In addition, this HMS MAC specification also defines a one-byte ACKSEQ data field
associated with the MAC TALK PDU (see 5.5.6). The ACKSEQ field in the TALK PDU
identifies the sequence number of a previous message that this packet is acknowledging. The
HE uses the TALK PDU to give the addressed NE access to the return channel to transmit a
single message while also acknowledging reception of the previous message the NE
transmitted.
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Table 29 illustrates an example of the usage of the sequence field in the HMS MAC packet
headers and the ACKSEQ data field associated with the MAC TALK PDU. The event column
is for reference only. The value in parenthesis for the TALK PDU is the value of the ACKSEQ
field.

Table 29 - MAC sequence field example (non-contention mode)

Event HE Message NE Message
sequence sequence
number number
1 STATRQST x40 ->
2 < STATRESP 40
CHNLRQST =1
3 TALK (OxFF) * x41 ->
4 <- SNMP trap 1 41
5 TALK (0x41) " x42 ->
6 <- | SNMP trap 2 ' 42
7 TALK (0x42) 2 x43 -> Forward path mesSage lost
8 Timeout *
9 TALK (0x42) 2 x43 ->
10 <- | SNMR trap 3 43
11 TALK (0x43) x44 ->
12 Return path message <z SNMP trap 4 44
lost ®
13 Timeout ®
14 TALK (0x43) ° x44 >
15 <- | SNMP trap 4 44
16 TALK (0x44) X45 ->
17 <- | NAK 45
' Normal case: The sequence numberis different from the last one seen, so the NE will increment its jnternal
poinfer to the next message to be_ transmitted.
2 The [NE did not see this message at all, so the transaction does not complete. The HE must retranpmit its
mes$age using the sameyseguence number.
®  The frap was lost in the return path. The HE times out, but does not know which message (forward path or the
retunn path) was lost\\Retry of the TALK is required. The NE will see that the sequence number is the same as
the Ipst one, so it'will'simply resend its last message.
*  The HE has no_previous message to acknowledge, so the value of the ACKSEQ field is OXFF
6.7 Policited messages

Solicited messages are packets that are sent in response to a HE query. The HE does not
transmit an ACK PDU in response to these packets.

6.8 Autonomous (unsolicited) messages

Autonomous, or unsolicited messages are packets that are generated automatically by the
NE, for example the result of an unexpected alarm condition occurring at the NE. An NE must
signal the HE with the TALKRQST PDU when the NE contention state is ON (Cs = 1). Only
the TALKRQST PDU is permitted when the NE contention state is ON and no alarm
information is transmitted since delivery to the HE is not guaranteed (collisions may occur).
The HE must send an ACK message back to the NE when it receives a TALKRQST PDU.
Only a single packet requiring an ACK response may be outstanding at the NE at any time.
Retry packets are retransmissions of previously sent autonomous messages for which an
ACK PDU was not received. Subclauses 7.8.1 through 7.8.7 describe how autonomous
messages and collisions are handled in this MAC.
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6.8.1 NE contention state
Each NE has a contention state (C.). The contention state indicates the following:

a) contention state is ON: the NE is permitted to transmit unsolicited messages on the return
channel;

b) contention state is OFF: the NE may transmit only solicited messages. It cannot transmit
unsolicited messages;

c) at NE boot, the NE contention state is initialized to OFF.

The contention state for an NE is determined by

a) theladdress used to access this NE (unicast, multicast, or broadcast); and

b) the| value of the MODE field in the CONTMODE PDU that addressed this NE-Refer to
5.57.

The cantention state setting is persistent across forward path transmissions. 'See Table|30.

Table 30 — Contention state settings versus forward channel packets

Forwalrd path CONTMODE NE contention state C¢
message Address MODE value

NE X NE Y NE Z
1 Broadcast 0 (off) OFE OFF QFF
P Unicast X 0 (off) OFF OFF OQFF
3 Unicast X 1 (on) ON OFF QFF
a Unicast Y 0 (off) ON OFF OFF
5 Unicast Y 1 (on) ON ON QFF
5 Multicast (X,Y) 0 (off) OFF OFF OFF
6 Multicast (Y,Z) 17(on) OFF ON DN
7 Broadcast 2 (inh) OFF OFF OFF
8 Broadcast 3 (res) OFF ON DN
o Multicast (X,Y) 1 (on) ON ON DN
0 Multicast (Y;Z) 0 (off) ON OFF OFF
1 Broadcast 1 (on) ON ON DN
2 Breadcast 0 (off) OFF OFF QFF

ON - the NE is pefmitted to send any unsolicited messages it has for any protocol.

OFF — the NE-is_.NOT permitted to send any unsolicited messages.

6.8.2 Collisions

A collision is defined as multiple unsolicited messages from different NEs arriving at the HE
receiver simultaneously so that none of the messages is received properly. True collisions
should occur only during a period when multiple NEs on the same return path have the
contention state ON. It is also possible that improper reception of an unsolicited message
from the NE is a result of message corruption during transmission due to noisy conditions in
the return channel such as ingress or impulse noise. Although message corruption in the
latter case is not a direct result of a collision, both conditions will force re-transmission of the
corrupted message.

6.8.3 HE collision detection

The HE may declare a collision. How this is done is at the vendor’s discretion. This standard
does not describe what an HE should do in the event of a collision. However, the following
collision detection techniques are possible:
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a) Received Signal Strength Indication (RSSI) higher than “normal”. Since the arriving return
channel packets have a variable size and arrival time, the HE may utilize a power detector
on a receiver to roughly detect the beginning and the end of the received packet on the
return channel;

6.8.4

bytes not received in time (inter-byte gaps), or entire packet not received in time;
framing errors;

improper protocol; and

invalid FCS.

NE collision indication

The HIEE must respond with an ACK message to all return channel packets that require-i
a predetermined timeout period. Currently, only the TALKRQST PDU requires) an

Collisi
require
the MA

The ng
somet
preve

retrang
technig

channegl.

6.8.5

The “Blackoff” state is defined as the contention(state when C = 1 and the NE is waitin

randon
backof

6.8.6

ns on the return channel are indicated to the originating NEs by theVlack
d ACK message from the HE because no specific indication of a collision’is prov
C layer.

n-receipt of the HE ACK message within the timeout period\indicates to the N
ing, for example a collision, excessive ingress noise, or other unknown conditig
ted the proper reception of the return channel packet/at-the HE, and the NE
mit the message (see 6.8.5). This collision detection mechanism is part of the ¢
ue known as ALOHA to support multiple user acCess to a common transr

Backoff algorithm

n delay period Y to elapse, after which-it will attempt to send a message aga
f or random delay Y is calculated usifig the following formula:

Y = random[ 1, 2] * BackoffPeriod,

where

Y = Period \of time to wait in milliseconds (backoff)

k = 0-to 15 (default value of 6, default maximum is 15, absolute maximum
is 15)

random[ ] = Random number in range of 1 to 2k

BackoffPeriod = Variable in milliseconds for incremental backoff time to wait. Default

value is 6 ms, for a maximum backoff Y of approximately 197 s.

Backoff state machine description

within
ACK.
of the
ded at

E that
n, has
F must
eneral
hission

g for a
n. The

When

he NE has a packet to be transmitted for the first time when Cg = 1, the NE m

st first

enter the “backoff” state. For this first backoff, the initial value of k currently set is used
(default value is 6). When the calculated backoff period Y has elapsed, the NE may then send
the packet

After the NE sends a packet requiring an ACK, the NE waits for the ACK PDU from the HE to
determine if the transmission was successful. If the NE receives the ACK PDU within the
predetermined timeout period following the transmission of the reverse channel packet, it
declares a successful transmission and discards the successful packet.

Note that if the packet was successfully transmitted without a collision, then the HE received
the packet while it was being transmitted. Therefore, the time required to receive the required
ACK packet is equal to [processing time of the HE] + [time required to transmit ACK packet] +
[propagation delay].
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If the transmission was not successful, as indicated by non-receipt of the ACK packet within
the timeout period, the NE will delay for a new backoff period Y. In this case, the NE
increments k by 1 (increasing the random number range by a factor of 2) to a maximum of 15
(or the value currently set in SCTE HMS COMMON MIB, HMS Common Management
Information Base), calculates a new backoff period Y, enters the “Backoff” state again until
period Y expires, then retransmits the packet. It then waits again to see if the retransmitted
packet reaches the HE successfully (confirmed by reception of the ACK PDU within the
timeout period). This process continues until any of the following conditions occur:

a) an ACK PDU is received for this packet (indicating the packet was received successfully);
or

b) the maximum allowed number of MAC layer transmission retries is exceeded; or

c) C(Clis setto 0.

After the maximum allowed number of MAC layer transmission retries has been exceedgd, the
NE gijes up this attempt and no further transmissions are permitted until ‘a backoT reset
occurs|(see 6.8.7). When the backoff state machine is reset, the NE may attempt to send this
packet|again.

If the gorrect ACK PDU is received late during the “backoff’ state the"ACK is accepted and it
is assymed that the original packet was received successfully.

If Cc is explicitly set to 0 by a new CONTMODE message of after expiration of the dyuration
timer (pee 5.5.7), then retries are cancelled. This also resets the backoff state maching to its
initial gtarting point.

IMPORTANT NOTE

Althougl the term “random” has been used in this subclause, it is recognized that it is extremely difficult to
implemgnt a true random number generator. Because _qf\this difficulty, it is incumbent upon the vendors| of OSP
monitoring equipment to implement the best possible pseudo-random number generator available. This $tandard
cannot gnd does not dictate how this pseudo-randominumber generator works.

6.8.7 Backoff reset

The bdckoff state machine is resébin the NE upon any of the following conditions:

a) when the NE has a new/different packet to be transmitted for the first time when C¢ F 1; or
b) updn expiration of theyduration timer (see 5.5.7); or

c) upgn receipt of any CONTMODE PDU; or

d) when the NE/esponds with a NAK PDU in response to a TALK PDU.

The regsetting-of the backoff state machine includes the timers and other logic in use [for the
transmlission) of unsolicited messages and implementation of the backoff algorithm. The
resetting.‘of the state machine permits the NE to attempt to resend a message that had
previously failed due To exceeding the allowed MAC Tayer transmission refry Timit.

6.8.8 Parameters

The parameters controlling autonomous message transmission for the HMS MAC layer are
defined explicitly in Table 31. See also the latest revision of document Common Management
Information Base.

Table 31 — Backoff state machine parameters

Parameter name Description Value
AckTimeout Time that the NE waits for a HE ACK 15 ms (HE processing time)
message after completing a return +3 ms (time to transmit ACK message)
channel packet transmission +1 ms (propagation delay)
Default: 19 ms
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BackoffPeriod Basic unit of time that the NE waits after 6 ms (see 6.8.5)
not receiving an HE ACK message prior
to message re-transmission
k Controls the size of the random number Default value: 6
window )
Absolute maximum value: 15
Default maximum value: 15
MaxMACLayerRetries Number of times the NE will attempt to This parameter must default to a value
transmit its autonomous message of 16
Y Backoff time resulting from backoff Calculated
algorithm calculation
6.9 Return channel transmissions
There pre two times when an NE is permitted to transmit:
a) contention state in the NE is OFF
the] NE may transmit a single return channel packet any time following the reception of a
valld forward channel packet requiring NE response until NE acgess is turned OFF by a
subsequent packet that disables its access. For example, acforward channel [packet
addressing a different NE. See Figure 8.
Fofward Channel Message Forward Channel Message
< >
Return channel.message can be transmitted
IEC 2300/03
Figure 8 — Return channel transmission permitted
b) contention state in the NE is ON
thel NE may transmit a return channel packet any time following the reception of @ valid
CONTMODE PDU that turns the contention state ON in the NE until its access is|turned
OFF by either a subsequent*CONTMODE PDU that disables its access, or expirgdtion of
the| duration timer for C, =1 (as set by the CONTMODE PDU). Note that return channel
pagket transmission in_this case must follow the rules of contention and backoff.
6.10 MAC state machines
The NI shall implement the state diagrams included in this clause.
6.10.1| Contention state machine

Figure

Y illustrates the state diagram for the contention state machine.



https://iecnorm.com/api/?name=9f9053ceb20a8330bb214b0256265cc4

Mod

shown for a particular state

are |

statel

- 36 - 60728-7-2 0 IEC:2003(E)

From ANY NR-* state: Boot OR
REG_END Registration
(pending) Timeout CONTMODE (reg)

(duration)

(duration)

CONTMODE (off, inh, res)
or timeout

REG_END (ok)

b values which are not

GNORED when in that

Whefe (duration) is ONTMODH (off)

indic
field
PDU
dura
with

Statg NAME in bubbles is
for rgference only. CONTMODE(on,res)

hted, the DURATION
n the CONTMODE
has meaning. The
jon timer is restarted
he new value.

GONTMODE

CONTMODE (off) (on; duration)

(duration)

CC,

CR | CHNLRGST bi't

ICONTMODE Mode Val ues

CN - Contention node bits

CONTMODE(inh,feg

OFF: 0 CONTMODE(on,res) or timeout
o 1 (duration)

INH 2

RES: 3

REG 4

/EC 2301/03

Figure 9 — Contention state diagram
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6.10.2 Backoff state machine
Figure 10 illustrates the state diagram for the backoff state machine.
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Figure 10 — Backoff state diagram
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Annex A
(informative)

Operational details

A.1 Introduction

This annex addresses various operational aspects concerning implementation of the MAC
protocol. Neither the main section of these specifications nor RFC 1157, A Simple Network
Management Protocol (SNMP), specifically addresses these issues.

A.2 |[Time of day

The NE is required to maintain a time of day clock so that alarms may be Wime-stamped.
HoweWer, the NE is not required to have a real-time hardware clock. After , NE power-lp, the
clock ghould begin at 0 (midnight January 1, 1970) and will maintain timefrom there uptil the
time id synchronized by the management system. Vendors should specify the accuracy for
their clock. A resolution of 1 s is required. The drift of the clock (unsynchronized) shquld be
no mote than 30 s over a period of 24 h.

A.21 Integer representation

Any M|B variable specifying time in an Integer formatswill use the POSIX standard format of
the number of seconds since January 1, 1970 and reguires a 32-bit integer at a minimum. See
also dgcument COMMON MIB, Common Managemént Information Base.

A.3 |Firmware downloads

Remote NE firmware downloads, i.e. doiwnloads performed over the RF serial link, shquld be
accomplished via SNMP. The exactqmechanism is detailed in document DOWNLOAD MIB,
Transgonder Firmware Download Management Information Base.

A.4 |NE addressing

Each INE is assigned a~unique IEEE MAC address as specified in 5.3.3 of this stgndard.
HoweMer, for addressing the NE in a system, two approaches are possible. Neither hgs any
effect pn the NE since the NE responds only to MAC addresses.

A.4.1 Direct.addressing using individual IP address

ElemeptdManagement Systems (EMSs) that support assignment of individual IP addregses to
each NE*within a MAC layer domain may find this a suitable approach. A unique IP address is
assigned to each NE through the registration mechanism. The NE may then be addressed
directly by IP address with the HE acting as a router or bridge.

SNMP trap messages with NE alarms will have the IP address of the NE in the trap. The NE is
not required to have a full IP protocol stack, however this standard does provide for a
mechanism to support such implementations (see 5.3.2).

A.4.2 Proxy addressing using common IP address

EMSs that assign common IP addresses to support communications to all NEs within a MAC
layer domain may find this a suitable approach. A common IP address is used to channel all
communications between an HE and multiple NEs. Assignment and management of individual
IP addresses for each NE is not required.
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