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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MEDICAL ELECTRICAL EQUIPMENT -

Part 4-5: Guidance and interpretation —
Safety-related technical security specifications

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardizatien‘\comp
a|l national electrotechnical committees (IEC National Committees). The object of IEC is to promete internat
cp-operation on all questions concerning standardization in the electrical and electronic fields. To this eng
il addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Ref
Plublicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC_ [Publication(s)").
pfeparation is entrusted to technical committees; any IEC National Committee interested.in"the subject deal
ay participate in this preparatory work. International, governmental and non-governmental organizations lig
ith the IEC also participate in this preparation. IEC collaborates closely with the-International Organizatid
andardization (ISO) in accordance with conditions determined by agreement between the two organizatio

The formal decisions or agreements of IEC on technical matters express, as(nearly as possible, an internaf
cpnsensus of opinion on the relevant subjects since each technical committee has representation fro
interested IEC National Committees.

apsessment services and, in some areas, access'to IEC marks of conformity. IEC is not responsible fo
services carried out by independent certification:bodies.

All users should ensure that they have the\latest edition of this publication.

o liability shall attach to IEC or its directors, employees, servants or agents including individual expertd
embers of its technical committees ahd IEC National Committees for any personal injury, property dama
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
ekpenses arising out of the pubtication, use of, or reliance upon, this IEC Publication or any other IEC Publica

Afttention is drawn to the Normative references cited in this publication. Use of the referenced publicatio
indispensable for the correst application of this publication.

Attention is drawn to-the possibility that some of the elements of this IEC Publication may be the subject of p
rights. IEC shall not.be held responsible for identifying any or all such patent rights.
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equipment.used in medical practice, of IEC technical committee 62: Electrical equipment in
medical practice. It is a Technical Report.

Draft TR Report on voting
62A/1402/DTR 62A/1417A/RVDTR

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2, and
developed in accordance with ISO/IEC Directives, Part1 and ISO/IEC Directives, IEC
Supplement, available at www.iec.ch/members_experts/refdocs. The main document types
developed by IEC are described in greater detail at www.iec.ch/standardsdev/publications.

In this document, the following print types are used:

— TERMS DEFINED IN CLAUSE 3: SMALL CAPITALS;
— COMPLIANCE STATEMENTS IN CLAUSE 4 AND CLAUSE 5: ITALICS.

An asterisk (*) as the first character of a title or at the hnginning of a pnrqgrqlnh ar table title
indi¢ates that there is guidance or rationale related to that item in Annex A.

A ligt of all parts in the IEC 60601 series, published under the general title Medjcalelectfical
equipment, can be found on the IEC website.

The|committee has decided that the contents of this document will remainsunchanged unti| the
stabjility date indicated on the IEC website under "http://webstore.iec.ch” in the data relatgd to
the $pecific document. At this date, the document will be
e 1feconfirmed,

e \ithdrawn,

e leplaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on‘the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of jts contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document provides IT SECURITY specifications for MEDICAL ELECTRICAL EQUIPMENT (ME
EQUIPMENT) AND MEDICAL ELECTRICAL SYSTEMS (ME SYSTEMS) connectable to MEDICAL
IT-NETWORKS as network components. MEDICAL DEVICE SOFTWARE, although not in the scope of
IEC 60601 (all parts), can also make use of this document. The intent of this document is to
specify SECURITY capabilities that enable a MEDICAL DEVICE to be more easily integrated into a
MEDICAL IT-NETWORK environment at a given SECURITY LEVEL (SL).

ME sYSTEMS placed onto the market as a whole by one legal MANUFACTURER should follow this
docymmemntasawhote etwork component of am I T=NETWORK, T e Same way as ME EQUIPMENT.
ME $YSTEMS configured by the owner of a MEDICAL IT-NETWORK can be treated in the same jway
as other combinations of medical and nonmedical devices within a MEDICAL IT-NETWORK\and are
out pf the scope of this document but within the scope of standards for MEDICAL AT-NETWQRKS
(e.g] IEC 80001 (all parts) [7]1).

Thig document references already existing SECURITY LEVEL (SL) requirements for compongnts
of ap IT-NETWORK as listed in IEC 62443-4-2:2019. This document is restricted to the network
comlponents which are MEDICAL DEVICES in order to allow the use_6fyadditional nonmedical
comlponents within the MEDICAL IT-NETWORK complying with IEC 62443 (all parts) [3] or |with
further appropriate SECURITY standards. This document modifies\[EC 62443-4-2:2019 only for
speg¢ific aspects of MEDICAL DEVICES in MEDICAL IT-NETWORKS. Thejprimary goal of this document
is td provide a flexible framework that facilitates addressing. ‘€urrent and future vulnerabiljties
and[applying necessary mitigations in a systematic, defendable manner. Each of the propgsed
COUNTERMEASURES should take into account that requirements regarding the safety |and
perfprmance of a MEDICAL DEVICE should not be negatively impacted.

The|main audience for this document is MEDICALLDEVICE MANUFACTURERS and, where appropfiate,
comlpliance authorities. Compliance authorities 'include government agencies and reguldtors
with| the legal authority to perform audits.*to verify compliance with governing laws |and
regylations.

MEDIICAL IT-NETWORK integrators, as\a further audience, may make use of the SECURITY LEVEL
claspification for MEDICAL DEVICES, {0 assist them in the secure integration of MEDICAL DEV|CES
into|their networks. This assistance will be to help MEDICAL IT-NETWORK integrators to ideptify
the realized capability SECURITY LEVEL SL-C of MEDICAL DEVICES and thus to specify appropfiate
additional SECURITY COUNTERMEASURES in the individual MEDICAL IT-NETWORK they are procufing.

MEDICAL DEVICE MANUFACTURERS should use this document to understand and apply| the
spegifications foryspecific capability SECURITY LEVEL SL-C of their MEDICAL DEVICES. A MED|ICAL
DEVICE may notyprovide the capability itself but may be designed to integrate with a higher-level
entily — e.g(a*hospital IT-NETWORK or department IT-NETWORK — and thus benefit from |that
entily's capability. This document should guide MEDICAL DEVICE MANUFACTURERS as to what
speg¢ifications can be allocated and which specifications need to be native in the MEDICAL DEVICE.
MED|CAL/DEVICE MANUFACTURERS should provide documentation on how to properly integratg the
MEDICAL DEVICE into a MEDICAL IT-NETWORK (see Clause A.Z for typical network connections of
MEDICAL DEVICES).

This document should be used to apply and verify appropriate technical SECURITY specifications
for MEDICAL DEVICES which thus can easily be integrated into existing or growing MEDICAL
IT-NETWORKS and which in some cases are connected to the Internet. This document does not
include SECURITY specifications for any additional services installed in a MEDICAL IT-NETWORK.

1 Numbers in square brackets refer to the Bibliography.
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As defined in IEC TS 62443-1-1:2009 [4], there are a total of seven foundational requirements
to be addressed:
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achileved SECURITY LEVELS (SL-A) for a complete MEDICAL IT-NETWORK'Of a subset of that nety

(e.g

A capability SECURITY LEVEL SL-C is defined for COUNTERMEASURES and for inherent SECU
progerties of a MEDICAL DEVICE. It is a measure of'the effectiveness strength of

cou
SEC
part

COUNTERMEASURES can be:

The
are

whigh are in turn_sderived from the overall foundational requirements defined

IEC
enh
will

As t
with
PATI

dentification and authentication control (IAC);

use control (UC);

system integrity (SI);

data CONFIDENTIALITY (DC);
restricted data flow (RDF);
timely response to events (TRE);

esource availability (RA).

pse all many types of HARM. The focus of this document is SAFETY-related SECURITY specifications“for ME
ES regarding data CONFIDENTIALITY. However, the listed provisions for SAFETY-related data CONFIDENTIALIT]
d base also for non-SAFETY-related SECURITY aspects.

5e seven requirements are used for meeting the capability SECURITY: LEVEL SL-C
CAL DEVICE which may be placed on a MEDICAL IT-NETWORK. Defining SL-C for MED
CES is the goal and objective of this document. The target SECURITY LEVEL SL-T

a specific ZONE of it) are out of the scope of this document.

NTERMEASURES, which are either separate or integrakto a MEDICAL DEVICE, for the addres
URITY property and contributes to the achieved{(SECURITY LEVEL SL-A in the correspon
of the MEDICAL IT-NETWORK.

chnical COUNTERMEASURES (e.qg. firewalls, anti-virus software, etc.), or
dministrative COUNTERMEASURES(e.g. policies, and-procedures), or

specified "component réquirements" (CRs) for MEDICAL DEVICES provided in this docun
mainly derived from the IT-NETWORK "system requirements" (SRs) in IEC 62443-3-

TS 62443-1-1;2009 [4]. MEDICAL DEVICE specifications also include a set of "requiren
hncements" (REs). The combination of CRs and REs implemented into a MEDICAL DE
Hetermine the'capability SECURITY LEVEL SL-C of the MEDICAL DEVICE.

his document provides specifications for MEDICAL DEVICES with external data interface
ashuman interface for processing — e.g. entering, capturing or viewing — CONFIDEN

hysical COUNTERMEASURES, (e.9. locked doors, encapsulated printed circuit board, etc.).

F 1 Data CONFIDENTIALITY includes the unauthorized access to MEDICAL DEVICE data which could(be-leverfaged
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ENT'DATA, the specifications will be designated as follows:

— MEDICAL DEVICE specifications for ME EQUIPMENT and manufacturer provided by ME SYSTEMS;

— MEDICAL DEVICE SOFTWARE specifications.

The maijority of the specifications in this document are the same for these two types and are
thus designated simply as a MEDICAL DEVICE specification. When a specification is only
applicable to one of the above two types, it is specified as such.
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This document refers to both ESSENTIAL PERFORMANCE and ESSENTIAL FUNCTION, which are very
distinct. ESSENTIAL FUNCTION is a well-established term for SECURITY aspects and is different
from ESSENTIAL PERFORMANCE which is related to safety of one ME EQUIPMENT or ME SYSTEM in
NORMAL CONDITION and SINGLE FAULT CONDITION. An ESSENTIAL FUNCTION CONSIDERS, for instance,
a successful attack on the MEDICAL IT-NETWORK and its connected MEDICAL DEVICES and
supporting systems. This may lead to loss of the MEDICAL IT-NETWORK supporting function and
of some functions of the MEDICAL DEVICE itself. In that case, the MEDICAL DEVICE is still
responsible for providing a condition sustaining the required minimum functions, including but
not limited to BASIC SAFETY and ESSENTIAL PERFORMANCE.
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MEDICAL ELECTRICAL EQUIPMENT -

Part 4-5: Guidance and interpretation —
Safety-related technical security specifications

Scope

Thig document, which is a Technical Report, provides detailed technical specificationg

SEC

URITY features of MEDICAL DEVICES used in MEDICAL IT-NETWORKS. MEDICAL DEVICES dedlt

in this document include MEDICAL ELECTRICAL EQUIPMENT, MEDICAL ELECTRICAL SYSFEMS

MED
IEC

CAL DEVICE SOFTWARE. MEDICAL DEVICE SOFTWARE, although not in  the scope
60601 (all parts), can also make use of this document. Based on the seven foundati

reqyirements described in the state-of-the-art document IEC TS 62443:4:1:2009 [4],

(SL
me

ZON
SEC

C). The specified SECURITY capabilities of a MEDICAL DEVICE camn be used by var
bers of the medical community to integrate the device correctly”into defined SEcU

doc’:]:ment provides specifications for different MEDICAL DEVICE capability’ SECURITY LE

JRITY LEVEL (SL-T).

Thig document is applicable to MEDICAL DEVICES with extérnal data interface(s), for exan

whe
e.g.

h connected to a MEDICAL IT-NETWORK or when a human interface is used for processi
entering, capturing or viewing — CONFIDENTIAL DATA.

Thig document does not apply to other software.used on a MEDICAL IT-NETWORK which doeg
me¢dt the definition of MEDICAL DEVICE SOFTWARE.

NOT

NOT

F 1 An example of this exclusion is softwarerhot incorporated into the MEDICAL DEVICE.

F 2 This document does also not apply~to ‘industry protocols such as DICOM and HL7.

Thig document does not apply to_in-vitro diagnostic devices (VD).

2

The

Normative references

following documents are referred to in the text in such a way that some or all of their con

constitutes requirenients of this document. For dated references, only the edition cited app

For

undated (references, the latest edition of the referenced document (including

amgndments)\applies.

IEC
and
IEC
IEC

60601-1:2005, Medical electrical equipment — Part 1: General requirements for basic s§

for
with
and
of
pnal
this
ELS
ous
RITY

ES and CONDUITS of a MEDICAL IT-NETWORK with an appropriate;MEDICAL IT-NETWORK's target

nple
ng —

not

tent
€es.
any

fety

essential performance

60601-1:2005/AMD1:2012
60601-1:2005/AMD2:2020

IEC 62443-4-2:2019, Security for industrial automation and control systems — Part 4-2:
Technical security requirements for IACS components
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60601-1:2005,
IEC 60601-1/AMD1:2012 and IEC 60601-1/AMD2:2020 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.1
ASSET
physical or logical object having either a perceived or actual value to the MEDIGAL'DEVICE or
MED|CAL IT-NETWORK

Note|1 to entry: In this specific case, an ASSET is any item that should be protected as part 6f the MEDICAL DEVICE
SECURITY management system.

Note|2 to entry: An ASSET is not limited to the MEDICAL DEVICE alone but can also include the physical ASSETS ynder
its cqntrol.

Note|3 to entry: Typically, the RESPONSIBLE ORGANIZATION is an ASSET owner.

[SOURCE: IEC 62443-4-2:2019, 3.1.1, modified — Replacement of "IACS" with "MEDICAL DEVICE
or MEDICAL IT-NETWORK" in the definition, replacement of "TACS" with "MEDICAL DEVICE" in fNote
2 tolentry, and addition of a new Note 3 to entry.]

3.2
AUTHENTICATION
verification of the claimed identity of an entity

Note|1 to entry: AUTHENTICATION is usually a‘pkerequisite to allowing access to resources in a MEDICAL DEVICH.

[SOURCE: IEC 62443-4-2:2019,%8.)1.4, modified — Replacement of "control system" with
"MEDICAL DEVICE" in Note 1 to entry.]

3.3
AUTHENTICITY
progerty that an entity is what it claims to be through AUTHENTICATION of origin and verificgtion
of INTEGRITY

Note|1 to entry;~ AUTHENTICITY is typically used in the context of confidence in the identity of an entity, or the vglidity
of a fransmissjon, a message or message originator.

[SOURCE: IEC 62443-4-2:2019, 3.1.6]

3.4

AVAILABILITY

property of ensuring timely and reliable access to and use of MEDICAL DEVICE information and
functionality

[SOURCE: IEC 62443-4-2:2019, 3.1.7, modified — Replacement of "control system" with
"MEDICAL DEVICE".]
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3.5

COMPENSATING COUNTERMEASURE

COUNTERMEASURE employed in lieu of or in addition to inherent SECURITY capabilities to satisfy
one or more SECURITY requirements

Note 1 to entry: Examples include:

— (MEDICAL DEVICE): locked cabinet around a controller that otherwise might be exposed to unauthorized access
via its physical data interfaces, or an encapsulated printed circuit board;

— (zoNE level): physical access control (guards, gates and guns) to protect a control room to restrict access to a
group of known personnel to compensate for the technical requirement for personnel to be uniquely identified by
€ MEDICAL IT-NETWORK; and

- EDICAL DEVICE): a product supplier's magnetic resonance imaging (MRI) machine cannot meet(the/agcess
ontrol capabilities from an ASSET owner (i.e. typically the RESPONSIBLE ORGANIZATION), so the préduct supplier
uts a firewall in front of the MRI machine and sells it as a system.

[SOURCE: IEC 62443-4-2:2019, 3.1.9, modified — The example has been formatted as a pote
to entry. Note 1 to entry has been modified by replacing "component-level" with "MED|CAL
DEVICE", "IACS" with "MEDICAL IT-NETWORK", "PLC" with "MRI", by removing™“control system"|and
by ddding a second example for the first dash.]

3.6
CONpUIT
logi¢al grouping of communication channels, connecting two'ormore ZONES that share common
SECURITY requirements

Note|1 to entry: A CONDUIT is allowed to traverse a ZONE as lgng.as the SECURITY of the channels contained within
the CJONDUIT is not impacted by the ZONE.

[SOURCE: IEC 62443-4-2:2019, 3.1.11]

3.7
CONFIDENTIALITY
assUirance that information is not disclosed to unauthorized individuals, PROCESSES, or devjces

Note|1 to entry: When used in the context of a MEDICAL DEVICE, CONFIDENTIALITY refers to protecting MEDICAL DEVICE
data pnd information from unautherized access.

[SOURCE: IEC 62443-4+2:2019, 3.1.12, modified — Replacement of "an IACS" with "a MED|CAL
DEVICE".]

3.8
CONFIDENTIAL DATA
datd to which.only a limited number of persons have access and which are meant for restripted
use

[SOUREEASOS5+27F 260473~ 1018 modifred—="DBetetionmof Note—t+toentry-}
3.9

COUNTERMEASURE

action, device, procedure or technique that reduces a THREAT, a vulnerability or the
consequences of an attack by minimizing the HARM the attack can cause or by discovering and
reporting it so that corrective action can be taken

Note 1 to entry: The term "control" is also used to describe this concept in some contexts. The term
"COUNTERMEASURE" has been chosen for this document to avoid confusion with the term "control" in the context of
"PROCESS control" and "control system".

[SOURCE: IEC 62443-4-2:2019, 3.1.15]


https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.iso.org%2Fobp%2Fui%2F%23%3Aterm%3A3.1.1.15&data=02%7C01%7Cgerd.matzke%40draeger.com%7Cf164ca10258c46a05f9008d76dab24b9%7Ce8d897a8f4004625858a6f3ae627542b%7C1%7C0%7C637098454602927368&sdata=TBvJFrzQc9USg0wt0Im9Kos1Jc%2F2EbvNzl5iACfFHJc%3D&reserved=0
https://iecnorm.com/api/?name=a41c0b24958c593a53bac67a9e28d812
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3.10

* ESSENTIAL FUNCTION

CORE FUNCTION

function or capability that is required to maintain BASIC SAFETY, ESSENTIAL PERFORMANCE, a
minimum of clinical functionality as specified by the manufacturer, and operational AVAILABILITY
for the MEDICAL DEVICE

Note 1 to entry: ESSENTIAL FUNCTIONS include, but are not limited to, the SAFETY instrumented function (BASIC
SAFETY and ESSENTIAL PERFORMANCE), the control function and the AVAILABILITY of urgently needed functions and
such allowing the OPERATOR to view and manipulate the MEDICAL DEVICE safely with the most urgently needed
performance (operational AVAILABILITY). The loss of ESSENTIAL FUNCTION is commonly termed loss of protection, loss
of coptrol and loss of view respectively

Note|2 to entry: The term is derived from IEC 62443-4-2:2019, 3.1.20, and has been refined for the pufposg and
scop¢ of this document.

3.11
FIRE[CALL
method established to provide emergency access to a secure MEDICAL DEVICE

Note|1 to entry: In an emergency situation, unprivileged users can gain access to\Key systems to corredt the
problem. When a FIRECALL is used, there is usually a review PROCESS to ensure that-the access was used properly
to cofrect a problem. These methods generally either provide a one-time use user.identifier (ID) or one-time pasgword
or other suitable measures.

Note|2 to entry: Also referred to as "break glass" feature.

[SOURCE: IEC 62443-4-2:2019, 3.1.22, modified — Replacement of "control system" with
"MEDICAL DEVICE"; addition of the words "or other suitablé measures" in Note 1 to entry; addjtion
of Npte 2 to entry.]

3.12
INCIDENT
sing|e or a series of unwanted or unexpected-information SECURITY events that have a significant
prohability of compromising business operations and threatening information SECURITY

Note|1 to entry: This definition is basedsonthe term: information SECURITY INCIDENT

[SOYURCE: ISO/IEC 27000:2018) 3.31, modified — Deletion of "information security" in the tgqrm.]

3.13
INTE[GRITY
progerty of protectingthe accuracy and completeness of ASSETS

[SOURCE: IEE62443-4-2:2019, 3.1.27]

3.1
IT-NETWORK

INF ORK
system or systems composed of communicating nodes and transmission links to provide
physically linked or wireless transmission between two or more specified communication nodes

Note 1 to entry: Adapted from IEC 61907:2009, 3.1.1.

Note 2 to entry: The scope of the MEDICAL IT-NETWORK in this document is defined by the RESPONSIBLE ORGANIZATION
based on where the MEDICAL DEVICES in the MEDICAL IT-NETWORK are located and the defined use of the network. It
can contain IT infrastructure, home health and non-clinical contexts.

[SOURCE: IEC 80001-1:2010, 2.12, modified — Deletion of the reference to 4.3.3 in Note 2 to
entry.]
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3.15
LEAST PRIVILEGE
basic principle that holds that users (humans, software PROCESSES or devices) should be

assi

Note

gned the fewest privileges consistent with their assigned duties and functions

1 to entry: LEAST PRIVILEGE is commonly implemented as a set of roles in a MEDICAL DEVICE.

[SOURCE: IEC 62443-4-2:2019, 3.1.28, modified — Replacement of "an IACS" with "a MEDICAL

DEVI

CE" in Note 1 to entry.]

3.16

MED|CAL DEVICE
instlument, apparatus, implement, machine, appliance, implant, reagent for in vyitro
softyvare, material or other similar or related article, intended by the MANUFACTURER t0'be u

alo
of

=
R

— q

- Iiagnosis, prevention, monitoring, treatment or alleviation of disease,

investigation, replacement, modification, or support of the anatémy or of a physiolog

e or in combination, for human beings, for one of more of the specific medicalypurpog

iagnosis, monitoring, treatment, alleviation of or compensation for.an injury,

PROCESS,

upporting or sustaining life,

ontrol of conception,

leaning, disinfection or sterilization of MEDICAL DEVICES,

roviding information by means of in vitro examination of specimens derived from the hu
ody,

use,
sed,
e(s)

jical

man

uch

thers

hetic

and| does not achieve its primary intended, action by pharmacological, immunological or
metabolic means, in or on the human bodyy(but which may be assisted in its function by g
means

Note|1 to entry: Products which may be considered to be MEDICAL DEVICES in some jurisdictions but not in o]
inclugle:

— d|sinfection substances,

— alds for persons with disabilities,

— dpvices incorporating animal and/or human tissues, and

— dpvices for in-vitro fertitization or assisted reproductive technologies.

Note|2 to entry: Faor ‘elarification purposes, in certain regulatory jurisdictions, devices for cosmetic/aes
purpgses are also_considered MEDICAL DEVICES.

Note|3 to entry. )For clarification purposes, in certain regulatory jurisdictions, the commerce of devices incorpor

humg

[SO

n tissuessis not allowed.

JRCE: IMDRF/GRRP WG/N47:2018, 3.26]

ating

3.17
MEDICAL DEVICE SOFTWARE
software system that has been developed for the purpose of being incorporated into the MEDICAL

DEVI

Note

CE being developed or that is intended for use as a MEDICAL DEVICE

1 to entry: This includes a MEDICAL DEVICE software product, which then is a MEDICAL DEVICE in its own right.

[SOURCE: IEC 62304:2006 and IEC 62304:2006/AMD1:2015, 3.12]
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MEDICAL IT-NETWORK
IT-NETWORK that incorporates at least one MEDICAL DEVICE

Note 1 to entry: The MEDICAL IT-NETWORK in its INTENDED USE mainly provides connectivity for MEDICAL DEVICES that
are intended to be connected to such an IT-NETWORK. Also non-medical equipment may be connected to the MEDICAL
IT-NETWORK, mostly intended to support the MEDICAL DEVICES.

[SOURCE: IEC 80001-1:2010, 2.16, modified — Addition of Note 1 to entry.]

3.19

NON[REPUDIATION
ability to prove the occurrence of a claimed event or action and its originating entities

Note
the €

[SO

3.20
RISK
com

Note
to av|

[SO

3.21
SAFI
free

[SO

3.22
SEC
CcYB
stat

accgss, use, disclosure, disruption, modification, or destruction, to a degree that the rel

risks
resp

Note
docu

3.23

1 to entry: The purpose of NON-REPUDIATION is to resolve disputes about the occurrence or neh-occurren|
ent or action and involvement of entities in the event.

URCE: IEC 62443-4-2:2019, 3.1.32]

bination of the probability of occurrence of HARM and the sevérity of that HARM

1 to entry: The probability of occurrence includes the exposure to a HAZARDOUS SITUATION and the poss
bid or limit the HARM.

JRCE: ISO/IEC Guide 63:2019, 3.10]

ETY
Hom from unacceptable RISK

JRCE: ISO/IEC Guide 63:2019, 3.16]

URITY
ERSECURITY
e where information and systems are protected from unauthorized activities, such

to AUTHENTICATION, use control, INTEGRITY, data CONFIDENTIALITY, data flow, tir
onse and AVAILABILITY are maintained at an acceptable level throughout the life cycle

1 to entry>~A similar definition of the term is in preparation for ISO 81001-1:— and IEC 81001-5-1:—. |
ment, alhseven foundational requirements are included (not only three of them).

ce of

bility

as
ated
nely

this

SEC

JRITY | FVEIL

level corresponding to the required set of COUNTERMEASURES and inherent SECURITY properties
of devices and systems for a ZONE or CONDUIT based on assessment of RISK for the ZONE or
CONDUIT

[SOURCE: IEC 62443-4-2:2019, 3.1.37]
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3.24

THREAT

set of circumstances and associated sequence of events with the potential to adversely affect
operations (including mission, functions, image or reputation), ASSETS, MEDICAL DEVICES or
individuals via unauthorized access, destruction, disclosure, modification of data and/or denial
of service

[SOURCE: IEC 62443-4-2:2019, 3.1.43, modified — Replacement of "control systems" with
"MEDICAL DEVICES".]

3.25
ZON}

collgction of entities that represents partitioning of a system under consideration oncthe’ basis
of their functional, logical and physical (including location) relationship

Note|1 to entry: A zZONE has a clear border. The SECURITY policy of a ZONE is typically enforced by ‘a combinatipn of
mechanisms both at the ZONE edge and within the ZONE.

[SOURCE: IEC 62443-4-2:2019, 3.1.49]

4 (Common SECURITY constraints

4.1 Overview
The|SECURITY related RISKS addressed in this document/should be controlled by:

— MEDICAL DEVICE SECURITY measures, and/or
— MEDICAL IT-NETWORK SECURITY measures.

WitHin the scope of this document, only those COUNTERMEASURES are addressed which refer to
a MEDICAL DEVICE (i.e. ME EQUIPMENT, MANUFACTURER provided ME SYSTEM, MEDICAL DE)NICE
SOFTWARE). COUNTERMEASURES which\a’RESPONSIBLE ORGANIZATION might apply to a MED|CAL
IT-NETWORK (including ME SYSTEMS speécifically combined by the RESPONSIBLE ORGANISATION] are
not yithin the scope of this document. However, if a MEDICAL DEVICE with external data interfaces
reqyires additional (external) COMPENSATING COUNTERMEASURES, those measures should be
addfessed in the ACCOMPRANYING DOCUMENTS of the MEDICAL DEVICE. Risk assessmgnts
according to 1ISO 14971:2019 [13] are not part of this document; however, they should take|into
account the technical solutions offered in this document when assessing SECURITY related risks.

Compliance withthe’specification should be checked by tests and inspections as specifigd in
4.2 o 4.6, and-Clause 5 to Clause 7.

4.2 | * Support of ESSENTIAL FUNCTION

BAS|C\SAFETY and especially ESSENTIAL PERFORMANCE can be affected by THREATS, resulting in
hazardous situations or lack of appropriate AVAILABILITY of the MEDICAL DEVICE. BASIC SAFETY,
ESSENTIAL PERFORMANCE, a minimum of clinical functionality and operational availability should
be maintained during and after an exploitation of a vulnerability (see Figure 1). In this context,
the word "maintained" means that the MEDICAL DEVICE goes over to a safe condition either
without operating any longer or, for particular MEDICAL DEVICES, operating safely with
appropriate, limited functionalities or without clinical function but providing an alarm, if the
MEDICAL DEVICE is used under medical supervision.

SECURITY COUNTERMEASURES should not adversely affect the ability to maintain the ESSENTIAL
FUNCTION of the MEDICAL DEVICE.
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In particular, the following should be applied.

— Access controls (i.e. foundational requirements 1 and 2) should not prevent the operation
of ESSENTIAL FUNCTION of MEDICAL DEVICES (see also 4.6.3).

— MEDICAL DEVICES with access controls should implement specific appropriate FIRECALL
functions for emergency access to relevant clinical functions or data. If a FIRECALL function
is used, this should be made traceable.

— SECURITY COUNTERMEASURES of MEDICAL DEVICES or the connected MEDICAL IT-NETWORK
infrastructure that provide boundary protection should not impact the ESSENTIAL FUNCTION of
the MEDICAL DEVICE.

- denial of service (DoS) attack on the MEDICAL DEVICE or on the connected MED|CAL
I[T-NETWORK should not prevent the MEDICAL DEVICE that implements the SAFETY-related
unction from performing as indicated in Figure 1.

MEDICAL DEVICE

ESSENTIAL
PERFORMANCE

/

BAsIC SAFETY

ESSENTIAL
FUNCTION

S

Minimum of clinical Operational
functionality AVAILABILITY

IEC

Figlure 1 — ESSENTIAL FUNCTION

secyrity) should be conducted to determine which functionality can be sacrificed, and which

To Ietermine the required -ESSENTIAL FUNCTION, a benefit-risk analysis (between safety |and
cannot.

NOTE For examples and more guidance, see Annex A.

Compliance with-the specification should be checked by inspection of the ESSENTIAL FUNCJTION
congept in the SECURITY design documents and the correlated test documentation.

4.3 COMPENSATING COUNTERMEASURES

If the target SECURITY LEVEL SL-T for a specific IT-NETWORK or a part of it (e.g. zone) exceeds
the capability SECURITY LEVEL SL-C of a MEDICAL DEVICE, COMPENSATING COUNTERMEASURES
external to the MEDICAL DEVICE are required unless the responsible organization adjusts their
SL-T. In some cases, COMPENSATING COUNTERMEASURES external to the MEDICAL DEVICE are also
required as last option to fulfil the intended capability SECURITY LEVEL SL-C. When this is the
case, the ACCOMPANYING DOCUMENTS for that MEDICAL DEVICE should describe the appropriate
COMPENSATING COUNTERMEASURES to be applied to the connected MEDICAL IT-NETWORK to allow
the specification to be met when the MEDICAL DEVICE is integrated into a MEDICAL IT-NETWORK.

Compliance with the specification should be checked by inspection of the ACCOMPANYING
DOCUMENTS, focused on the description of appropriate COMPENSATING COUNTERMEASURES, and
of the SECURITY design documents.
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4.4 LEAST PRIVILEGE

When required and appropriate, MEDICAL DEVICES should provide the capability for the
connected MEDICAL IT-NETWORK to enforce the concept of LEAST PRIVILEGE. Individual MEDICAL
DEVICES should provide the granularity of permissions and the flexibility of mapping those
permissions to roles sufficient to support this. Individual accountability should be available when
required.

NOTE The granularity of permissions and assignment is dependent on the type of the MEDICAL DEVICE and is defined
in its ACCOMPANYING DOCUMENTS.

Co & , & &5 ; 5 the
congept of LEAST PRIVILEGE in the SECURITY design documents and inspection . of| the
ACCPMPANYING DOCUMENTS, focused on the description of granular permissions;~\ahd by
inspiection of test results according to the corresponding parts of Table 1.

4.5 Data minimization

MEDJICAL DEVICES should only store and transmit sensitive and person identifiable informa3tion
(CONFIDENTIAL DATA) that are required, relevant and limited to what is necessary for the purpgses
for which they are processed. Such data in the MEDICAL DEVICE context should not be held or
further used unless this is essential for reasons that are clearly stated by the MANUFACTURHR in
the ACCOMPANYING DOCUMENTS (e.g. a "flight recorder" or logging function or data needed for
standards or regulatory requirements).

Comypliance with the specification should be checked by inspection of the CONFIDENTIAL DATA
hanglling concept in the SECURITY design documients, inspection of the ACCOMPANYING
DOCPMENTS and by inspection of test results according to the corresponding parts of Table| 1.

4.6 | * Overarching constraints
4.6.1 Constraints referenced by the.MEDICAL DEVICE specifications

Theloverarching constraints of 4.6.2-and 4.6.3 should be applied.

4.6.2 Hardware SECURITY

Basgd on a RISK and THREAT analysis, the MEDICAL DEVICE should provide the capabilify to
protect critical ASSETS via hardware mechanisms according to commonly accepted and prgven
SECURITY practices and specifications (e.g. locks, tokens, SECURITY chips). This protegtion
involves one or more of the following SECURITY objectives: INTEGRITY, timely respopse,
AUTHENTICITY, use\control, AVAILABILITY, and restricted data flow.

NOTE 1 When.cryptographic capabilities are used for higher SECURITY LEVEL applications and the SECURITY désign
and implementation of the MEDICAL DEVICE into a MEDICAL IT-NETWORK, a good reference for implementation gf the
capapilities_is ISO/IEC 19790 [14] or FIPS 140-2 [22].

A RISK and THREAT analysis should be conducted to determine the fevel of hardware SECURITY
for the MEDICAL DEVICE, and a vulnerability analysis identifying the residual RISKS should be
conducted once the hardware SECURITY is selected.

NOTE 2 4.6.2 is not applicable for software which is itself a MEDICAL DEVICE (software as a MEDICAL DEVICE). The
ACCOMPANYING DOCUMENTS of such software, however, can define hardware requirements relevant to SECURITY.

Compliance with the specification should be checked by inspection of

— the hardware bill of materials, comparing it with commonly accepted and proven SECURITY
practices and specifications (e.g. locks, tokens, SECURITY chips) with focus on the ASSETS
secured by those hardware SECURITY measures,

— the corresponding concept in the SECURITY design documents, including residual RISK
assessments, and
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— test results according to the corresponding parts of Table 1.

4.6.3 * Specific SECURITY features for MEDICAL DEVICES

The MANUFACTURER of a MEDICAL DEVICE should determine, for the design and the ACCOMPANYING
DOCUMENTS, the following:

— beside BASIC SAFETY and ESSENTIAL PERFORMANCE, the required product group appropriate
ESSENTIAL FUNCTION (e.g. AVAILABILITY in case of ongoing SECURITY attacks on the MEDICAL
IT-NETWORK and the connected devices) even with temporarily reduced IT functionality of
the MEDICAL DEVICE;

— gpecific appropriate FIRECALL functions for emergency access to have the possibilitly to
verride SECURITY measures and how they are managed (e.g. by logging, information
ignalling, alarming) in cases of intentional overriding a SECURITY measure due| to higher
riority SAFETY needs;

— appropriate minimum target SECURITY LEVEL SL-T for all INTENDED USE” environmgnts

including the network integrations normally existing in these use environments in whicH the
EDICAL DEVICE is typically used. If SECURITY LEVELS for the use enyironments are def|ned
y other documents, they should be taken into account and refereneed.

NOTE 1 The capability SECURITY LEVEL SL-C of a MEDICAL DEVICE does not necessarily need to be as high aps the
target SECURITY LEVEL SL-T specified for a certain use environment/ZONE. However, the realized SL-C of a MEDICAL
DEVIGE is documented in the ACCOMPANYING DOCUMENTS. If the SL-C is lower than a specific SL-T, further suitable
COUNTERMEASURES outside of the MEDICAL DEVICE are applicable in thed{specific use environment/ZONE of the
RESPPNSIBLE ORGANIZATION so that the achieved SECURITY LEVEL SL-A for the ZONE equals to the SL-T.

NOTE 2 It is expected that future editions of particular standards\Will specify the issues addressed in 4.6.3 more
specffically for their product groups.

Compliance with the specifications should be checked by inspection of the ESSENTIAL FUNC[TION
congept, of the FIRECALL concept, of the intended use environment concept in the SECURITY
design documents, of corresponding test documentation and of the ACCOMPANYING DOCUMENTS.

5 |[SECURITY LEVELS for the different foundational requirements

5.1 * Application of SECURITY-LEVELS

The(specifications of this document for SECURITY LEVELS are given in Table 1.

The|specifications arepased on existing documents for IT SECURITY, like IEC 62443-4-2:2019
and| IEC TR 80001-2-2:2012 [9]. They use the terms and wordings as given in
IEC|62443-4-2:2019, with some modifications for the purpose of MEDICAL DEVICES: SECURITY
LEVELS (SL),</foundational requirements (FR), component requirements (CR), software
application\\requirements (SAR), embedded device requirements (EDR), host dejvice
reqyirements (HDR), network device requirements (NDR) and requirement enhancements (RE).

COﬁ [JI’I.CIIIL;U VVI.tILI tILIU opcul'fl'uatl'uno DI’IUUI’d bU L;ILIUU;\UUI by I.IIOIJUU;.LI'UII Uf tUOt IUOUI’tO allLvur U’I.I g tO
Table 1, and by inspection of the ACCOMPANYING DOCUMENTS related to the stated capability
SECURITY LEVEL (SL-C).

5.2 Modified specifications for SECURITY LEVELS

In addition to the terminology differences explained in Clause 3, the following aspects of
Clause 5 to Clause 14 of IEC 62443-4-2:2019 have been modified by this document.

CR 1.2 (RE (1) Unique identification and AUTHENTICATION)

Add: Unique per individual device cryptographically secure communication keys should be used
to prevent leveraging the knowledge of one key to access a multitude of devices.
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CR

2.1 Authorization enforcement

Add: For applications or PROCESSES running with system privileges, an effective separation of
privileges should be in place.

NOTE 1 Further CR like CR 7.7 (least functionality) also contribute to the SECURITY concept.

CR

4.1 (new RE (1) health data de-identification)

Add following RE (1), health data de-identification

The|MEDICAL DEVICE should provide the capability (e.g. application software, additionaltoo
to difrectly remove information that allows the identification of a PATIENT by unauthorized pers

via

is shipped for repair or disposal, should include the scrubbing of such sensitive~health
withput the loss of quality and SECURITY forensics information required by the-MANUFACTUR

NOTE 2 Pseudonymisation and use of any manner of PATIENT-identifying keys that are séparately accessiblg
to authorized users permit health data to be re-identified by authorized users only.

Thig RE (1) should be applicable for capability SECURITY LEVELS St=C 2, 3 and 4.

CR

the PATIENT's stored health data. This capability, which is exercised before a MEDICAL DE

b.1 Network segmentation

Add} In cases where standard IT is being used for{configuration interfaces, it shoulg
sufficiently protected. The available specifications Jand technical guidelines should

imp
be

reqyirements on the use of secure point-to-point*protocols (e.g. transport layer security) sh

be
sec

Compliance with the specifications should be checked by inspection of test results accordin

the

to the stated capability SECURITYLEVEL (SL-C).

6

Thelfollowing technical description should be supplied to the RESPONSIBLE ORGANIZATION as
of te ACCOMPANYING DOCUMENTS.

a)

b)

c)

lemented properly. If, for example, a web interface is being used, the connections sh
made available exclusively in encrypted form:> Compliance with state-of-the-art minin

nsured, and web servers should operate according to the CYBERSECURITY specification
re web server operations.

corresponding parts of Table, 1,-and by inspection of the ACCOMPANYING DOCUMENTS rel

Technical description

A specifieation of target groups which are to be informed about specific technical informg
flelatedto CYBERSECURITY, including their access privileges/permissions on the device.

ing)
ons
VICE
Hata
ER.

only

be
be
puld
num
buld
5 for

gto
ated

part

tion

A\téchnical description for the affected target groups that clearly illustrates how to operate

the MEDICAL DEVICE in a technically secure manner. Clinicians/physicians should be provided
with the information they need to have meaningful discussion with their PATIENTS about

CYBERSECURITY RISKS.
Sufficiently detailed, SECURITY concept related, system diagrams for the target groups.

d) A SECURITY concept related CYBERSECURITY bill of material including, but not limited to, a list
of commercial, open source, and off-the-shelf software and hardware components. The list

should enable the target groups to effectively manage their ASSETS, to understand

the

potential impact of identified vulnerabilities to the MEDICAL DEVICE (and the connected
IT-NETWORK), and to deploy COUNTERMEASURES to maintain the ESSENTIAL FUNCTION of the

MEDICAL DEVICE.
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A specification of the minimum platform requirements for connectable devices including
administration workstations, such as hardware properties, operating system versions,
middleware and drivers, peripheral devices; additionally for "software as a MEDICAL DEVICE",
the minimum platform requirements for installation including the operating system.

A description of SECURITY features and functions (including a description of capability
SECURITY LEVEL SL-C) that protect the ESSENTIAL FUNCTION, even when the CYBERSECURITY
of the MEDICAL DEVICE or the connected MEDICAL IT-NETWORK has been compromised.
Documentation of RISKS/THREATS which are covered by the SL-C concept of the MEDICAL
DEVICE itself.

Information on how hardening of the MEDICAL DEVICE to the greatest possible extent can be
the

EDICAL DEVICE is able to be configured to different capability SECURITY LEVELS SL-Cs.

documentation of THREATS that should be considered for the INTENDED USE envifonmept in
he context of a CYBERSECURITY assessment or CYBERSECURITY managementiand a list of
gservices that cannot be secured alone with the mechanisms integrated in the MEDICAL DEVICE
capability SECURITY LEVEL SL-C) in the INTENDED USE environment (and thus reduire
additional technical or organisational COMPENSATING COUNTERMEASURES:

\ documentation of SECURITY related RISKS of using the MEDICAL DEVUCE outside the INTENDED
WYSE environment.

\ list of appropriate, recommended COUNTERMEASURES forCthe listed THREATS in|the
INTENDED USE environment to permit secure network connected deployment and serviging
e.g., supporting infrastructure requirements, end point ‘pfotections such as anti-malwlare,
irewall/firewall rules, application whitelisting, SEGURITY event parameters, logping
arameters, physical SECURITY detection).

ecommendations regarding configurations that ensure secure operations (e.g. a guid¢ for
ardening the system). For example:

+ information on changing default passwords and deactivating unnecessary accounts

+ achecklist to help maintain an overview about the configuration and its SECURITY spefcific
implications;

+ a documentation of the SECURITY specific consequences of possible configurgtion
options/alternatives;

4+ an indication of settings‘which are to be considered critical and whose changes may
lead to increased SEGURITY RISK;

+ references to further information on SECURITY measures or for secure operations.

Advice to target groups to deactivate the applications and unused data ports, espedially
incoming ports that are not required in their particular scenarios.

m) In case standard IT mechanisms are used in a SECURITY related context, information on how

n)

0)

p)

use these mechanisms in a secure manner and how to protect these mechanisms
ufficiently. For example, use of web interfaces exclusively in encrypted form and selegtion
f web,servers operating according to the CYBERSECURITY recommendations for secure web
efver operations.

A documentation of all interfaces, access points, network ports and their functions, including
a description of the port functionality, the kind of other network components that can be
connected, the kind of data/signals that are being transmitted, their protocol types,
addressing schemes and the directions including the origin and destinations in which the
data/signals flow.

A description of how the design enables the device to announce when anomalous conditions
(i.e. SECURITY events) are detected. SECURITY event types could be configuration changes,
network anomalies, login attempts, or anomalous traffic (e.g. send requests to unknown
entities).

Where appropriate, instructions for target groups on how to respond upon detection of a
CYBERSECURITY vulnerability or an INCIDENT.
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q)

r)

s)

Co
DOCUMENTS are complete and in agreement with the SECURITY.design documents.

7

A description of the operation in an ESSENTIAL FUNCTION mode in case of a presumed or
detected attack on the MEDICAL DEVICE or the connected IT-SYSTEM, if such mode requires
activities by the OPERATOR or by SERVICE PERSONNEL.

A description of how forensic evidence is captured, including but not limited to, any log files
kept for a SECURITY event. Log file descriptions should include how and where the log file is
located, stored (including storage capacity), recycled, archived, used, and how it could be
consumed by automated analysis software (e.g. intrusion detection system).

A description of how to backup and restore features and a description of methods for
retention and recovery of MEDICAL DEVICE log files and configurations (at least those
configurations required for ESSENTIAL FUNCTION) by an authenticated privileged user.

description of the systematic procedures for authorized users to download and jinstall
ersion-identifiable software and firmware from the MANUFACTURER.

Information on how to ensure that remote maintenance does not affect the operation of the
EDICAL DEVICE in any way if the remote maintenance during the operation, of-the MED|CAL
EVICE is allowed/necessary.

Information, if known, concerning MEDICAL DEVICE CYBERSECURITY end of.support. At thelend
f support, a MANUFACTURER may no longer be able to reasonably previde SECURITY pat¢hes
r software updates. If the MEDICAL DEVICE remains in service following the end of support,
he CYBERSECURITY RISKS for users can be expected to increase over time.

pliance with the specifications should be checked by ,inspecting if the ACCOMPANYING

Mapping of requirements to capability security levels (SL-C)

Table 1 indicates which MEDICAL DEVICE SECURITY' requirements apply to which foundatipnal
reqyirements (FR) for a given MEDICAL DEVICE ‘capability SECURITY LEVEL SL-C. The MED|CAL

DEV
FR,
IEC

CE SECURITY requirements to be met fora given SL-C are denoted by a check mark. |The
CR, SAR, EDR, HDR, NDR, including RE, used in Table 1 shall be read as specifigdd in
62443-4-2:2019.

NOTE 1 Table 1 has been transferred fromIEC 62443-4-2:2019, with modifications applicable for this documgnt as

listed in footnotes to table a) b) and c)'and specified in 5.2.

NOTE 2 The exemplary vector of capability SECURITY LEVEL SL-C is contained in Annex A.6, Table A.2.
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Table 1 — Mapping of single requirements to capability security levels (SL-C)

Component requirements (CR) and requirement enhancements (RE) |SL-C 1 |SL-C 2 | SL-C 3 | SL-C 4

FR 1 - Identification and AUTHENTICATION control (IAC)

CR 1.1 — Human user identification and AUTHENTICATION v v 4
RE (1) Unique identification and AUTHENTICATION v v
RE (2) Multifactor AUTHENTICATION for all interfaces v v
CR 1.2 — Software PROCESS and device identification and AUTHENTICATION v v v
RE (1) Unique identification and AUTHENTICATION @ v v
CR 1.3 — Account management v 4
CR 1.4 - Identifier management 4 4
CR 1.5 — Authenticator management v 4
RE (1) Hardware SECURITY for authenticators v v
NDH 1.6 — Wireless access management v v 4
RE (1) Unique identification and AUTHENTICATION v 4
CR 1.7 — Strength of password-based AUTHENTICATION v v 4
RE (1) Password generation and lifetime restrictions for human users v 4
RE (2) Password lifetime restrictions for all users (human, software %
PROCESS, or device)
CR 1.8 — Public key infrastructure certificates v 4
CR 1.9 - Strength of public key-based AUTHENTICATION v 4
RE (1) Hardware SECURITY for public key-based AUTHENTICATION v 4
CR 1.10 — Authenticator feedback 4 v v Vv
CR 1.11 — Unsuccessful login attempts 4 v v Vv
CR 1.12 — System use notification v v 4 4
NDH 1.13 — Access via untrusted networks v v v 4
RE (1) Explicit access request approval v 4
CR 1.14 — Strength of symmetric key~based AUTHENTICATION v v 4
RE (1) Hardware SECURITY for.symmetric key-based AUTHENTICATION v 4
FR 2 — Use control (UC)
CR 2.1 — Authorization-enfercement @ v v v 4
RE (1) Authorization enforcement for all users (humans, software v v %
PROCESSES and devices)
RE (2) Permission mapping to roles v v
RE (8) Supervisor override v
RE.(4) Dual approval Vv
CR 2.2 — Wireless use control v v v v
CR 2.3 — Use control for portable and mobile devices P
SAR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
EDR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
HDR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
NDR 2.4 — Mobile code v v v v
RE (1) Mobile code AUTHENTICITY check v v v
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Component requirements (CR) and requirement enhancements (RE)

SL-C1

SL-C 2

SL-C3

SL-C 4

CR 2.5 — Session lock

CR 2.6 — Remote session termination

CR 2.7 — Concurrent session control

CR 2.8 — Auditable events

CR 2.9 — Audit storage capacity

RE (1) Warn when audit record storage capacity threshold reached

CR 2.10 — Response to audit processing failures

CR 2.11 — Timestamps

RE (1) Time synchronization

AN R Y Y NN RN

RE (2) Protection of time source INTEGRITY

CR 2.12 — NON-REPUDIATION

AN

RE (1) NON-REPUDIATION for all users

EDHR 2.13 — Use of physical diagnostic and test interfaces

RE (1) Active monitoring

HDH 2.13 — Use of physical diagnostic and test interfaces

RE (1) Active monitoring

NDH 2.13 — Use of physical diagnostic and test interfaces

RE (1) Active monitoring

AN NE N NS EANE R

N YRR YERYERYRYERYERY YR Y Y Y N N N

FR 3 — System INTEGRITY (SI)

CR 3.1 — Communication INTEGRITY

RE (1) Communication AUTHENTICATION

SAR 3.2 — Protection from malicious code

EDR 3.2 — Protection from malicious code

HDR 3.2 — Protection from malicious code

RE (1) Report version of code protection

NDHR 3.2 — Protection from malicious(code

CR 3.3 — SECURITY functionality verification

AN R N N N N NI R N RN

AN R N N N N N I N RN

RE (1) SECURITY functignality verification during normal operation

CR 3.4 — Software and.information INTEGRITY

RE (1) AUTHENTICITY of software and information

RE (2) Automated notification of INTEGRITY violations

CR 3.5 — Input validation

CR 3.6/~ Deterministic output

AN BN AN

NKTXTXTXTXTXTXTXTXTXTYXTYXTXTX

CR Z Errorhandlina
1 =Heorrahertg

CR 3.8 — Session INTEGRITY

CR 3.9 — Protection of audit information

AN

RE (1) Audit records on write-once media

EDR 3.10 — Support for updates

RE (1) Update AUTHENTICITY and INTEGRITY

HDR 3.10 — Support for updates

RE (1) Update AUTHENTICITY and INTEGRITY

NDR 3.10 — Support for updates

RE (1) Update AUTHENTICITY and INTEGRITY

DN I N N R N N N

DN I N N B N N N

AN N AN AN Y N N B N BN
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Component requirements (CR) and requirement enhancements (RE) SL-C1|SL-C2|SL-C3|SL-C4
EDR 3.11 — Physical tamper resistance and detection v v v
RE (1) Notification of a tampering attempt
HDR 3.11 — Physical tamper resistance and detection v v v
RE (1) Notification of a tampering attempt v v
NDR 3.11 — Physical tamper resistance and detection v v v
RE (1) Notification of a tampering attempt v v
EDR 3.12 — Provisioning product supplier roots of trust v v v
HDH 3.12 — Provisioning product supplier roots of trust v v 4
NDR 3.12 — Provisioning product supplier roots of trust v v 4
EDR 3.13 — Provisioning ASSET owner roots of trust v Vi 4
HDR 3.13 — Provisioning ASSET owner roots of trust v v 4
NDR 3.13 — Provisioning ASSET owner roots of trust v v 4
EDR 3.14 — INTEGRITY of the boot PROCESS v v v 4
RE (1) AUTHENTICITY of the boot PROCESS v v 4
HDH 3.14 — INTEGRITY of the boot PROCESS v v v 4
RE (1) AUTHENTICITY of the boot PROCESS v v 4
NDH 3.14 — INTEGRITY of the boot PROCESS v v v 4
RE (1) AUTHENTICITY of the boot PROCESS v v 4
FR 4 — Data CONFIDENTIALITY (DC)
CR 4.1 — Information CONFIDENTIALITY v v 4
RE (1) Health data de-identification @ v 4
CR 4.2 — Information persistence v 4
RE (1) Erase of shared memory resources v 4
RE (2) Erase verification v 4
CR 4.3 — Use of cryptography v v v 4
FR § - Restricted data flow (RDF)
CR 5.1 — Network segmentation 2 v 4
NDH 5.2 — ZONE boundary protection v 4
RE (1) Deny all, permit’by exception v 4
RE (2) Island mode v 4
RE (3) Fajl-close v 4
NDH 5.3 — General purpose, person-to-person communication restrictions v v v 4
CR 5.4~ Application partitioning ?
FR 6 — Timely response to evenis (TRE)
CR 6.1 — Audit log accessibility v v
RE (1) Programmatic access to audit logs
CR 6.2 — Continuous monitoring v
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Component requirements (CR) and requirement enhancements (RE) |SL-C 1 |SL-C 2 |SL-C 3 | SL-C 4

FR 7 — Resource AVAILABILITY (RA)

CR 7.1 — Denial of service protection v v v v
RE (1) Manage communication load from component v v v
CR 7.2 — Resource management v v v
CR 7.3 — MEDICAL DEVICE backup © v v v
RE (1) Backup INTEGRITY verification v v v
CR 7.4 — MEDICAL DEVICE recovery and reconstitution © v v v v
CR 1.5 — Emergency power
CR 1.6 — Network and SECURITY configuration settings v v v 4
RE (1) Machine-readable reporting of current SECURITY settings 4 4
CR 1.7 — Least functionality v v v
CR 7.8 — MEDICAL DEVICE component inventory © v 4

Key
CR:| component requirement which is common to all types of MEDICAL DEVICES
EDR: embedded device requirement

HDR: host device requirement

NDR: network device requirement

SAR: software application requirement

2  for that row, this document includes modified or added requirements, compared to those in IEC 62443-4-
2:2019.

That row does not require SECURITY measures for%a MEDICAL DEVICE, only IT-NETWORK requirements gxist
gccording to IEC 62443-3-3:2013 [5]. The row is ingluded for information only in this document.

¢ The term "control system", related to the "component" in IEC 62443-4-2:2019, has been replaced with "MEDICAL
DEVICE" in this document.
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Annex A
(informative)

General guidance and rationale

The approach of this document: Type testable MEDICAL DEVICE IT SECURITY

properties

The goal of this document is to provide requirements for type testing regarding SECURITY for a

MED
CYB
devi

ce, which is the task of a SECURITY RISK MANAGEMENT PROCESS. By defining a,'SECU

CAL DEVICE. I'he SECURITY LEVELS defined In this document define the level of resiliende to
ERSECURITY attacks. This document does not define a specific SECURITY LEVEL for arspecific

RITY

LEVEL according to this document, the MANUFACTURER of a MEDICAL DEVICE can¢describe| the

leve

| of SECURITY in a standardized way.

Whegn this document is used for type testing, the tester simply verifies.the MANUFACTURER'S

clain
decl

are the SECURITY LEVEL implemented in the MEDICAL DEVICE,~with any limitations

ns for a certain SECURITY LEVEL as illustrated in Figure A.1. It is up te.the MANUFACTURER to

and

extgnsions. The type test does not evaluate if the declared capability SECURITY LEVEL §L-C

makl
RISK

A SH
toT
ana
cou
MAN

MED
shai
diffg
IEC

es the device fit for purpose in a given INTENDED USE environment. That is up to the SECU
MANAGEMENT PROCESS to evaluate.

CURITY RISK MANAGEMENT PROCESS would typically evaluate the impact on SAFETY, expo
HREATS, significance of vulnerabilities and value,ofithe ASSETS of a MEDICAL DEVICE.
ysis would then result in the requirement “for a certain SECURITY LEVEL.

NTERMEASURES defined by a certain SECURITYLEVEL are then evaluated in the SECURITY

ed responsibility for RISK MANAGEMENT but different and complementary roles to play
rent processes to apply (for further information, see IEC 80001-1:2010 and 1SO 81001
60601 (all parts) focus on the role of the MANUFACTURER.

RITY

sure
This
The
RISK

NGEMENT PROCESS, and the residual RISK is then evaluated. This document is a tool to dgfine
suitadble COUNTERMEASURES for a chosen SECURITY LEVEL.

CAL DEVICE MANUFACTURERS and network operators (RESPONSIBLE ORGANIZATIONS) have

and
12),

2y

nder preparation. Stage at the time of publication: ISO/FDIS 81001-1:2020.
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—
Security level

Higher

Strength L4
of counter-
measures

SL3
SL 2
Lower
SL 1
1 SLO ‘
= Lower Impact on safety Higher
inf;gn;e’,\:f;d — exposure to threats —

significance of vulnerabilities
value of assets to pretect

Figure A.1 — lllustration with-SECURITY LEVELS

SECPRITY LEVELS (SL) have to do with different aspects of the SECURITY life cycle as illustrated
in Flgure A.2.

— The target SECURITY LEVEL (SL-T) is the desired level of SECURITY for a particular MED|CAL
IIT-NETWORK or a specified ZONE oftit. It is usually determined by performing a RISK
@ssessment on a MEDICAL IT-NETWORK and determining that it shall have a particular levgl of
BECURITY to ensure its correct eopération. A system integrator specifies the SL-T for gach
ZONE of the MEDICAL IT-NETWQRK. "Requirements specification" is a metaphor for this.

— The capability SECURITY LEVEL (SL-C) is the SECURITY LEVEL that a MEDICAL DEVICE or gther
omponents of a MEDICAL IT-NETWORK can provide when properly configured. This level
g¢tates that a particular-MEDICAL DEVICE or other component of the MEDICAL IT-NETWORK is
apable (or not)-ef*meeting the required target SECURITY LEVEL SL-T natively without
additional COMPENSATING COUNTERMEASURES when properly configured and integratef. A

ANUFACTURER declares and verifies the MEDICAL DEVICE's SL-C. "Datasheet and test report”
is a metaphorfor this.

— An achieved SECURITY LEVEL (SL-A) is the actual level of SECURITY for a particular MEDJCAL
I[T-NETWORK or a specified ZONE of it. It is measured after a MEDICAL IT-NETWORK's design is
available or when a MEDICAL IT-NETWORK is in place. It is used to establish that a SECURITY
] ) oo . . A o ) . rget
SECURITY LEVEL SL-T. A system integrator (or someone else) evaluates the SL-A after

integration of MEDICAL DEVICES or other components into a MEDICAL IT-NETWORK. "Integration

test result" is a metaphor for this.

For more information on the use of SECURITY LEVELS, see |IEC 62443-3-3:2013 [5], Clause A.2.
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System integrator
requires

Evaluation
after
integration

Integration into
medical
IT network

Achieved

Manufacturer

declares

Capability
IEC

Figure A.2 — Capability — Target — Achieved

The|manufacturer should specify target SECURITY LEVEL SL-T for the.use environment (ZON
use lenvironments (ZONES) in which the MEDICAL DEVICE is typically-operated. This is used
basis to specify an appropriate capability SECURITY LEVEL SL-C for'the MEDICAL DEVICE. Howsd

the

re is no need to mandatorily achieve an SL-C being identical or higher than the SL-T. A

a lower SL-C for a MEDICAL DEVICE can be accepted provided it is listed in the ACCOMPAN
DOCPMENTS. The RESPONSIBLE ORGANIZATION (e.g. hospital IT manager or clinical engineer)

the

COMPENSATING COUNTERMEASURES external to the\MEDICAL DEVICE, complies with the requ

SL-T.

If a

WEDICAL DEVICE is used outside professional healthcare environments, a capability SECU

LEVEL SL-C complying with the target SEGURITY LEVEL SL-T is typically appropriate.

An

gxplanation of security levels and their use is given in A.2.1 of IEC 62443-3-3:2013 [5]

"The following is an excerpt from 5.11.1 of IEC TS 62443-1-1:2009 [4] that provides a g
explanation of what SECURITY LEVELS are and how they can be used.

ECURITY LEVELS provide a qualitative approach to addressing SECURITY for a ZONE. 4
ualitative method, SECURITY LEVEL definition has applicability for comparing and mana
le SECURLFY\Of ZONES within an organization. As more data becomes available and|
athematical representations of RISK, THREATS, and SECURITY INCIDENTS are developed,
ncept-will move to a quantitative approach for selection and verification of SECURITY LE
(8L).\Uv 'will have applicability to both end user companies, and vendors of IACS 3
CURITY products. It will be used to select IACS devices and COUNTERMEASURES to be (

=0 (0

E) or
s a
ver,
Iso,
Y ING
can

N manage that the achieved SECURITY LEVEL SL<ANfor the complete zZONE, including funther

ired

RITY

ood

WIthim @ ZONE an
across industry segments.

O IdentliTy and compare SECURITY O ZONES In dairfterent organiza I

In this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See

also last paragraph at the end of A.1.
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In the first phase of development, the IEC 62443 series [3] of standards tends to use qualitative
SECURITY LEVELS, using terms such as "low", "medium", and "high". The ASSET owner will be
required to come up with their own definition of what those classifications mean for their
particular application. The long-term goal for the IEC 62443 series [3] is to move as many of
the SECURITY LEVELS and requirements to quantitative descriptions, requirements and metrics
as possible to establish repeatable applications of the standard across multiple companies and
industries. Achieving this goal will take time, since more experience in applying the standards
and data on industrial SECURITY systems will need to be acquired to justify the quantitative
approach.

When mapping requirements to the different SECURITY LEVELS, standard developers need some
frame of reference describing what the different SECURITY LEVELS mean and how they differ from
each other. The goal of this annex is to propose such a frame of reference."

Thelfollowing are rationales for specific clauses and subclauses in this particular standard, with
clause and subclause numbers parallel to those in the body of the document. Fhe numbgring
is, therefore, not consecutive.

Definition 3.10 — ESSENTIAL FUNCTION

Tholgh BASIC SAFETY and ESSENTIAL PERFORMANCE are the core\concept for the design pf a
secyre MEDICAL DEVICE, it is recognized that only meeting. BASIC SAFETY and ESSENTIAL
PERFORMANCE requirements is sometimes not sufficient for'such a design. Under the area of
AVAILABILITY, special considerations shall be applied by a MEDICAL DEVICE MANUFACTURER.

For pxample, if an INTENDED USE environment/zONE inwhich a MEDICAL DEVICE typically operptes
is aftacked, resulting in the introduction of malicious code, or if the MEDICAL DEVICE itsqlf is
affected by a cyber-attack, suitable COUNTERMEASURES should be in place to allow the affefted
RESPONSIBLE ORGANIZATION to continue to provide some level of medical care for acute injyries
or diseases. If one only considered BASIC<SAFETY and ESSENTIAL PERFORMANCE, these cpuld
oftep be met by terminating clinical functionality in a safe manner (e.g. providing alarm,
implementing safe shutdown method),

Theldefinition of ESSENTIAL FUNCTION has been modified to clearly state that for MEDICAL DEV|CES
additional capability may be:rdeeded in such cases. This, minimum clinical functionality [and
operational AVAILABILITY, is(required to ensure the RESPONSIBLE ORGANIZATION can continue to
proJide a level of medical, care even in cases of successful attacks. An example of su¢h a
minimum clinical functionality is, for a MEDICAL DEVICE, to fall back to a mode isolated from the
comlpromised IT-NEFWORK with some minimum performance required for the ongoing provision
of healthcare.

As a SECURITY ‘related update of hardware or software may require weeks or even months to
validate SEGURITY, safety and clinical performance, the RESPONSIBLE ORGANISATION in many
casTs needs such an ongoing ESSENTIAL FUNCTION of MEDICAL DEVICES in that interim period.

Subclause 4.2 — Support of ESSENTIAL FUNCTION

For the benefit-risk analysis (between safety and security), this subclause explains the risk of
losing confidentiality in parts or totally when supporting an important clinical function after a
successful attack on the IT-NETWORK or the MEDICAL DEVICE. As an example, when a ransomware
attack infects the MEDICAL IT-NETWORK, the IT department might mitigate the fast spreading of
malware by terminating all MEDICAL IT-NETWORK connections. If the MEDICAL DEVICE is configured
to use network-based authentication services, then the MEDICAL DEVICE is not accessible
anymore. Depending on the INTENDED USE, BASIC SAFETY, ESSENTIAL PERFORMANCE and
additional considerations, a benefit-risk analysis could determine to disable access controls
and grant access without login credentials in such cases, either by OPERATOR intervention or
even automatically.
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Such an analysis should consider whether it is normal operation to store and maintain PATIENT
data on the MEDICAL DEVICE; then, disabling of access controls might be inappropriate and a
fallback scenario, like cached credentials or a FIRECALL functionality, could be more appropriate
for implementation. This could be for the purpose of being able to use the MEDICAL DEVICE,
especially, for example, for life sustaining purposes or for the purpose of accessing PATIENT
information stored on the MEDICAL DEVICE, whatever is more important for its use in the clinical
setting. Special care should be taken for resolution of situations in which safety aspects can

only

be ensured in taking into account an ongoing data privacy leak.

Traceability in case of making use of a FIRECALL function means that specific means are
available, for example event logging, notification, alarming., depending on the kind of medical

devi

Subjclause 4.6 — Overarching constraints

All g
follg
[10]

Subjclause 4.6.3 — Specific SECURITY features for MEDICAL DEVICES

Exa
dive

— A

ce, the use environment and the potential harm.

f the MEDICAL DEVICES defined in this document are assumed to be developed’and suppg
wing a secure software development PROCESS, for example as described'in’ [EC 81001-
or in IEC 62443-4-1 [6].

mples (particular standards can come to different results and-can also differentiate betw
rse INTENDED USE environments/ZONES).

An Internet-linked implantable cardioverter modem’ usable in home environments nj

- A

Tab
in ty

perate in a use environment/ZONE with a target-SECURITY LEVEL SL-T of 4.

diagnostic workstation used in a largéuyclinic network might operate in a
nvironment/ZONE with a target SECURITY LEVEL SL-T of 3 if the clinical network is
eparated from the public network or an-SL-T of 2 if the clinical network is separated 1
he public network.

dialysis machine used in an in-¢entre dialysis clinic with its own clinic network n
perate in a use environment/ZONE with a target SECURITY LEVEL SL-T of 2.

\n anaesthesia workstation usable in operating rooms with a separated clinical inten
are network might operate(in a use environment/zONE with a target SECURITY LEVEL SL-

e A.1 lists exemplary, criteria for the selection of an appropriate target SECURITY LEVEL §
pical INTENDED USE ‘€nvironments.

rted
5-14

een

ight

use
not
rom

ight

sive
T of

bL-T

4 u

nder preparation. Stage at the time of publication: IEC/CCDV 81001-5-1:2020.
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Table A.1 — Exemplary criteria for the selection of appropriate target
SECURITY LEVEL SL-T in typical INTENDED USE environments

Aspects of vulnerability

Exemplary factors to consider

Comment/Examples

ASSETS regarding safety

Consequence of loss of BASIC
SAFETY and ESSENTIAL PERFOR-
MANCE

The level of HARM, as light injury,
serious injury or death to the PATIENT,
OPERATOR or bystanders

Range: From simple diagnostic

measurement that can easily be re-

peated (low SL-T) up to life-
supporting functions (high SL-T

)

ASS}TS regarding information

target of attackers or is their
placement widespread?

number of devices with valuabl
ASSETS (high SL-T)

SECUYRITY (foundational

requirements 1 to 7)

PATIENT data Is there any PATIENT data stored? From no PATIENT data-stored (Iqw
Single PATIENT or many PATIENTS? SL-T) up to critical’multiple PAT|ENT

data stored (high SL-T)

Indiect access to other ASSETS Value of ASSETS, where access is From nopaccess to other ASSET$ in
controlled by the device A MEDICALIT-NETWORK (low SL-[)

up, toraccess to critical ASSETS
(high SL-T)

INTENDED USE environment

Usef profile Used by PATIENTS or used by From use by trained and SECURJTY-
SECURITY-instructed healthcate instructed professionals only (Iqw
professionals only? SL-T) up to use by lay OPERATQRS

(high SL-T)

Physical environment Is access controlled‘in*a professional |From professionally controlled
environment or only by PATIENTS in areas (low SL-T) up to public afeas
their homes? (high SL-T)

Sizqg of attack surface

Nunlber of, and accessibility of Arge there no external or accessible From no external/accessible ports

port$ on the device internal ports? Or do several (low SL-T) up to many and publicly
accessible interfaces exist, including accessible ports (high SL-T)
wireless interfaces?

Impact on public health

Nunber of impacted devices Are very few devices placed in the From very small installed base ith
market and therefore not a preferred low value ASSETS (low SL-T) to big

Subjclause 5.1 — Application of SECURITY LEVELS

In principle, the terms and wordings of Clause 5 to Clause 14 of IEC 62443-4-2:2019 have been
used in this document, especially in Table 1, with the corresponding modification (see Clause 3).

Clause 12 of IEC 62443-4-2:2019 has been used for MEDICAL DEVICE SOFTWARE while Clause 13
of IEC 62443-4-2:2019 has been used for MEDICAL DEVICES with embedded software.

For data CONFIDENTIALITY, different and diverging national requirements and sometimes even
different approval responsibilities within one country exist. The scope of this document is
restricted to SAFETY-related SECURITY specifications for MEDICAL DEVICES. However, the listed
provisions in Table 1, making use of Clause 8 of IEC 62443-4-2:2019 for SAFETY-related data
CONFIDENTIALITY, are a good base also for non-SAFETY-related SECURITY aspects.
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Clause 15 of IEC 62443-4-2:2019, which refers to network device requirements, has not been
used as the scope of this document intentionally applies only to MEDICAL DEVICES so that they
can be more securely integrated into a MEDICAL IT-NETWORK. The scope of this document does
not include SECURITY management for the overall MEDICAL IT-NETWORK. Further nonmedical
equipment and systems within the MEDICAL IT-NETWORK may follow Clause 15 or further clauses
of IEC 62443-4-2:2019, or even other SECURITY standards, but are out of the focus and scope
of this document.

When reading the acronym "IACS" in IEC 62443-4-2:2019 in the context of this document, it
should be read as MEDICAL IT-NETWORK. When reading the acronym "IACS components" in
IEC 62443-4-2:2019 in the context of this document, it should be read as MEDICAL DEVICE. When
reading the acronym "control system" in IEC 62443-4-2:2019, in the context of this document,
it shiould be read as MEDICAL DEVICE.

A.2| Typical network connections of MEDICAL DEVICES covered in this’document

Thelfollowing Figure A.3 to Figure A.6 illustrate typical situations in whichthe data interfage of
a MEDICAL DEVICE is connected to IT-NETWORKS.

IEC

Figure A.3 — Wireless point-to<point connection between
a portable device (e.g. PATIENT programmer) and an implant

[P

IEC

Figure A.4 — Connection between a PATIENT's portable device and a doctor's computer

m I -y
Internet |:|

IEC

O0C "‘

Figure A.5 — Connection between a MEDICAL DEVICE and a doctor's computer
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i

T S
g &J General purpose IT network

Network in dialysis ward

Intensive care ward
monitoring network IEC

Each|of the bubbles can represent one ZONE or can, by itself, consist of separate ZONES. The red bubbles are typjcally
reprgsenting a different ZONE than the green bubble.

Figure A.6 — IT-NETWORK in a hospital

A.3| Inclusion of ME SYSTEMS
Thig document is based on a SECURITY@oncept with clear but distributed responsibilities.

It is| the responsibility of a MEDICAL DEVICE MANUFACTURER to achieve and maintain a self-
declared capability SECURITY LEVEL SL-C with the design of the MEDICAL DEVICE.

To gomplement this, it is the responsibility of the individual MEDICAL IT-NETWORK'S owner (e.g.
in al hospital or a doctor's office) to determine the ZzONES and CONDUITS of that MEDICAL IT-
NETWORK and their-needed target SECURITY LEVEL SL-T, as well as to verify the achigved
SECURITY LEVEL SL=A. The latter may make use of the information about capability SECURITY
LEVEL SL-C provided by the MEDICAL DEVICE MANUFACTURER.

Due| to that*distributed responsibility, the IEC 60601-1 term of ME SYSTEMS has to be ysed
cargfully-(and has intentionally been used carefully within this document). Literally, ejery
MED|CAIIT-NETWORK in terms of IEC 80001-1:2010 [8] can also be read as being an ME SYYTEM
in terms of IEC 60601-1.

NOTE IEC 80001-1:2010 [8], definition 2.16: "an IT-NETWORK that incorporates at least one MEDICAL DEVICE".
IEC 60601-1, definition 3.64: "combination, as specified by its MANUFACTURER, of items of equipment, at least one of
which is ME EQUIPMENT to be inter-connected by functional connection or by use of a multiple socket-outlet".

While this interpretation of a MEDICAL IT-NETWORK being an ME SYSTEM is possible though not
shared unanimously, it is not helpful for this document. This document focuses on the capability
SECURITY LEVEL SL-C of MEDICAL DEVICES in terms of ME EQUIPMENT or "classical" ME SYSTEMS as
a combination of a ME EQUIPMENT with a small number of (some few) further medical or
nonmedical equipment placed onto the market by one MANUFACTURER. It should be allowed for
the MANUFACTURER to design, verify and declare SL-C for such an ME SYSTEM in total as if it was
a ME EQUIPMENT. So, MEDICAL DEVICE is intended to include those ME SYSTEMS placed onto the
market by one MANUFACTURER, but for the complete MEDICAL IT-NETWORK, the responsibility
remains at the local owner of the MEDICAL IT-NETWORK.
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For integration of a MEDICAL DEVICE as a component with certain capability SECURITY LEVEL SL-C
into a MEDICAL IT-NETWORK, a target SECURITY LEVEL SL-T for the MEDICAL IT-NETWORK or certain
ASSETS of it should be assigned to an INTENDED USE environment/ZONE. An SL-T may also be
assigned to a CONDUIT. SL-T for a ZONE and CONDUIT is determined during RISK assessment for
the MEDICAL IT-NETWORK according to IEC 80001-1:2010 [8]. It is not required to assign an SL-
T to CONDUITS as long as the SECURITY properties associated with the CONDUIT are taken into
consideration during RISK assessment of the ZONES which use the CONDUIT under consideration.

The RISK assessment for the MEDICAL IT-NETWORK according to IEC 80001-1:2010 [8] should
take into consideration the likelihood and consequences of SECURITY of a ZONE or CONDUIT being
compromised. That RISK assessment may be qualitative, semi-quantitative, or quantitative. The

targ
devi
CON

The
CON

bt SECURITY LEVEL SL-T determines the required effectiveness of COUNTERMEASU
ces including MEDICAL DEVICES that shall be in place to prevent SECURITY of the!ZoN
pUIT from being compromised.

factors that influence the determination of target SECURITY LEVEL SL-T for a ZONE
DUIT are:

With
SEC

Exa
exte

he network architecture with the defined ZONE boundaries and CONDUITS,

he SL-T of the ZONES with which the ZzONE under consideration will communicate,
he SL-T of CONDUIT, if assigned, used for communication by the zoNE, and

he physical access to devices and systems within the ZONE.

in a ZONE, determining the target SECURITY LEVEL SL-T should be based on layer
URITY and their impact on the whole.

mples of SECURITY properties that may be addressed by a COMPENSATING COUNTERMEAS
rnal of or integral to a MEDICAL DEVICE are given below:

roving peer entity AUTHENTICITY;

reserving AUTHENTICITY and INTEGRITY of messages;

reserving CONFIDENTIALITY of messages/information/communication;
nsuring accountability (NON{REPUDIATION);

nforcing access controf policies;

reventing denial-of<service attacks;

aintaining platfarm-trustworthiness;

etecting tampering;

onitoring(SECURITY status.

RES,
E Or

and

s of

URE

A.4| Correlation to existing regulations, standards and technical specifications

The sheer number of CYBERSECURITY frameworks, standards and guidance documenis may
seem overwhelming to the MEDICAL DEVICE MANUFACTURER. Figure A.7 shows an overview of the

mos

t commonly used frameworks, standards and guidance used for MEDICAL DEVICES.
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1
1 Guidances
(BSI, FDA, NIST
1SO 27000 Health Canada, SP 800
Series TGA, ...) series
Information SecurITY Regulatory authorities NIST
Cybersecurity
- framework
IEC 62443 MEDICAL —
series DEVICE Information SECURITY
—
———
Industrial automation
UL 2900
IEC TR series
60601-4-5
ISO 14971 . IECTR
L 80001-2-x Test house
IEC 80001-5-1
AAMI Risk management for IT-NETWORK
TIR57/97 - incorporating MEDICALDEVICES
. Medical device
Risk management security IEC

Figure A.7 — Selection of IT SECURITY related documents

— The NIST (National Institute of Standards and Technology) Cybersecurity Framework|and
g$pecial publications [24] are designed to support everything from small IT-NETWORKS to large
systems that are critical for national SECURITY.

— ISO/IEC 27000:2018 [15], together with its correlated standards, is a information SECURITY
gtandard for IT-NETWORKS in general, which includes optional standards for a management
gystem. This standard, together withyits™ correlated standards, includes sector-specific
adaptations, one of which is for the medical sector.

— |EC 62443 (all parts) [3] is a series’of SECURITY standards for industrial automation control
systems (IACS)3. Since IACSare used in important systems such as electrical pgwer
distribution, water distribution and critical industries, this series was developed to assipt in
designing these systems toenable a very high level of protection against SECURITY related
disturbances.

he IEC 80001-2 [26] and ISO 80001-2 series [7] of technical reports addresses the ngeds
¢of HDO's (health delivery organizations), but some of these reports are also useful for deyvice
ANUFACTURERS. One of these is IEC TR 80001-2-2:2012 [9], which describes the disclogure
¢f some SECURITY capabilities and is cross-referenced in this document.

Describedias the Underwriter Laboratories (UL) Cybersecurity Assurance Program, the|test
ouse, ‘UL, published the general standard UL 2900-1 [25] for software CYBERSECURITY in
etwork-connected products and a particular standard, ANSI/CAN/UL 2900-2-1 [19]| for
and spme
d c—P sehts—wWRHehR—63 ava' coporate gV —a—MANUEAGCTFURER- \ese
standards should be viewed as containing a set of verifiable product and PROCESS
requirements rather than a complete SECURITY framework.

— In addition to the frameworks listed above, there are CYBERSECURITY guidance documents
published by regulatory authorities like the U.S. FDA [21] and the German BSI [20]. These
guidance documents contain a mix of concrete technical and organizational implementation
requirements.

5 |n this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph of Clause A.1.
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A further addition to the list above are the technical reports TIR57:2016 [17] and TIR97:2019
[18], published by AAMI. These reports define a SECURITY RISK MANAGEMENT PROCESS
modelled on ISO 14971:2019 [13] and build heavily on the NIST Cybersecurity Framework
and Special Publications [24].

ISO 14971:2019 [13] is the base standard for RISK MANAGEMENT for MEDICAL DEVICES.

A future standard for the SECURITY life cycle activities is IEC 81001-5-1 [10], which uses the
same structure as IEC 62304:2006 and IEC 62304/AMD1:2015 [2]. This standard integrates

with this document.

There are two philosophies that can be identified in the different SECURITY frameworks,

standards—amd—technicat Icp\Jlta. Ore—ts—an upcll-clldcd appluauh, whtch—starts—with—=
analysis (identification and evaluation) and then selects RISK control measures

COUNTERMEASURES) based on the RISK. This is typical of, for example, ISO/IEC 27000:2018
NIST [24], ISO 14971:2019 [13] and AAMI TIR57:2016 [17] or AAMI TIR97:2019 [18].The o
approach is to start by selecting a level of SECURITY based on a general RISK assessmen
speg¢ific device-related criteria) and then choose one of several pre-defined SECURITY LEV]
Thig is how IEC 62443 (all parts) [3] is designed.

Thelfuture standard IEC 81001-5-1 [10] and this document will adapt_a“hybrid philosophy.
idenftification and evaluation is done with an ISO 14971:2019 [13] mind-set, which also h3
inclyde the impact on SAFETY. The level of RISK, both SAFETY and"SECURITY, will define w|
SECURITY LEVEL from IEC 62443 (all parts) [3] should be chosen for a specific MEDICAL DEV
Thig is the responsibility of the MEDICAL DEVICE MANUFACTURER and the writers of partidg
standards. The selected SECURITY LEVEL then defines a pré-set number of COUNTERMEASU
whigh will determine the residual SECURITY related RISk of the MEDICAL DEVICE. Note that
IEC|62443 [3] SECURITY capabilities cannot be adapted blindly to a MEDICAL DEVICE. Afg
example, all user password-related capabilities may<not be applicable to MEDICAL DEVICES i
intensive care unit. The combination of physicalvaccess control (e.g. only medical staff]
allojved) and the need to operate MEDICAL DEVICES without any delay in critical situations
ovefride the requirements for OPERATOR password SECURITY.

A review of the frameworks mentioned above shows that many of the technical
orggnizational implementation requifements refer back to ISO/IEC 27000:2018 [15]
IEC|62443 (all parts) [3]. IEC 62443 (all parts) [3], and specifically IEC 62443-4-2:2019,
chosen as the basis for this document. The main reasons for this are:

— |EC 62443 (all parts). [3] can be considered as state of the art regarding SECU
flequirements.

— |EC 62443 (all parts) [3] is the only one of the listed open frameworks that has a ti
s$tructure for, requirements (SL1 to SL4). This makes it easier for MEDICAL DE
MANUFACTURERS to declare/describe their SECURITY capabilities and for system integra

specify-réquirements on MEDICAL DEVICES.

- ost_of<the IEC 62443 [3] SECURITY capabilities can be applied directly on MEDICAL DE

ISK
e.g.
15],
ther
t (or
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IEC 62443-4-2: 2019 due to the fact that an industrial automation and control system cannot
always be compared to a MEDICAL DEVICE. The adaptations to IEC 62443-4-2:2019 are described

in this document.
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A.5 Concept of ZONES and CONDUITS with specified target SECURITY LEVELS
(SL-T) within an IT-NETWORK as specified by IEC 62443 (all parts) [3]

Figure A.8, which is extracted from Figure 7 of IEC TS 62443-1-1:2009 [4], gives an example
of what a complex IT-NETWORK can consist of, and how it could be segregated into different use
environments/ZONES at the same SECURITY LEVEL. It also shows CONDUITS that may connect or
even cross such zoNES. In the medical field, the components of a MEDICAL IT-NETWORK may be
MEDICAL DEVICES and/or nonmedical equipment. MEDICAL DEVICES as "components" of such a
MEDICAL IT-NETWORK are in the focus of this document.

Enterprise zone

Plant A zone Plant B zone Plant C zone

Laptop domputer
Workstation

Laptop domputer
Workstation

Laptop @er
Workstation

File/print ~ App. Data
server server_server

File/print  App. Data
server___server _server

Plant A control zone

Plant B control zone

{

BOR N

e/print  App. Data

server server __server

Plant C control zone

B B A | B
)p. D3 dint. 3
server se fver erlsse

il =
App. D3
senver se

[

Figure A.8 — Example of what a complex IT-NETWORK can consist of

A.6| Documentation of capability SECURITY LEVEL (SL-C) of a MEDICAL DEVICE

Ong| single capability SECURITY LEVEL SL-C of 0 to 4 should usually be assigned to a MED|CAL
DEVICE in genéral, so the MEDICAL DEVICE follows all technical requirements (CR) and their
reqyirement.enhancements (RE) for the corresponding SL-C.

However, such a unique capability SECURITY LEVEL SL-C for the whole MEDICAL DEVICE in spme
cases may not be suitable or necessary, and it is also possible to assign individual SL-C for
each foundational requirement (1 to 7). In such cases, a vector should be used to describe the
mapping between the implemented capabilities SECURITY LEVELS and the seven foundational
requirements.

NOTE 1 See also IEC 62443-3-3:2013 [5], A.3.3, related to the security level vector format.

NOTE 2 For clarity in communication, the full vector format is used if no unique capability SECURITY LEVEL SL-C is
applied, for example even if only one single foundational requirement has an SL-C that is higher than "0".
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SL-Vector: SL-C (MEDICAL DEVICE) = { IAC UC SI DC RDF TRE RA}
where

IAC is the identification and AUTHENTICATION control;

uc is the use control;

Si is the system INTEGRITY;

DC is the data CONFIDENTIALITY;

RDF is the restricted data flow;

TRE is the timely response to events;

RA is the resource AVAILABILITY-

Numerical value (0 to 4) representing the capability SECURITY LEVEL SL-C of each’of the se

foun

EXAI

A.7

IEC

dational requirements

IPLE SL-C (Example MEDICAL DEVICE) = {3 320211} which decomposes as shown in Table A.2.

Table A.2 — Exemplary vector of capability SECURITY LEVEL SL-C

FOUNDATIONAL REQUIREMENT

SECURITY LEVEL

Identification and AUTHENTICATION control (IAC) SL-C 3
Use control (UC) SL-C 3
System INTEGRITY (Sl) SL-C 2
Data CONFIDENTIALITY (DC) SL-CO
Restricted data flow (RDF) SL-C 2
Timely response to events (TRE) SL-C 1
Resource AVAILABILITY (RA) SL-C 1

TS 62443-1-1:2009 [4]

Conceptual elfements of IEC 62443 (all parts) [3] used for this document

Subclause 5.2 of IEC TS 62443-1-1:2009 [4] — Security objectives

"Infq

rmation security has traditionally focused on achieving three objectives, confidentia

inte

IEC TR 60601-4-5:2021 © IEC 2021

ven

lity,

rity, anda avallapllity, wnicn are orien apbbreviated Dy the acronym CIA. AN nformation

technology security strategy for typical back office or business systems may place the primary
focus on confidentiality and the necessary access controls required to achieve it. Integrity might

fall to the second priority, with availability as the lowest.

In the industrial automation and control systems' environment, the general priority of these
objectives is often different. Security in these systems is primarily concerned with maintaining
the availability of all systems' components. There are inherent risks associated with industrial
machinery that is controlled, monitored, or otherwise affected by industrial automation and
control systems. Therefore, integrity is often second in importance. Usually confidentiality is of
lesser importance, because often the data is raw in form and need to be analysed within context
to have any value.
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The facet of time responsiveness is significant. Control systems can have requirements of
system responsiveness in the one millisecond range, whereas traditional business systems are

able

to successfully operate with single or multiple second response times.

In some situations, the priorities are completely inverted, as shown in Figure A.9.

SOu

Dep
Cert
toh
con
cou

Subjclause 5.3 of IEC TS 62443-1-1:2009 [4] — Foundational requirements

"Thd
full
this
sevq

secyrity. These are the following requirements:

a)

Industrial automation General purpose information
and control system technology (IT) systems

Availability Confidentiality

2
Integrity 5 Integrity

o
Confidentiality Availability

L IEC

RCE: IEC TS 62443-1-1:2009 [4], Figure 1

Figure A.9 — Comparison of objectives between industrial automation
and control systems and _general IT-NETWORKS

ending on the circumstances, the integrity.of the system could also have the highest prig
ain operational requirements will causélindividual components or the systems as a w|
hve different priorities for the objectives (i.e. integrity or availability concerns may outw|
identiality or vice versa). This ‘hay in turn lead an organization to deploy diffg
itermeasures to achieve these security objectives.”

simple CIA model shown in Figure 1 (of IEC TS 62443-1-1:2009 [4]) is not adequate
inderstanding of the‘requirements for security in IACS6. Although it is beyond the scof
technical specification to describe an exhaustive list of detailed requirements, there
bral basic and.foundational requirements that have been identified for industrial automa

Access Control (AC): control access to selected devices, information or both to prd
hgainst unauthorized interrogation of the device or information.

rity.
hole
eigh
rent

or a
e of
are
tion

tect

b)

Jse” Control (UC): control use of selected devices, information or both to protect ag4

inst

unauthorized operation of the device or use of information.

c) Data Integrity (DI): ensure the integrity of data on selected communication channels to
protect against unauthorized changes.

d) Data Confidentiality (DC): ensure the confidentiality of data on selected communication
channels to protect against eavesdropping.

e) Restrict Data Flow (RDF): restrict the flow of data on communication channels to protect
against the publication of information to unauthorized sources.

6 In this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph of Clause A.1.
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Timely Response to Event (TRE): respond to security violations by notifying the proper
authority, reporting needed forensic evidence of the violation, and automatically taking
timely corrective action in mission-critical or safety-critical situations.

Resource Availability (RA): ensure the availability of all network resources to protect against
denial of service attacks."”

Subclause 5.6.6 of IEC TS 62443-1-1:2009 [4] — Countermeasures

"Countermeasures are actions taken, or provisions made for the purpose of reducing risk to an
acceptable level or to meet security policies. They do not typically eliminate risk. The nature of

the ¢

-\nllnfnrmnﬂnllrnc\ amnloviad Annnnrln Y- 'H1n nnh:rn nf {»hn qu-nnf hn,nn addracscad
Ot oot OOy Ot G opeTaS T arareooeor

Thele are several possible countermeasures to address external threats. Examples includg the

folldwing:

a) f@uthentication of users and/or computers;
b) access controls;

c) intrusion detection;

d) encryption;

e) dligital signatures;

f) Tesource isolation or segregation;

g) $canning for malicious software;

h) $ystem activity monitoring;

i) physical security.”

Subiclause 5.9 of IEC TS 62443-1-1:2009 [4] Security zones

Subiclause 5.9.1 of IEC TS 62443-1-1:2009 [4] — General

"Every situation has a different accéeptable level of security. For large or complex systenis, it

ma

not be practical or necessary to apply the same level of security to all compongnts.

Differences can be addressed:by using the concept of a security zone, or area under protecfion.

A sd

co
sys
be

curity zone is a logical‘\grouping of physical, informational, and application assets shgring

on security requirements. This concept applies to the electronic environment where spme
ms are included-in-the security zone and all others are outside the zone. There can glso
dones within zones; or subzones, that provide layered security, giving defense in depthland

addressing multiple.levels of security requirements. Defense in depth can also be accomplighed

nts.
thin
and

people to move within and between the secur/ty zones. Zones may be considered to be trusted
or untrusted.

Security zones can be defined in either a physical sense (a physical zone) or in a logical manner
(virtual zone). Physical zones are defined by grouping assets by physical location. In this type
of zone, it is easy to determine which assets are within each zone. Virtual zones are defined by
grouping assets, or parts of physical assets, into security zones based on functionality or other
characteristics, rather than the actual location of the assets."”
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Subclause 5.10 of IEC TS 62443-1-1:2009 [4] — Conduits
Subclause 5.10.1 of IEC TS 62443-1-1:2009 [4] — General

"Information needs to flow into, out of, and within a security zone. Even in a non-networked
system, some communication exists (e.g. intermittent connection of programming devices to
create and maintain the systems). To cover the security aspects of communication and to
provide a construct to encompass the unique requirements of communications, this document
is defining a special type of security zone: a communications' conduit.

A cdnauitis a particuiar type of Security Zzone that groups communications that can be fogically
orggnized into a grouping of information flows within and also external to a zone. It gan“pe a
single service (e.g. a single Ethernet network) or can be made up of multiple data carriers (e.g.
mulliple network cables and direct physical accesses). As with zones, it can be made of poth
physical and logical constructs. Conduits may connect entities within a zone er-may conhect
diffdrent zones.

As With zones, conduits may be either trusted or untrusted. Conduits that do not cross zone
boundaries are typically trusted by the communicating processes Within the zone. Trusted
condluits crossing zone boundaries need to use an end-to-end secdre-process.

Untiusted conduits are those that are not at the same level of security as the zone endpoirlt. In
this| case the actual communication security becomes the“responsibility of the individual
chapnel."”

Subiclause 5.11 of IEC TS 62443-1-1:2009 [4] — Security levels

Subiclause 5.11.1 of IEC TS 62443-1-1:2009_[4] — General

"The security level concept has been created to focus thinking about security on a zone basis
rathpr than on an individual device basisior a system basis. Often an IACS7 consists of devlices
and|systems from multiple vendors, alfFfunctioning together to provide the integrated automgtion
fundtions for the industrial operatiob: Just as the functional capabilities of the individual devices
coniribute to the capability of the IACS, the security capabilities of the individual devices|and
implemented countermeasures need to function with each other to achieve a desired level of
secyrity for a zone. Security’levels provide a frame of reference for making decisions on the
use |of countermeasures\and devices with differing inherent security capabilities.

Seclirity levels provide a qualitative approach to addressing security for a zone. As a qualitative
method, security-level definition has applicability for comparing and managing the security of
zonés within‘an organization. As more data becomes available and the mathemafical
representations of risk, threats, and security incidents are developed, this concept will move to
a quantitative approach for selection and verification of security levels (SL). It will have
applicability to both end user companies, and vendors of IACS and security products. It will be
use f tU Ocllcbt I'ACS UIUVI'UUO dllul bUUlltClIllCdDul Co tU bC UDCU’ VVl.l‘llIl.lI a £LUIIC allu’ tU l’u’clltl‘lly and

compare security of zones in different organizations across industry segments.

Each organization using the security level method should establish a definition of what each
level represents and how to measure the level of security for the zone. This definition or
characterization should be used consistently across the organization. The security level may
be used to identify a comprehensive layered defense-in-depth strategy for a zone that includes
hardware and software-based technical countermeasures along with administrative-type
countermeasures.

7 In this document, industrial automation and control system (IACS) is replaced in accordance with Clause 3. See
also last paragraph of Clause A.1.


https://iecnorm.com/api/?name=a41c0b24958c593a53bac67a9e28d812

—-42 - IEC TR 60601-4-5:2021 © IEC 2021

Security level corresponds to the required effectiveness of countermeasures and inherent
security properties of devices and systems for a zone or conduit based on assessment of risk
for the zone or conduit. The security level method provides the ability to categorize risk for a
zone or conduit. It also helps define the required effectiveness of countermeasures used to
prevent unauthorized electronic intervention that can read or impact the normal functioning of
devices and systems within the zone or conduit. Security level is a property of a zone and
conduit rather than of a device, system, or any part of a system."

Subclause 5.11.2 of IEC TS 62443-1-1:2009 [4] — Types of security levels

Subglause- 54121 oHHEC TS 6244311200941 —General

"Thnee different types of security levels can be defined as follows:

a) PBL(target) — target security level for a zone or conduit;
b) BL(achieved) — achieved security level of a zone or conduit;

c) PlL(capability) — security level capability of countermeasures associated with a zong or
onduit or inherent security level capability of devices or systems within a zone or conduit."”

Subiclause 5.11.2.2 of IEC TS 62443-1-1:2009 [4] — SL(target) £ target security level

"A target security level should be assigned to a zone. A targét’security level may be assigned
to alconduit. SL(target) for a zone and conduit is determined during risk assessment. It iq not
reqyired to assign a target security level to conduits as long as the security propetrties
assqciated with the conduit are taken into consideration during risk assessment of the zgnes
whigh use the conduit under consideration. Risk assessment should take into consideration the
likelfhood and consequences of security of @@Nzone or conduit being compromised. Risk
assg@ssment may be qualitative, semi-quantitative, or quantitative. SL(target) determines| the
reqyired effectiveness of countermeasures;(devices, and systems that need to be in plade to
prevent security of the zone or conduit from being compromised.

Countermeasures can be:

a) f{echnical countermeasures/e:g. firewalls, anti-virus software);

b) Idministrative countermeasures (policies and procedures);
c)

Factors that influencethe determination of SL(target) for a zone and conduit are:

hysical countermeasures (e.g. locked doors).

d) metwork architecture with defined zone boundaries and conduits;
e) PL(target))of the zones with which the zone under consideration will communicate;

f) PL(target) of conduit, if assigned, used for communication by the zone;
g) hhvsical evi ! ithin t!

Within the zone, computing the target security level should be based on layers of security and
their impact on the whole."

Subclause 5.11.2.3 of IEC TS 62443-1-1:2009 [4] — SL(achieved) — achieved security level

"SL(achieved) of a zone or conduit depends on inherent security properties of devices and
systems within the zone or conduit and/or properties of countermeasures that are in place to
prevent the security of the zone or conduit from being compromised. SL(achieved) is a function
of time and decreases with time due to degradation of countermeasures, new vulnerabilities,
adjusted threats or attack methods, breach in security layers, and inherent security properties
of devices and systems until they are reviewed, updated, or upgraded.


https://iecnorm.com/api/?name=a41c0b24958c593a53bac67a9e28d812
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